
0.1. PROBLEMS 1

0.1 Problems

1. Among the fundamental challenges in information security are confi-
dentiality, integrity, and availability, or CIA.

a. Define each of these terms: confidentiality, integrity, availability.

b. Give a concrete example where confidentiality is more important
than integrity.

c. Give a concrete example where integrity is more important than
confidentiality.

d. Give a concrete example where availability is the overriding con-
cern.

2. From a bank’s perspective, which is usually more important, the in-
tegrity of its customer’s data or the confidentiality of the data? From
the perspective of the bank’s customers, which is more important?

3. Instead of an online bank, suppose that Alice provides an online chess
playing service known as Alice’s Online Chess (AOC). Players, who
pay a monthly fee, log into AOC where they are matched with another
player of comparable ability.

a. Where (and why) is confidentiality important for AOC and its
customers?

b. Why is integrity necessary?

c. Why is availability an important concern?

4. Instead of an online bank, suppose that Alice provides an online chess
playing service known as Alice’s Online Chess (AOC). Players, who
pay a monthly fee, log into AOC where they are matched with another
player of comparable ability.

a. Where should cryptography be used in AOC?

b. Where should access control used?

c. Where would security protocols be used?

d. Is software security a concern for AOC? Why or why not?

5. Some authors distinguish between secrecy, privacy, and confidential-
ity. In this usage, secrecy is equivalent to our use of the term con-
fidentiality, whereas privacy is secrecy applied to personal data, and
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confidentiality (in this misguided sense) refers to an obligation not to
divulge certain information.

a. Discuss a real-world situation where privacy is an important se-
curity issue.

b. Discuss a real-world situation where confidentiality (in this incor-
rect sense) is a critical security issue.

6. RFID tags are extremely small devices capable of broadcasting a num-
ber over the air that can be read by a nearby sensor. RFID tags are
used for tracking inventory, and they have many other potential uses.
For example, RFID tags are used in passports and it has been sug-
gested that they should be put into paper money to prevent counter-
feiting. In the future, a person might be surrounded by a cloud of
RFID numbers that would provide a great deal of information about
the person.

a. Discuss some privacy concerns related to the widespread use of
RFID tags.

b. Discuss security issues, other than privacy, that might arise due
to the widespread use of RFID tags.

7. Cryptography is sometimes said to be brittle, in the sense that it can
be very strong, but when it breaks, it (generally) completely shat-
ters. In contrast, some security features can “bend” without breaking
completely—security may be lost as a result of the bending, but some
useful level of security remains.

a. Other than cryptography, give an example where security is brit-
tle.

b. Provide an example where security is not brittle, that is, the
security can bend without completely breaking.

8. Read Diffie and Hellman’s classic paper [90].

a. Briefly summarize the paper.

b. Diffie and Hellman give a system for distributing keys over an
insecure channel (see Section 3 of the paper). How does this
system work?

c. Diffie and Hellman also conjecture that a “one way compiler”
might be used to construct a public key cryptosystem. Do you
believe this is a plausible approach? Why or why not?
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9. The most famous World War II cipher machine was the German Enigma
(see also Problem 10).

a. Draw a diagram illustrating the inner workings of the Enigma.

b. The Enigma was broken by the Allies and intelligence gained from
Enigma intercepts was invaluable. Discuss a significant World
War II event where broken Enigma messages played a major role.

10. The German Enigma is the most famous World War II cipher machine
(see also Problem 9). The cipher was broken by the Allies and intel-
ligence gained from Enigma messages proved invaluable. At first, the
Allies were very careful when using the information gained from broken
Enigma messages—sometimes the Allies did not use information that
could have given them an advantage. Later in the war, however, the
Allies (in particular, the Americans) were much less careful, and they
tended to use virtually all information obtained from broken Enigma
messages.

a. The Allies were cautious about using information gained from
broken Enigma messages for fear that the Germans would realize
the cipher was broken. Discuss two different approaches that the
Germans might have taken if they had realized that the Enigma
was broken.

b. At some point in the war, it should have become obvious to the
Germans that the Enigma was broken, yet the Enigma was used
until the end of the war. Why did the Nazis continue to use the
Enigma?

11. When you want to authenticate yourself to your computer, most likely
you type in your username and password. The username is considered
public knowledge, so it is the password that authenticates you. Your
password is something you know.

a. It is also possible to authenticate based on something you are,
that is, a physical characteristic. Such a characteristic is known as
a biometric. Give an example of biometric-based authentication.

b. It is also possible to authenticate based on something you have,
that is, something in your possession. Give an example of au-
thentication based on something you have.
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c. Two-factor authentication requires that two of the three authenti-
cation methods (something you know, something you have, some-
thing you are) be used. Give an example from everyday life where
two-factor authentication is used. Which two of the three are
used?

12. CAPTCHAs [319] are often used in an attempt to restrict access to
humans (as opposed to automated processes).

a. Give a real-world example where you were required to solve a
CAPTCHA to gain access to some resource. What do you have
to do to solve the CAPTCHA?

b. Discuss various technical methods that might be used to break
the CAPTCHA you described in part a.

c. Outline a non-technical method that might be used to attack the
CAPTCHA from part a.

d. How effective is the CAPTCHA in part a? How user-friendly is
the CAPTCHA?

e. Why do you hate CAPTCHAs?

13. Suppose that a particular security protocol is well designed and secure.
However, there is a fairly common situation where insufficient infor-
mation is available to complete the security protocol. In such cases,
the protocol fails and, ideally, a transaction between the participants,
say, Alice and Bob, should not be allowed to occur. However, in the
real world, protocol designers must decide how to handle cases where
protocols fail. As a practical matter, both security and convenience
must be considered. Comment on the relative merits of each of the
following solutions to protocol failure. Be sure to consider both the
relative security and user-friendliness of each.

a. When the protocol fails, a brief warning is given to Alice and Bob,
but the transaction continues as if the protocol had succeeded,
without any intervention required from either Alice or Bob.

b. When the protocol fails, a warning is given to Alice and she de-
cides (by clicking a checkbox) whether the transaction should
continue or not.

c. When the protocol fails, a notification is given to Alice and Bob
and the transaction terminates.
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d. When the protocol fails, the transaction terminates with no ex-
planation given to Alice or Bob.

14. Automatic teller machines (ATMs) are an interesting case study in
security. Anderson [14] claims that when ATMs were first developed,
most attention was paid to high-tech attacks. However, most real-
world attacks on ATMs have been decidedly low tech.

a. Examples of high-tech attacks on ATMs would be breaking the
encryption or authentication protocol. If possible, find a real-
world case where a high-tech attack on an ATM has actually
occurred and provide the details.

b. Shoulder surfing is an example of a low-tech attack. In this sce-
nario, Trudy stands behind Alice in line and watches the numbers
Alice presses when entering her PIN. Then Trudy bonks Alice in
the head and takes her ATM card. Give another example of a
low-tech attack on an ATM that has actually occurred.

15. Large and complex software systems invariably have a large number
of bugs.

a. For honest users, such as Alice and Bob, buggy software is cer-
tainly annoying but why is it a security issue?

b. Why does Trudy love buggy software?

c. In general terms, how might Trudy use bugs in software to break
the security of a system?

16. Malware is software that is intentionally malicious, in the sense that
it is designed to do damage or break the security of a system. Mal-
ware comes in many familiar varieties, including viruses, worms, and
Trojans.

a. Has your computer ever been infected with malware? If so, what
did the malware do and how did you get rid of the problem? If
not, why have you been so lucky?

b. In the past, most malware was designed to annoy users. Today,
it is often claimed that most malware is written for profit. How
could malware possibly be profitable?

17. In the movie Office Space [223], software developers attempt to modify
company software so that for each financial transaction, any leftover
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fraction of a cent goes to the developers, instead of going to the com-
pany. The idea is that for any particular transaction, nobody will
notice the missing fraction of a cent, but over time the developers will
accumulate a large sum of money. This type of attack is sometimes
known as a salami attack.

a. Find a real-world example of a salami attack.

b. In the movie, the salami attack fails. Why?

18. Some commercial software is closed source, meaning that the source
code is not available to users. On the other hand, some software is
open source, meaning that the source code is available to users.

a. Give an example of software that you use (or have used) that is
closed source.

b. Give an example of software that you use (or have used) that is
open source.

c. For open source software, what can Trudy do to search for secu-
rity flaws in the software?

d. For closed source software, what can Trudy do to search for se-
curity flaws in the software?

e. For open source software, what can Alice do to make the software
more secure?

f. For closed source software, what can Alice do to make the soft-
ware more secure?

g. Which is inherently more secure, open source software or closed
source software? Why?

19. It’s sometimes said that complexity is the enemy of security.

a. Give an example of commercial software to which this statement
applies, that is, find an example of software that is large and
complex and has had significant security problems.

b. Find an example of a security protocol to which this statement
applies.

20. Suppose that this textbook was sold online (as a PDF) by your money-
grubbing author for, say, $5. Then the author would make more money
off of each copy sold than he currently does1 and people who purchase
the book would save a lot of money.

1Believe it or not.
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a. What are the security issues related to the sale of an online book?

b. How could you make the selling of an online book more secure,
from the copyright holder’s perspective?

c. How secure is your approach in part b? What are some possible
attacks on your proposed system?

21. The PowerPoint slides at [255] describe a security class project where
students successfully hacked the Boston subway system.

a. Summarize each of the various attacks. What was the crucial
vulnerability that enabled each attack to succeed?

b. The students planned to give a presentation at the self-proclaimed
“hacker’s convention,” Defcon 16 [80], where they would have
presented the PowerPoint slides now available at [255]. At the
request of the Boston transit authority, a judge issued a tempo-
rary restraining order (since lifted) that prevented the students
from talking about their work. Do you think this was justified,
based on the material in the slides?

c. What are war dialing and war driving? What is war carting?

d. Comment on the production quality of the “melodramatic video
about the warcart” (a link to the video can be found at [16]).
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Springer-Verlag, 2000, pp. 109–124.
Cited on page ??

[258] B. Schneier, Applied Cryptography, second edition, Wiley, 1996.
Cited on pages ??, ??, ??, and 35

• This book is, for better or for worse, the crypto bible for working
security professionals.

[259] B. Schneier, Attack trees, Dr. Dobb’s Journal, December 1999, at
www.schneier.com/paper-attacktrees-ddj-ft.html

Cited on page ??

• A practical and intuitive approach to “hazard analysis.”



42 ANNOTATED BIBLIOGRAPHY

[260] B. Schneier, Biometrics: truths and fictions, at
www.schneier.com/crypto-gram-9808.html

Cited on pages ?? and ??

[261] B. Schneier, Risks of relying on cryptography, Inside Risks 112, Com-
munications of the ACM, Vol. 42, No. 10, October 1999, at
www.schneier.com/essay-021.html

Cited on page ??

• Schneier, in his own inimitable style, emphasizes the point that
attackers don’t necessarily play by the rules.

[262] B. Schneier, The Blowfish encryption algorithm, at
www.schneier.com/blowfish.html

Cited on page ??

• Schneier describes his favorite crypto algorithm.

[263] H. Shacham, et al, On the Effectiveness of Address-Space Randomiza-
tion, at crypto.stanford.edu/~nagendra/papers/asrandom.ps

Cited on page ??

[264] A. Shamir, How to share a secret, Communications of the ACM,
Vol. 22, No. 11, pp. 612–613, November 1979, at
szabo.best.vwh.net/secret.html

Cited on page ??

[265] A. Shamir, A polynomial-time algorithm for breaking the basic
Merkle-Hellman cryptosystem, IEEE Transactions on Information
Theory, Vol. IT–30, No. 5, pp. 699–704, September 1984.
Cited on pages ?? and ??

• Shamir’s clever attack on the original knapsack cryptosystem.

[266] A. Shamir and N. van Someren, Playing hide and seek with stored
keys
Cited on pages ?? and ??

• This paper includes a simple and effective statistical test for dis-
tinguishing random from non-random.

[267] C. E. Shannon, Communication theory of secrecy systems, Bell System
Technical Journal, Vol. 28–4, pp. 656–715, 1949.
Cited on page ??



ANNOTATED BIBLIOGRAPHY 43

• The paper that started it all. Most of this paper remains surpris-
ingly relevant after more than 3/5ths of a century.

[268] K. Skachkov, Tamper-resistant software: design and implementation,
at www.cs.sjsu.edu/faculty/stamp/students/TRSDIfinal.doc

Cited on page ??

• Discusses some of the issues related to tamper-resistant software
of Aucsmith [19] variety. A toy implementation is presented.

[269] S. Skorobogatov and R. Anderson, Optical fault induction attacks,
IEEE Symposium on Security and Privacy, 2002.
Cited on page ??

[270] E. Skoudis, Counter Hack, Prentice Hall, 2002.
Cited on page ??

• An excellent book that includes plenty of details on how a so-
phisticated hacker analyzes and attacks a target. A must read for
the system administrators of the world.

[271] SSL 3.0 specification, at
www.lincoln.edu/math/rmyrick/ComputerNetworks/InetReference/

ssl-draft/3-SPEC.HTM

Cited on page ??

[272] Sonogram, Visible speech, at
www.dontcrack.com/freeware/downloads.php/id/266/software/Sonogram/

Cited on page ??

[273] Staff Report, U. S. Senate Select Committee on Intelligence, Un-
classified summary: involvement of NSA in the development of the
Data Encryption Standard, Staff Report, 98th Congress, 2nd Session,
April 1978.
Cited on pages ?? and ??

• Senate report that cleared NSA of any wrongdoing in the design
of DES. Needless to say, this did not convince the critics.

[274] M. Stamp, Digital rights management: for better or for worse?, Ex-
tremeTech, May 20, 2003.
Cited on page ??



44 ANNOTATED BIBLIOGRAPHY

• Tries to make the case that, in spite of its technical shortcomings,
DRM can facilitate e-commerce if the business model is right.

[275] M. Stamp, Digital rights management: the technology behind the
hype, Journal of Electronic Commerce Research, Vol. 4, No. 3, 2003,
at
www.csulb.edu/web/journals/jecr/issues/20033/paper3.pdf

Cited on pages ?? and ??

• Perhaps the most detailed description of a fielded commercial
DRM system ever published.

[276] M. Stamp, Risks of digital rights management, Inside Risks 147, Com-
munications of the ACM, Vol. 45, No. 9, p. 120, September 2002, at
www.csl.sri.com/users/neumann/insiderisks.html#147

Cited on page ??

• This article highlights some of the obvious difficulties of doing
DRM in software.

[277] M. Stamp, Risks of monoculture, Inside Risks 165, Communications
of the ACM, Vol. 47, No. 3, p. 120, March 2004, at
www.csl.sri.com/users/neumann/insiderisks04.html#165

Cited on page ??

• An intuitive discussion of the potential security benefits of diverse
software.

[278] M. Stamp, A revealing introduction to hidden Markov models, at
www.cs.sjsu.edu/faculty/stamp/RUA/HMM.pdf

Cited on page ??

[279] M. Stamp, S. Attaluri, and S. McGhee, Profile hidden Markov mod-
els and metamorphic virus detection, Journal in Computer Virology,
Vol. 5, No. 2, May 2009, pp. 151–169.
Cited on page ??

[280] M. Stamp and W. O. Chan, SIGABA: Cryptanalysis of the full
keyspace, Cryptologia, Vol. 31, No. 3, July 2007, pp. 201–222.
Cited on page ??

[281] M. Stamp and X. Gao, Metamorphic software for buffer overflow mit-
igation, Proceedings of the 2005 Conference on Computer Science and



ANNOTATED BIBLIOGRAPHY 45

its Applications, at
www.cs.sjsu.edu/faculty/stamp/papers/BufferOverflow.doc

Cited on page ??

[282] M. Stamp and D. Holankar, Secure streaming media and digital rights
management, Proceedings of the 2004 Hawaii International Conference
on Computer Science, January 2004, at
www.cs.sjsu.edu/~stamp/cv/papers/hawaii.pdf

Cited on page ??

• A nice protocol (OK, I’m biased. . .) for delivering DRM-protected
streaming media that includes many of the software protection
tricks discussed in this book.

[283] M. Stamp and A. Hushyar, Multilevel security models, The Handbook
of Information Security, H. Bidgoli, editor, Wiley, 2006.
Cited on page ??

• This paper gives an overview of many different security models. It
likely contains more than you’ll ever want to know about security
modeling.

[284] M. Stamp and R. M. Low, Applied Cryptanalysis: Breaking Ciphers
in the Real World, Wiley, 2007.
Cited on pages ??, ??, ??, and ??

• A personal favorite of mine. . .

[285] M. Stamp and P. Mishra, Software uniqueness: how and why, Proceed-
ings of the 2003 Conference on Computer Science and its Applications,
at
www.cs.sjsu.edu/~stamp/cv/papers/iccsaPuneet.html

Cited on page ??

[286] M. Stamp and E. J. Sebes, Enterprise digital rights management:
Ready for primetime?, Business Communications Review, pp. 52–55,
March 2004.
Cited on page ??

• Makes the case that DRM within an enterprise is a much different
beast than DRM for e-commerce.



46 ANNOTATED BIBLIOGRAPHY

[287] M. Stamp, M. Simova, and C. Pollett, Stealthy ciphertext, Proceedings
of 3rd International Conference on Internet Computing (ICOMP’05),
Las Vegas, Nevada, June 27–30, 2005, at
www.cs.sjsu.edu/faculty/stamp/papers/stealthy.pdf

Cited on page ??

[288] M. Stamp and S. Thaker, Software watermarking via assembly code
transformations, Proceedings of the 2004 Conference on Computer Sci-
ence and its Applications, June 2004, at
www.cs.sjsu.edu/faculty/stamp/papers/iccsaSmita.doc

Cited on page ??

[289] S. Staniford, V. Paxson, and N. Weaver, How to 0wn the Internet in
your spare time, at
www.icir.org/vern/papers/cdc-usenix-sec02/

Cited on page ??

• Excellent article on the future of malware.

[290] M. Stigge, et al, Reversing CRC — Theory and Practice, at
sar.informatik.hu-berlin.de/research/publications/

SAR-PR-2006-05/SAR-PR-2006-05_.pdf

Cited on page ??

[291] H. L. Stimson and M. Bundy, On Active Service in Peace and War,
Hippocrene Books, 1971.
Cited on page ??

[292] D. Stinson, Doug Stinson’s visual cryptography page, at
www.cacr.math.uwaterloo.ca/~dstinson/visual.html

Cited on page ??

• An excellent introduction to a fascinating topic.

[293] B. Stone, Breaking Google captchas for some extra cash, New York
Times, March 13, 2008, at
bits.blogs.nytimes.com/2008/03/13/

breaking-google-captchas-for-3-a-day/

Cited on page ??

[294] A. Stubblefield, J. Ioannidis, and A. D. Rubin, Using the Fluhrer,
Mantin and Shamir attack to break WEP, at
www.isoc.org/isoc/conferences/ndss/02/papers/stubbl.pdf

Cited on pages ?? and ??



ANNOTATED BIBLIOGRAPHY 47

[295] C. Swenson, Modern Cryptanalysis: Techniques for Advanced Code
Breaking, Wiley, 2008.
Cited on page ??

[296] P. Ször, The Art of Computer Virus Defense and Research, Symantec
Press, 2005.
Cited on page ??

[297] P. Ször and P. Ferrie, Hunting for metamorphic, Symantec Corpora-
tion White Paper, at www.peterszor.com/metamorp.pdf

Cited on page ??

• An excellent discussion of polymorphism and metamorphism,
along with various detection techniques.

[298] A. S. Tanenbaum, Computer Networks, fourth edition, Prentice Hall,
2003.
Cited on pages ??, ??, and 31

• Probably the best networking book for self-study or casual read-
ing. The book is comprehensive, yet Tanenbaum has plenty of
stories to keep the reader interested and awake.

[299] TechnoLogismiki, Hackman, at
www.technologismiki.com/en/index-h.html

Cited on page ??

[300] D. Terdiman, Vegas gung-ho on gambling tech, Wired, September 19,
2003, at www.wired.com/news/print/0,1294,60499,00.html

Cited on page ??

[301] The Warhol, at www.warhol.org/

Cited on page ??

[302] C. Thomborson and M. Barrett, NGSCB: a new tool for securing
applications, at
www.cs.auckland.ac.nz/~cthombor/Pubs/barrettNZISF120804.pdf

Cited on pages ??, ??, and ??

[303] K. Thompson, Reflections on trusting trust, Communication of the
ACM, Vol. 27, No. 8, pp. 761–763, August 1984.
Cited on pages ?? and ??

• A classic paper that probes the limits of security in software.



48 ANNOTATED BIBLIOGRAPHY

[304] B. C. Tjaden, Fundamentals of Secure Computing Systems, Franklin,
Beedle & Associates, 2004.
Cited on page ??

• An introductory information security textbook. The chapter on
intrusion detection is well worth the (modest) price of the book.

[305] W. A. Trappe and L. C. Washington, Introduction to Cryptography
with Coding Theory, Prentice Hall, 2002.
Cited on pages ?? and ??

• An excellent and mathematically sound introduction to many
aspects of cryptography.

[306] Trusted Computing Group, at www.trustedcomputinggroup.org/home

Cited on page ??

[307] B. W. Tuchman, The Zimmermann Telegram, Ballantine Books, 1985.
Cited on page ??

• An entertaining historical account by one of the better writers of
popular history.

[308] Ultra, at en.wikipedia.org/wiki/Ultra

Cited on page ??

[309] United States Department of Defense, Trusted Computing System
Evaluation Criteria, 1983, at
csrc.nist.gov/publications/history/dod85.pdf

Cited on pages ??, ??, ??, and ??

• The infamous “orange book.” Like most government publications,
this one is a sure cure for insomnia.

[310] US v. ElcomSoft & Sklyarov FAQ, at
www.eff.org/IP/DMCA/US_v_Elcomsoft/us_v_elcomsoft_faq.html

Cited on page ??

[311] R. Vamosi, Windows XP SP2 more secure? Not so fast, at
reviews.zdnet.co.uk/software/os/0,39024180,39163696,00.htm

Cited on pages ?? and ??

[312] S. Venkatachalam, Detecting undetectable computer viruses, Master’s
Thesis, Department of Computer Science, San Jose State University,



ANNOTATED BIBLIOGRAPHY 49

2010, at
www.cs.sjsu.edu/faculty/stamp/students/

venkatachalam_sujandharan.pdf

Cited on page ??

[313] R. Venkataramu, Analysis and enhancement of Apple’s Fairplay dig-
ital rights management, Master’s Thesis, Department of Computer
Science, San Jose State University, 2007, at
www.cs.sjsu.edu/faculty/stamp/students/

RamyaVenkataramu_CS298Report.pdf

Cited on page ??

[314] R. Venkataramu and M. Stamp, P2PTunes: A peer-to-peer digital
rights management system, Handbook of Research on Secure Multime-
dia Distribution, IGI Global, March 2009, at
www.cs.sjsu.edu/faculty/stamp/papers/Ramya_paper.doc

Cited on page ??

[315] VENONA, at www.nsa.gov/public_info/declass/venona/index.shtml

Cited on page ??

• VENONA is an interesting topic, both for the crypto and for the
historical material. Many of those who vehemently denied they
had any role in espionage are implicated by VENONA decrypts.
Also, of the hundreds of traitors mentioned (by cover name) in
the decrypts, the true identities of most remain unknown.

[316] VeriSign, Inc., at www.verisign.com/

Cited on page ??

• The leading commercial certificate authority (CA).

[317] J. Viega and G. McGraw, Building Secure Software, Addison Wesley,
2002.
Cited on pages ??, ??, ??, ??, ??, and ??

• This is a worthwhile book that provides considerable detail on
issues related to secure software development. About the only
conceivable criticism is that it provides no evidence of the effec-
tiveness of its suggestions.

[318] VMware is virtual infrastructure, at www.vmware.com/

Cited on page ??



50 ANNOTATED BIBLIOGRAPHY

[319] L. von Ahn, M. Blum, and J. Langford, Telling humans and computers
apart automatically, Communications of the ACM, Vol. 47, No. 2,
pp. 57–60, February 2004, at
www.cs.cmu.edu/~biglou/captcha_cacm.pdf

Cited on pages 4 and ??

• A fascinating, informative and entertaining article. This is the
place to start your research into CAPTCHAs.

[320] L. von Ahn et al., The CAPTCHA project, at www.captcha.net/

Cited on page ??

[321] J. R. Walker, Unsafe at any key size; an analysis of the WEP encap-
sulation, at www.dis.org/wl/pdf/unsafe.pdf

Cited on pages ?? and ??

• A clever title and a good description of the some of the problems
created by WEP’s use of IVs. However, one of the most seri-
ous problems is the devastating cryptanalytic attack discussed
in [112], which is not mentioned here.

[322] What is reCAPTCHA?, at
recaptcha.net/learnmore.html

Cited on page ??

[323] D. J. Wheeler and R. M. Needham, TEA, a tiny encryption algorithm,
at www.cix.co.uk/~klockstone/tea.pdf

Cited on page ??

• Less than four pages to present TEA in all of its wonderful sim-
plicity.

[324] O. Whitehouse, An Analysis of Address Space Layout Randomization
on Windows Vista, at
www.symantec.com/avcenter/reference/

Address_Space_Layout_Randomization.pdf

Cited on page ??

• A readable analysis of the randomness (or lack thereof) in ASLR
as implemented in Windows Vista.

[325] Wi-Fi Protected Access, at
en.wikipedia.org/wiki/Wi-Fi_Protected_Access

Cited on page ??



ANNOTATED BIBLIOGRAPHY 51

[326] R. N. Williams, A painless guide to CRC error detection algorithms,
at
www.ross.net/crc/crcpaper.html

Cited on pages ?? and ??

[327] N. Winkless and I. Browning, Robots on Your Doorstep, Robotics
Press, 1978.
Cited on page ??

• While it seems dated today, this classic and off-beat book presents
the conventional wisdom of its time in an unconventional way.

[328] Wireshark, at www.wireshark.org/

Cited on pages ?? and ??

[329] W. Wong, Revealing your secrets through the fourth dimension, ACM
Crossroads, at
www.cs.sjsu.edu/faculty/stamp/students/wing.html

Cited on page ??

• An elementary and highly readable description of the basic ideas
behind RSA timing attacks.

[330] W. Wong and M. Stamp, Hunting for metamorphic engines, Journal
in Computer Virology, Vol. 2, No. 3, December 2006, pp. 211–229.
Cited on pages ??, ??, and 34

• This paper covers some research problems related to metamor-
phic malware. A number of real-world metamorphic generators
are analyzed and a reasonably practical detection technique is
given.

[331] T. Ylonen, The Secure Shell (SSH) Authentication Protocol,
RFC 4252, at www.ietf.org/rfc/rfc4252.txt

Cited on page ??

[332] B. Yee, et al., Native client: a sandbox for portable, untrusted x86
native code, at
nativeclient.googlecode.com/svn/data/docs_tarball/nacl/

googleclient/native_client/documentation/nacl_paper.pdf

Cited on page ??



52 ANNOTATED BIBLIOGRAPHY

[333] T. Ylonen, The Secure Shell (SSH) Transport Layer Protocol,
RFC 4253, at www.ietf.org/rfc/rfc4253.txt

Cited on page ??

[334] G. Yuval, How to swindle Rabin, Cryptologia, Vol. 3, No. 3, 1979,
pp. 187–189.
Cited on page ??

[335] M. Zalewski, Strange attractors and TCP/IP sequence number
analysis—one year later, at lcamtuf.coredump.cx/newtcp/

Cited on page ??

• Fascinating scatter plots of the distribution of TCP initial se-
quence numbers for many different vendor’s products. Many are
extremely non-random.

[336] L. Zeltser, Reverse engineering malware, at
www.zeltser.com/sans/gcih-practical/

Cited on pages ?? and 52

• An excellent discussion of malware as well as reverse engineering
principles. Highly recommended. See also [337].

[337] L. Zeltser, SANS malware FAQ: reverse engineering srvcp.exe, at
www.sans.org/resources/malwarefaq/srvcp.php

Cited on pages ?? and 52

• Much overlap with [336], but this one also includes a link to the
malware executable that is reverse engineered.

[338] J. Zhang, Improved software activation using mul-
tithreading, Master’s Thesis, Department of Com-
puter Science, San Jose State University, 2010, at
www.cs.sjsu.edu/faculty/stamp/students/zhang_jianrui.pdf

Cited on page ??

[339] M. Zorz, Basic security with passwords, at
www.net-security.org/article.php?id=117

Cited on page ??


