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Overview

0 Here, we discuss cracking examples

0 Examples are not from real software

o "Crackme" --- program designed for studying
cracking/protection techniques

a0 Why learn cracking?
o So that you can better protect software

o "..protection technologies developed by people
who have never attempted cracking are never
effective!
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Patching

0 Consider the following application
o KeygenMe-3 by Bengaly
0 No useful info here s

a What to do?

1 Enter some data
and see what
happens
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Patching

0 Get invalid serial number message:

KeyeenMe =3 @

You Have Entered & Wrong Serial, Please Try Again

.................................

.................................

2 Now what?

0 OllyDbg, of course...
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Patching

0 Looking for message box

*ﬂllyﬂhg - Keyd. exe - [Executable modules]
JEI Ei|.E Wiew  Dedug Ei.u;l'ns Ciphions wi']dnw I-_h;Ip

U 0 I
Base [Size |

S ¥4 Y] +f LiE

M|T|W

BEEEE

Fath

™)
R|.-{ 5]

oy

Ci~Docunents and SettingsEldad Eila

(1 Cx W IHDOWS™

(3 Co-HTHDOWS sy st emI2~USERZZ,
(4 Cr~WINDOWS sy st emI2~O0URR 13
Li G sl LD sy st epm 32 R0 RT 4. d L

B0. 2188 (3 C:~WIHDOWS sy stem32~LPR , DLL
- 2EAE, Z1EC hHlUUUkacyﬂcemhd LEF1a.d

Sl 8 EMIENEEVE0T .

L
d
d
o

1
|
db L
L

[ Ca~WHIHDOWES~systemI32~GEOIE2.d11L
(3 Cr=~HINDOWS~snstemI2-kerns [22.dL 1
(4 Ca~WINDOWS~systemI2~ntdll.dll

File version
CHE4EEENG EEES1EEE EEd-ElIEIE'EI Keud
EZICEEIE BAGATEEE| &2IC2ERD) LPK |5.1.26
ra0%atae SAGsEaG8| T40CAEES | USP1A | 1. 6422
rricladan sagsEade| FPCIFZA1 | mavert | V. B. 2688, 2188
TrD4aEaE EaEEaEn TrDSEER? USERZZ | 5, 1. 2568, 2180
rrdDEBAE; BAESEAEE | 7YD07E04 | ADVRPI22| 5, 1. 26688, 2186
CTErDBE| BAG91868| FTETE284 | RPCRAT4 [ e la2Bkad. 21000
FTF 18505 eaa4c808| FPF1620H | GDISE | Ba 1. 2688, 2188
TL2EEENE GAGEF406E | FCAEE43S kerns 122 B, 1. 2569, 2120
rLCFEAEIE BAEEEEEE| TC913156 ntdll | B 1o 20848, 2156
Module CANWINDOW Shspstem3Z\BPCRET 4.dI

\Paused
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Patching

0 What about Ipk.dll?

Breaking Protection

Ipk. dil Properties

Ttem name;

Colnpany
File Version
| Imtarmal Marne
Language
2riginal File name
Product Mame
| Product Yersion

General | YErSION | Summary
File version:  5.1.2600.2180
Descripkion:  Language Pack

Capyright: ) Micrasaft Corporation, &ll rights reserved.

Other version inFormaticn

Valua:

MicrosoftiE WindowsE
Operating System

QK ] l Cancel




0 Imports/exports
*ﬂllyﬂ'hg Key4. exe - [Hames in Keyd]
EEJ'E View Debug Plugins Options Window Help

I K S T R N BT l=1E|MI"I'IJHI":Ifll!
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Patching

-

e

Address | ﬂg: ion | Tupe

[ Hg_rrp

Comment  a

HE4EZBEE | rdata Import
AE4E2ESY | rdata Import
GE4E2ean) (rdata IMport
aEEZRsE (edats IMpart
BEEZEAC | rdata Irport
BE4E2ESE | rdata Irmport
aE4eze4l crdata | [mooct
aEEzeE (rdata IMgart
BEEZEAE | rdata Irport
EE4E2E44| | rdata Irmpoort
ae4ezezl) rdata IMpoet
gedegzaEl e .rdata IrMmport
BE4EZELIC) . rdata Irport
EEqEZEl 6|  rdata IMport
aezeze) (rdata IMport
BElEE0E (teut Export
BEqE2E2d| | rdata Irmport
EeqE2e2s (rdata IMport
BE4E2EE0 rdata Imgare
BE4EZEIE | rdata Import
EEqE2E34) | rdata Import
BE4B2E38 rdata IMport
agEzeac (rdats Impart
BE4EZE4E | rdata Irmport

LI T Z2.CreatelialoaParanH
I 2, DefllindowProcH
._J _.DeleteDhJect
DizpatchHessaaen
2. ExitProcess
Z.Get0laltem
Z.GerllaltenTenth
T GetMestaged
HEL=Z . GetModu leHandlerd
(2. [=bialoalessaged
LoadB Ltrmaph
LaadCursocH
3 Loadlocon A
{ERHELZ2. lstrlenA
IZERZZ . HessaqeBoqA
uleEntruPoint >
2. Postluitsssaqe
-.Reglatertlaaa %A
Z.ReleaseCapture
2. Sendiessager
S SetllindouTentA
Showhd Lndow
Tiars lai_: eMeasage
Updat el indow

=
=

LT

Module CRNWINDOW S system32hRPCRT 4.d1

| Paused




Patching

0 References to MessageBoxA

-

4 OllyDbe - Keyd exe - [References in Keyd: text to USER32 MessageBoxA] | - |1_J@

:l File %iew Debug Plugine Options Window Help a X
Blex| »n| s ¥ A +f L]E|M|T|W 8|c|/]|K] HIT_'I_s

Hddress |Oisassembly | Corment
il | JHF. SloERTZ . MessageBoq K
aeqal ZED| CRLL -i.JHF‘ BUEERSZ . MeszageEBox R
BE481351 | CRLL <JMP. &USER32.MescageBon Bl

AB4a1 366 CALL <JMF. &USER3Z.MessageBox R
B4l EF2 | JiP DWORD PTRE DS: [{&USER3IZ.HessageBoxRl> | USEREZZE.MessageBEosA

| Paused

1 OK, now what?
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a Third
MsgBoxA
reference

Breaking Protection

D040133F
00401341
00401343
00401345
0040134A

0040134F
00401351
00401356
00401358

00401354
0040135F

00401364
0040l3e6
0040136E

Patching

CMP EAX,EST

JNZ SHORT FKeyd.(00401358
PUSH 0

PUSH Eeyd.0040348C

PUSH Eeyd.0040340D

PUSH 0O

CALL <JMP.&USER3Z2.MessageBoxh>
JMFP SHORT Eevd.004013&E

PUSH 0O

PUSH EKey4.0040348C
PUSH Key4.004034AR

PUSH 0
CALL =JMP.&USER3Z2.MessageBoxd>
JMP SHORT Eeyd.00401382

ASCIT "EeygenMe #30
Text = " Great, You ares
ranked as Level-3 at
Eeyvgening now"
hfwner = NULL

MessageBoxi

Style =

ME_0OK |MB_APPLMODAL
Title = "EKeygenMe #3"
Text = " You Have
Entered A Wrong Serial,
Please Try Again"
hiwner = NULL
MessageBoxd



Patching
0 Now patch it in OllyDbg...

Assemble at 00401341
JNZ SHORT 00401358 ]
v Fill with NOP's fizzemble | Cancel |

d...success

KeyegenMe =3 @

Great, You are ranked as Level-3 at Kevgening now

.................................
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Keygenning

0 Spse program asks for ID & serial humber
0 Such a program may have keygen algorithm
o Generate a "key" or serial number based on ID

0 Attacker might want access to keygen
algorithm

a0 Why?
o To generate many valid ID/serial number pairs
o Why isn't 1 such pair sufficient?
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Ripping Keygen Algorithm

0 Goal is to create working copy of keygen
algorithm

0 Just for creating valid ID/serial number
pairs

0 This code can be "ripped” from the
application

0 Following example is from...
o KeygenMe-3 by Bengaly
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Ripping Keygen Algorithm

a0 Code Part 1

004012B1 PUSH 40 ; Count = 40 (&4.)
004012B3 FUSH Eev4d.0040303F ; Buffer = EKey4.0040303F
004012E8 FUSH 6A ; ControlID = &6A (106.)
004012BA FUSH DWORD PTE [EEF+8] : hWwnd

004012ED CALL =JMP.&USER3Z.GetDlgIltemTextlA> ; GetDlgltemTexthA
004012c2 CMP EAX, 0

004012cC5 JE SHORT FKey4.004012DF

004012cC7 FUSH 40 ; Count = 40 (64.)
004012cC9 PUSH Eevy4.0040313F : Buffer = Key4.0040313F
004012CE PUSH 6B ; ControlID = 6B (107.)
004012D0 FUSH DWORD PTE [EEF+8] : hWwnd
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Ripping Keygen Algorithm

Code
Part 2

00401203
004012D8
004012DE
004012DD
004012DF

004012E1
004012E6

004012EE
00401ZED
004012F2
O004012F3
004012F6
004012FB
00401300
00401302
00401304
004013086
0040130B
00401311
00401318
00401314
0040131D

Breaking Protection

CALL <JMP.&USER3IZ.GetDlgltemTextA>

CMP EAX, O

JE SHORT Eeyd.(004012DF
JMP SHORT Keyd.004012F6
PUSH 0

FUSH Eey4.0040348C
PUSH Eey4.00403000

FUSH 0

CALL <JMP.LUSER32.MessageBoxA>
LEAVE

EET 10

PUSH Eeyd.0040303F

CALL <JMP.&EERNEL3Z.lstrlends
HOR ESTI,EST

XOR EBX, EEBX

MOV ECE, EAX

MOV EAX, 1

MOV EBX, DWORD PTR [40303F]

MOVSX EDX,BYTE PTR [EAX+40351F]

SUE EBX, EDX
IMUOL EBX, EDX
MOV ESTI, EBX

e

e

e

e

e

e

= e

e

GetD]lgltemTexthA

Styvle =
MB_OK |MBE_APPLMODAL
Title = "EeyvgenMe #3"
Text = " Please
Fill In 1 Char to
Continue! !
hOowner = NULL
MessageBoxA

String = "Eldad Eilam"
lstrlenA
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Ripping Keygen Algorithm

a Code Part 3

0040131F SUB EBX, EAX

00401321 ADD EBXK, 4353543
00401327 ADD ESI,EBX

00401329 X0OR ESI,EDX

0040132B MOV EAX, 4

00401330 DEC ECX

00401331 JNZ SHORT EKeyd.0040130B
00401333 PUSH ESI

00401334 PUSH Keyd.0040313F ; ASCITI "12345"
00401339 CALL Keyd.00401388
0040133E POP ESI

0040133F CMP EAX,EST
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Ripping Keygen Algorithm

a0 Take a

look at
Key4.00401388

Breaking Protection

00401388
00401389
0040138B
0040138E
00401393
00401354
00401396
00401398
0040139B
0040135C
0040139E
0040139F
004013A2
004013A3
004013A5
004013A8
004013a2
004013AC
00401 3AD
00401 3AF
004013B1
004013B2
004013B3

PUSH ERBF

MOV EEP, ESP
PUSH DWOERD PTER

CALL <JMP.&KEERNEL3Z.lstrleni>

PUSH EBX

XOR EBX,EBX
MOV ECX, BAX

[EBEE+8]

MOV ESI,DWORD PTE [EBF+E]

PUSH ECXK

ZOER EARY,EAX
LODS BYTE PTR
SUB EAX,30

DEC ECX

[EST]

JE SHORT Eevy4.004013AR7
IMUL EAX,EAX,0A

LOOFD SHORT Eey4d.004013A5
ADD EBX, EAX

POP ECX

LOOFD SHORT Eey4d.0040139E
MOV EAX, EBX

POP EEBX
LEAVE
RET 4

£l
x

&

String
l=trlenA
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Ripping Keygen Algorithm

ULONG ComputeSearial (LESTR pszsString)

{

0 Code for keygen v e = Takrten pessiring)

= =11l

{

algorithm...

mov edx,

MoV eax,

0 Uppercase asm is

MOV EBX,

[dwLen]
0Ox25
1

ODWORD PTE [pszString]
dword ptr [=hkx]

° mov ehbx,
r'lpped fr'om app S/MOVEX EDX, BYTE PTR DS: [EAX+40351F]

2 Note: there is no o s o
heed to understand ron e
the details! wov xax, 4

JHNE LoopStart

MoV eax,

Breaking Protection

EST
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Ripping Keygen Algorithm

0 Insert previous code into console app

int tmain(int arge, _TCHAR* argv([])

{

printf ("Welcome to the EevgenMe-3 kevgen!'\n");

printf ("User name is: %s=\n", argv[l]):

printf ("Serial number is: %u'\n", ComputeSerial (argwv[1l]));

return 0;

a0 And try it out...

B “c:\Documents and Settings\Eldad Eilam\Desktop\Book\Software\BengalyKeygen\Debug\Ben... - |L',.I EJ
=

h’e'lc:ume to the KevgenMe-3 kevgen?

ser name is: John Doe —
Serial numnbher is: LHA695444

Press any key to continue

Breaking Protection
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Advanced Cracking: Defender

0 Application developed to demonstrate
protection techniques

o "..similar to what you would find in real-
world commercial protection...”

a Difficult, but not impossible

o "..all it takes is a lot of knowledge and a
lot of patience”
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Defender Interface

0 Launch without command-line options

C:\WINDOWS\system32\cmd. exe - 3] x|
Microsoft Windows HP [Version 5.1.2608] ﬂ
(CY» Copyright 1985-2801 Microsoft Cowp. =

CosDocuments and SettingssEldad Eilami*defender

Defender Uersion 1.8 — Written by Eldad Eilam
Bad parameters?

llzage: Defender <Full Mame» <{16—-digit hexadecimal number>
CosDocuments and Settings“Eldad Eilam>_

Breaking Protection 20




Defender Interface

a Launched with “random” username/serial number

C:\WINDOWS\system32\cmd. exe - 3] x|
Microsoft Windows HP [Version 5.1.2608] ﬂ
(CY» Copyright 1985-2801 Microsoft Cowp. =

CosDocuments and SettingssEldad Eilam>*defender “John Doe' 1234567898ahcdef
Defender Uersion 1.8 — Written by Eldad Eilam
Sorry... Bad key, try again.

CovDocuments and Settings“Eldad Eilam>
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Defender: Linked Modules

0 Load into OllyDbg and look at Executable
Modules window

o Gives exe modules that are statically linked

4k OllyDbe - Defender.exe - [Executable modules] EJL’SJ
|:| FI|.E.' iew Deﬁug ﬁiumns Opkions '-.l.l'lnzhfrw H-élp o |
Bldx| »u| s+ ¥4 2 » LjE[M[T|wE]c|/|k[B|R|..|5| =|F?|
.Ease |S:|.ze IEntr_l,r |Hame |F:I.1E version |Fath i
Ao400000 DODOBOAAD AB4A4232 Defender | C:yvDocuments and Settings\Eldad Eilam\
fCBaa0en BﬂﬂFhEﬂﬂi?EﬂﬂBhﬂﬁ kernel32 5.1.26080.2180 (: CAWINDOWSAsystem32ikerneld2.dll
JCo00A0A BAOBAAAR | 7C913156 ntdll 126802180 (: C:AWINDOWSAsystem32intdll.dll

| | e
'.-'-‘-.rr-alﬁirr; Detender 15 heunstcal procedures, 1 call fo known funchion | Paused

0 Just standard stuff here
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Defender: Imports/Exports

0 Imports/exports

36 0lDb - Defender exe - ames in Defender
[N] File View Dsbug Plugns Options Window Help
(Bl x| »in| e ¥ L 4] L]E[m|T|w/H|c|/|k[B[R|.|s]| =]

Address |Eeétiun T ype { Name

Iﬂumnent
'HA4P5880 . rdata [ mpowrt '

N
m;ﬂ!
x_EEﬁ

t KERNELSY _ I=DebuggerPresent
AR4B4232 _h3mf85n Export CModuleEntryvPoint >

'.-'-‘-.nalﬁirr; Detender 15 heunstcal procedures, 1 call fo known funchion

| Paused

>

b

0 Only APT called is IsDebuggerPresent?

o This is very strange

Breaking Protection
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Defender: DUMPRBIN

Microsoft (R) COFF/PE Dumper Version 7.10.3077
Copyvright (C) Microsoft Corporation. All rights reserved.

0 Anything?

Dump of file defender.esxe

0 S.h” Jus.l. File Type: EXECUTABLE IMAGE
Section contains the followling lmports:
one API?

KEEENEL3Z .dl1

a What
about
summary?

Summary

1000
4000

Breaking Protection 1000
1000

405000
405030

Import Address Table

Import Mame Table

time date stamp

Index of first forwarder reference

22F IsDebuggerPresent

.data
Lh3mEBEn
Lhd77wal

.rdata



DUMPBIN /HEADERS

0 Try long listing --- find the following

OPTIONAL HEADER WVALUES

10B
7.10
3400
600
Q

maglc # (PE3Z2)

linker wversion

size of code

size of 1nitialized data

gsize of uninitialized data

4232

entry point (00404232)

1000
5000
400000
1000
200
4.00
0.00

base of code

base of data

image base (00400000 to O00407FFF)
section alignment

file alignment

operatling system verslon

image wversion
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DUMPBIN /HEADERS

a0 And...

SECTION HEADEER #1

.h3imf85n
3300
1000
3400

400
0
0
0

0
EOQ0DDOZ0

nams

wvirtu

al size

virtual address (00401000 to QO04042FF)

slze
file
file
file
numbe
numbe
flags

of raw data

polnter to raw data (00000400 teo OQO0O0037FF)
polnter to relocation table

polnter to line numbers

r of relocations

r of line numbers

Codea

Execu

te Read Write

Breaking Protection
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DUMPBIN /HEADERS

a0 And...

SECTICN HEADER #2

.rdata
95

5000

200

3800

0

0

0

0
40000040

rams

virtual size

virtual address (00405000 to 00405094)

size of raw data

file polinter teo raw data (00003800 toe OOQDOD39FF)
file polnter to relocation takle

file pointer to line numbers
number of relocations

number of line numbers

flags

Initialized Data

Eead Onlvy

Breaking Protection
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DUMPBIN /HEADERS

a0 And...

SECTICN HEADER #4

Lhd 77wl
8c

7000

200

3200

0

0

0

0
coo00040

Nalns

virtual size
virtual address (00407000 to QOO040708E)

slze
file
file
file

of raw data
polnter to raw data (00003A00 to ODO0D3BFF)
polnter teo relocation takle

polnter to line numbers

number of relocations

numker of line numbers

flags

Tnitialized Data
Fead Write

Breaking Protection
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Strange Section Names

0 May be indication that program is
packed

a What to do?
0 Try unpacking
a Will only work if it is standard packer

Breaking Protection 29



Defender: PEID

0 Try PEID for common packers

0 Nothing interesting...

0

File Offset:  ODO0363Z

Linker Info: 7,10

4 PEID v0. 92
File: | Ci\Documents and Settings\Eldad ElamiDefender.exe EI
Entrypoint: 00004232 EP Section: | .h3mFaSn 5]

First Bytes: |55,8B,EC,51 | > |

Subsystem: |Win3z console | > |

Makhing Faund *
MultiScan | | TaskViewer | | Options | gbout |

v Stay on top

Breaking Protection
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Defender: Initialization

a0 Want to figure out where "Bad key,
try again” msg comes from

o But, Defender does not call any API???

o So, no obvious place to set break point
0 What to do?

aLook at initialization routine...

Breaking Protection 31



Initialization Disassembly I

.h3mf85n:
.h3mf8bn:
Lh3mf85n:
.h3mf85n:
.h3mf&bn:
.h3mf8bn:
.h3mf&8bn:
Lh3mf85n:
Lh3mf85n:
.h3mf85n:
.h3mf85n:
Lh3mf85n:
.h3mf&5n:
Lh3mf85n:
.h3mf&85n:
Lh3mf85n:
.h3mf&5n:
.h3mf85n:
.h3mf&85n:
Lh3mf85n:
.h3mf85n:
Lh3mf85n:

00404232 start

00404232
00404232
00404232
00404232
00404232
00404233
00404235
00404236
00404237
00404238
00404239
0040423E
0040423F
00404244
004042495
00404244
0040424cC
0040424E
00404253
00404255
00404257

Breaking Protection

wvar 8 =

wvar 4 =

-
&,

pProc neal

dword pbtr -8
dword ptr -4

push ebp

o ebp, esp

push eox

push Y04

push esi

push adi

call sub 402EAB

push eax

call loc 403301

o eax, dword 406000
pop ecx

oV ecx, =eax

MoV eax, [eax]

o edi, EGDEF20h
HOT esl, esil

Jmp short loc_4042&0



Initialization Disassembly IT

.h3mf85n:
.h3mf85n:
.h3mf8E5n:
.h3mf8E5n:
.h3mf&85n:
.h3mf&85n:
Lh3mf85n:
Lh3mf85n:
.h3mf85n:
.h3mf85n:
Lh3mf&85n:
Lh3mf&85n:
Lh3mf85n:
Lh3mf85n:
Lh3mf85n:
Lh3mf85n:
.h3mf85n:
.h3mf85n:
.h3mf85n:
.h3mf8E5n:
.h3mf8E5n:
.h3mf&85n:
.h3mf&85n:
Lh3mf85n:

00404257
00404257
00404257
00404259
0040425B
00404 25E
00404260
00404260
00404260
00404262
00404264
00404266
00404266
00404266
00404269
0040426A
0040426B
0040426E
00404271
00404273
00404278
0040427D
0040427F
00404281

Breaking Protection

loc_404257:

loc_404260:

loc_404266:

ladii|e]
J=
add

mow

La3i11
Jng
xor

lea
push
push
mow
mow
call
call
mowv
mowv
mowv
Jmp

; CODE XREF:

eax, =di
short loc 404283
ecx, 8

eax, [ecx]

; CODE XREF:

eax, =s1
short loc 404257

eax, eax
; CODE XEEF:

ecx, [sbhptvar 8]

ecx

sl

[ebhp+var 8], e=i

[ebhp+var_ 4], e=i

eax

loc_404202

eax, dword 406000

ecx, eax

eax, [eax]

short loc 404297

start+30_3j

start+23 j

start+52a j
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Im’rnaluzahon Disassembly ITIT

L3mfBEn:

Lh3mfEEn:
.h3mf85n:
Lh3mfE5n:
.h3mf85n:
Lh3mf85n:
.h3mf85n:
Lh3mf85n:
Lh3mfEEn:
Lh3mf85n:
Lh3mfE5n:
.h3mf85n:
Lh3mf85n:
Lh3mfEEn:
Lh3mf85n:
Lh3mfE5n:
Lh3mf8bn .
Lh3mf85n:
Lh3mf8bn .
Lh3mf85n:
.h3mf85n:
Lh3mf85n:
.h3mf85n:
Lh3mf8bn .

00404283
00404283
00404283
00404283
00404286
0040428C
0040428E
0040428E
0040428E
0040428E
00404290
00404292
00404295
00404297
00404297
00404297
00404295
0040429B
0040429D
0040429D
00404259D
00404240
00404221
004042A2

Breaking Protection

loc_404283:

r

loc_40428E:

loc_404297:

loc_40429D:

omp
1=

add
mov

ST
inz

Xor

lea
push
push
mowv

; CTODE XEEF:

eax, [escx+d]
eax, dword 40601C
short loc A04266

; CODE XEEF:

eax, =di
short loc AD042BA
ecx, B8

eax, [ecx]

; CODE XEEF:

eax, =si
short loc 40428E

eax, e=eax
; CODE XREF:

ecx, [ebp+wvar 8]

eox

esl

[ebp+wvar 8], es=i

start+27_J

start+67_J

start+4F j

start+91 j
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Initialization Dusassembly IV

Lh3mf85n:004042A5 oW [ebp+var 4], esi1
Lh3mf85n: 00404248 call eax

Lh3imf85n: 00404224 call loc_401746
Lh3mfB5n: 00404 2AF oW eax, dword 406000
Lh3mfB5n:004042B4 oW ecx, eax
Lh3mf85n:004042B6 oW eax, [eax]
Lh3mf85n:004042E8 JmpE short loc 4042CE

.h3mE85n: 004042BA ; ————— ===
.h3mf85n:004042EA

Lh3mf85n:004042BA loc_ 4042BA: ; CODE XREF: start+5E_7J
Lh3mf85n: 004042BA oW eax, [ecx+d]

Lh3imf85n: 00404 2BD add eax, dword 40601C

Lh3imf85n 00404223 Jme short loc_ 404290

BT N B e
.h3mf85n:004042C5

.h3mE85n: 00404205 loc_4042C5: ; CODE XEREF: start+9E_7]
Lh3mfB5n:004042C5 CTNE eax, edi

Lh3mfBEn 00404227 12 short loo 4042F5
Lh3mf85n:004042C9 add ecx, B8

Lh3mE85n: 004042CC mow eax, [ecx]

.h3mf85n:004042CE
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Initialization Disassembly V

Lh3mfBEn: 004042CE loc_ 4042CE:

; CODE XREF: start+86_7J

Lh3mf85n: 004042CE CTNE eax, esi

L3mfAEn: 00404200 Jne short lec_4042CE

Lh3mfAEn: 00404202 HOT ey, ecx

Lh3mf85n:004042D4

Lh3mf85n 00404204 loco_4042D4: ; CODE XREF: start+CC_jJ
Lh3mf85n: 00404204 lea cax, [ebp+var 8]

Lh3mfAEn: 00404207 push eax

Lh3mfAEn: 00404208 push esl

Lh3mfAEn: 00404209 mowv [ebp+var_ 8], =si

Lh3mf85n: 00404200 oW [ebptwvar 4], e==si

Lh3mf8En: 004042DF call Clab s

Lh3mf85n:004042E1 call loc 402082

Lh3mfAEn: 004042E6 call ds: IsDebuggerPresent
Lh3mfAEn: 004042EC HOT eax, eax

Lhimf8En: 004042EE poE aedi

Lh3mf8En: 004042EF inc eax

Lh3mf85n: 004042F0 pop ezi

Lh3mf85n: 004042F1 leave

Lh3mf85n:004042F2 retn 8

.h3mf85n : DO4042F 2 ———— — —————— — ——— —— —— ——— —— ————— ——
Lh3mf85n: 004042F5

Lh3mfBEn:004042F5 loc 4042F5: ; CODE XREF: start+95_7j
Lh3mfAEn: 004042F5 oV ecx, [ecx+4d]

Lh3mfAEn: 004042F8 add ecx, dword 40601C

Lh3mfAEn: 004042FE g short lec_4042D4

Lh3imf85n: 004042FE start endp
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Tnitialization

2 Consider this code

mEeEn: 00402EARE subk 402EAS8 Proc near

Lh3mf85n: 00402EASR

Lh3imf8En: 00402EAS wvar_ 4 = dword ptr -4

.h3mf8En: 00402EAS

La3mEB8En: 00402 EAS push S0

L3mEBEn: Q0402 EAS MoV eax, large fs:30h
L3mEBEn: Q0402 EAF mov [g2sp+d+wvar 4], eax
Lh3imf8En: 00402ER2 oW eax, [esp+d+var 4]
L3mEB8En: 00402ERE Mo eax, [=ax+0Ch]
La3mE8En: 00402EES Mo eax, [=ax+0Ch]
Lh3mfB8En: 00402 ERE oW eax, [=ax]
Lhimf8En: 00402EED oW eax, [=ax+18h]
Lhimf8En: 00402ECO o S0K

L3mf85n: 00402ECL retn

La3mEBEn: 00402EC]1 sub 40ZEAS endp

0 fs register for thread-related info
o What's at offset "+30"?
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Tnitialization

a For any thread fs:0 is "Thread
Environment Block” (TEB)

0 What to do?
0 Look up the TEB data stucture...
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TEB

+0x000 NtTib : _NT TIE

+0x0lc EnvironmentPolnter : PtriZ Void

+0x020 ClientId : _CLIENT_TID

+0x028 ActiveRpcHandle : PEr3i2 Void

+0x02¢ ThreadlocalStoragePolnter : Pbr32 Void
+0x030 ProcessEnvironmentBlock : Ptr3Z PEE

a At +30 we have PEB
o Process Environment Block

0 Just like TEB, but for a process
o Program access +c in PEB

0 So, program accesses PEB via TEB
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+0x000
+0x001
+0x002
+0x003
+0x004
+0x008

+0x00c

PEB

InheritediddressSpace : UChar

EeadImageFileExecOptions : UChar
EelingDebuggad : UChar

SpareBool : UChar

Mutant : Ptr3Z Void
ImagePRaselddress : PtriZ Veold

Ldr : Ptr3Z2 _PEE_LDE_DATA

a2 What is at +c in PEB?
o PEB LDR _DATA

a1 Go look at that data structure...
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_PEB_LDR_DATA

0 Program get +c here too

+0x000 Length : UintdB

+0x004 Initialized : UChar

+0x008 SsHandle : Ptr3iZ Voild

+0x00¢c InLoadOrderModulelist : LIST ENTEY

+0x014 InMemoryvOrderModuleList : LIST ENTEY

+0x01lec InInitializationOrderModulelist : LIST ENTEY
+0x024 EntrvInProgress : PtriZ Veoilid

QLIST_ENTRY
0 Look at data structure (next slide)
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LIST_ENTRY

a0 Goes to offset +0 here
o That is, LIST_ENTRY again

+0x000
+0x008
+0x010
+0x018
+0x01lc
+0:x020
+0x024
+0x02¢c
+0x034
+0x038
+0x03a
+0x03¢c
+0x03¢c
+0x040
+0x044
+0x044
+0x048
+0x04c

InLoadOrderLinks : _LIST_ENTRY
InMemoryOrderLinks : _LIST ENTEY
InInitializationfOrderLinks : _LIST _ENTREY
DllBase : Ptr3i2 veoid

EntryPoint : Ptri2 Veoid
Size0fImages : UintdB

FullDllNams 1 _UNICODE_STEING
BaseD]l1lNams : _UNICODE_STEING

Flags : TintdB

LoadCount : UintZB

TlzIndex : Tint2B

HashLinks : _LIST ENTEY
SectionPointer r Ptr3iZ Veid

CheckSum : UintdpB

TimeDateStamp : TintdB

LoadedImports : Ptri2 Veoid
EntryPointActivationContext : Ptr32 _ACTIVATION CONTEXT

PatchInformation : Ptr32 Veoid
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LIST_ENTRY

1 Goes to offset +18 here
o That is, DIIBase

+0x000 InlLoadOrderlLinks : _LIST_ENTRY
+0x008 ImMemoryOrderLinks : _LIST ENTRY
+0x010 InInitializationCrderlLinks : _LIST_ENTRY
+0x018 |D11Bases : Ptr3i2 veoid
+0x01lc EntryPolnt : PEr3iZ Void
+0x020 SizeOfImage : TintdB

+0x024 FullDllName 1 _UNICODE_STEING
+0x02¢c BaseDllName : _UNICODE_STRING
+0x034 Flags : Uint4dB

+0x038 LoadCount : UintZB

+0x03a TlsIndex : Tint2B

+0x03¢c HashLinks : _LIST_ENTEY
+0x03¢c SectionPointer r Ptr3iZ Veid
+0x040 CheckSum : UintdpB

+0x044 TimeDateStamp : Uint4dB

+0x044 LoadedImports : Ptri2 Veoid

+0x048 EntryPointActivationContext : Ptr32 _ACTIVATION CONTEXT
+0x04c PatchInformation : Ptr32 Veid
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What Does it all Mean?

a After all of that, program has found
base of some DLL

0 Dump loader data structures

o InLoadOrderModuleList from
PEB LDR _DATA

o Next slide...
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Tnitialization

0:000= !dlls -1

0x0024le=: C:\Documsnts and Settings\Eldad Eilam'Defender.exe
Base 000400000 EntryPoint 0x00404232 Size Oz00008000
Flags 0x00005000 LoadCount Ox0000f£fff TlsIndex Oz=00000000
LDRP_LOATY TN PROGREESS
LDRF_ENTRY_ PROCESSED

0x00241£f48: C:\WINDOWS\system3Z\ntdll.dll

Base Dx7c900000 EntrvPolnt 0x7c913156 Sizre O0x000bL0O0C00
Flags 0x00085004 LeoadCount 0x0000ffff TlsIndex Qx=00000000
LOREP_ TWMAGE DLL
LDEP_LOAD TIM PROGEESS
LDEP_ ENTEY PROCESSED
LDEP PROCESS ATTACH CALLED

0x00242010: C:\WINDOWS\svstem3Z\kernel3Z.dll
Bazse Dx7oB00000 EBEntryvPeoint 0x7c80b436 Sire Ox=000£4000
Flags 0x00085004 LeoadCount 0x0000ffff TlsIndex Qx=00000000
LOREP_ TWMAGE DLL
LDEP_LOAD TIM PROGEESS
LDEP_ ENTEY PROCESSED
LDEP PROCESS ATTACH CALLED
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Tnitialization

a Bottom line?

0 The function at 00402EA8 obtains in-
memory address of NTDLL.DLL

0 Program must communicate with OS

o And this is a highly obfuscated way to
(begin o) do sol
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Tnitialization

0 Then what?
0 Next, goes to function at 004033D1
aListing starts on next slide...
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Function at 004033D1

loc_4033D1:

Lh3mfBEn:004033D1 push ebhp

Lh3mf8En: 00403302 T ebp, esp

Lh3mf85n: 00403304 sub esp, 22Ch
L3mf85n:004033DA push ebx
Lh3mE85n:004033DE push esl

2 h3mfB85n:004033DC push edil
Lh3mfBEn:004033DD push offset dword_ 4034DD
Lh3mfBEn: 004033 E2 PoR eax
Lh3mf8En:004033E3 T [ebp-20h], eax
Lh3mf8En: 004033 E6 push offset loc 4041FD
L3mf85n: 004033EE PoR eax

LH3mE85n: 004033 EC mow [2bp—-18h], e=eax
Lh3mEB5n: 004033 EF oW eax, offset dword 4034ES
2 h3mf85n:004033F4 oW ds:dword 403406, eax
Lh3mfB8En: 004033 FA T dword ptr [ebp-8], 1
Lh3mfBEn: 00403401 ST dword ptr [ebp-8]1, O
-h3mf85n: 00403405 JE short leoc_ 40346D
L3mf85n: 00403407 oW eax, [ebp-18h]
L3mf85n: 00403404 sub eax, [ebp-20h]
Lh3mE85n 00403400 oW [ebp-30h], =ax
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Function at 004033D1

.h3mf85n: 00403410 )iy eax, [ebp-20h]
Lh3mfB8En: 00403413 TS [ebp—34h], =ax
L3mEf85n: 00403416 and dword ptr [ebp-24h], 0O
Lh3mf8En: 00403412 and dword ptr [=ebkp-28h], 0
.h3mf85n:0040341E loc 40341E: ; CODE EZREF: .h3mf85n:00403469_3
L3mEfBEn: 0040341E CTnE dword ptr [ebp-30h], 3
.h3mf85n:00403422 jbe short loc_40346B
L3mEBEn: 00403424 MoV eax, [ebp-34h]
L3mE85n: 004034237 IO eax, [=ax]

L3ImEBEn: 00403429 MoV [ebp-2Ch], eax
L3mfBEn: 0040342 oV eax, [=bp-34h]
L3mEBEn: 0040342F MoV eax, [eax]

L3mEfBEn: 00403431 Hor eax, 2BCAG17%2h
Lh3mfB8En: 00403436 TS ecx, [ebp-34h]
L3ImEBEn: 00403439 oV [ecx], =ax
Lh3mfB8En:00403438B TS eax, [=ebp-34h]
L3ImEBEn: 0040343 E oV eax, [=ax]

Lh3mfB8En 00403440 HOr 2ax, [=2bp-28h]
L3mf85n: 00403443 TN ecx, [ebp-34h]
Lh3mfB8En: 00403446 TS [ecx], =ax

L3mf85n: 00403448 TN eax, [ebp-2Ch]
Lh3mfBEn: 00403448 TS [ebp—28h], =ax
L3mE85n:: 0040344E IO eax, [=bp-24h]
Lh3mfB5n: 00403451 Xor eax, [ebp-2Ch]
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Function at 004033D1

Breaking Protection

L3mEBEn: 00403454 TS [ebp-24h], =ax

Lh3mEBEn: 00403457 TS eax, [ebp-34h]

L3mEB5n: 00403458 add eax, 4

L3mEB5n: 0040345D OO [ebp-34h], =ax

L3mEBSn: 00403460 OO eax, [ebp-30h]

Lh3ImEBEn 00403463 zub eax, 4

LhImEBEn 00403466 oW [2bp-30h], =ax

LhImEBEn 00403469 Jme short loc 40341E
HEETTERISin g BIELIELAEEl ¢ —sesce=sccssc=ssc=s=s====s====s======================
Lh3mf8on: 00403468

Lh3mf85n: 00403468 loc 40346B: ; CODE EZREF: .h3mf85n:00403422 7
L3mfB5n: 00403468 Jmp short near ptr unk 4034D5
.him£f35n;: 004045 2 ——F ————— — — — —— ———
Lh3mf85n: 0040346D

Lh3mf85n: 00403460 loc 40346D: ; CODE EZREF: .h3mf85n:00403405_ 7
L3mEB5n: 00403460 OO eax, [ekbp-18h]

L3mEBSn: 00403470 sub eax, [ebp-20h]

L3mEBSn: 00403473 OO [ebp-40h], =ax

Lh3ImEBEn: 00403476 Mo eax, [ebp-20h]

LhImEREn 00403479 oW [ebp-44h], =ax

L3mEB85n: 004034702 and dword ptr [ekbp-38h], 0
L3ImEBREn 00403480 and dword ptr [ekp-3Ch], 0
Lh3mf8on: 00403484

Lh3mf85n: 00403484 loc 403484 : ; CODE ZREF: .h3mf85n:004034CE_j
Lh3mfB5En: 00403484 T dword ptr [ekbp-40h], 3
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Function at 004033D1

.h3mf85n:
Lhimf&hn:
.h3mf85n:
.himf&bn:
Lh3mf8bn:
.himf&bn:
.h3imf&5n:
.h3mf85n:
Lhimf&hn:
.h3mf85n:
Lhimf&hn:
Lh3mf8bn:
Lh3mf8bn:
Lh3mf8bn:
.h3mf85n:
.h3imf86n:
.h3mf85n:
Lhimf&hn:
.h3mf85n:
Lh3mf8bn:
Lh3mf8bn:
.h3mf85n:
.h3imf86n:
.h3mf85n:
Lhimf&hn:
.h3mf85n:

00403488
0040348A
0040348D
0040348F
00403492
00403495
00403497
00403454
0040349C
00403421
00403424
00403428
00403429
004034AB
004034AE
004034E1
0040344
004034E6
004034E9
004034EC
004034EF
0040342
004034C5
004034cC8E
004034CE
004034CD
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¥

jbe
oW
oW
HOr
TR
oW
TR
uteaty
xOr
oW
oW
TR
T
TR
uteaty
oW
Hor
oW
oW
add
TR
uteaty
sub
oW
Jmp

short leoc_4034CD
[ebp-44h]
[eax]
[ebp-3Ch]
[ebp-44h]
[2cx], =ax
[ebp-44h]
[eax]
2BCAG17%h
[ebp-44h]
[2cx], eax
[ebp-44h]
sax, [=ax]
[ebp-3Ch], e=ax
[ebp-44h]
[ebp-38h]
ecx, [=ax]
[ebp-38h], ecx
[ebp-44h]
sax, 4
[ebp-44h], eax
[ebp-40h]
eax, 4
[2bp—40h], eax
short loc_ 403484

eax,
eax,
eax,

eox,

eax,

eax,

eax,

20K,

eax,

eax,

20K,

eax,

eax,
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Function at 004033D1

h3mf8En:004034CD

.h3mf85n:004034CD loc 4034CD: : CODE ZREF: .h3mf85n:00403488 3
D Bo><ed arl‘r .h3mf85n:004034CD mov eax, [ebp-38h]
Lh3mf85n:004034D0 mow dword 406008, eax

.h3mF85n:004034D0 ; ————————mmmmm

r‘epr‘esen‘l's .h3mf85n:004034D5 db 68h : CODE XZREF: .h3mf85n:loc_40346B_j

.h3mf85n:004034D6 dd 4034E5h ; DATA XREF: .h3mf85n:004033F4_w
.h3mF85n:004034DA ; —————— == == mmm

12 pages Of .h3mf85n:004034DA pop ebx

Lh3mf8En: 00403408 Jmp ebx

W " Lh3ImFBEN: 004034ADB § ——————mmmm e -
daTa .h3mf85n:004034DD dword_40340D dd 0DDFB8286Bh, 2ATB348Ch
.h3mf85n:004034E5 dword 4034E5 dd 88B9107Eh, OE6F8C142h, 7D7F2B8Bh,
0ODF8902F1h, 0BlC&CECSh
a0 Why all of
o .
"‘h'S da"‘a .h3mf85n: 00403CES dd 157CB335h

.h3mF85n: 004041FD ; ———=—— === ===

.h3mf85n:004041FD
em bedded .h3mf85n:004041FD loc A4041FD: . DATA XREF: .h3mf85n:004033E6_o

Lh3mf&85n: 004041FD pop adi
° Lh3mf85n: 004041 FE pop egi
I n COde??? Lh3mf8En: 004041FF PO ebx

.h3mf85n: 00404200 leave

h3mf85n:00404201 retn
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Function at 004033D1

0 "Data” is probably encrypted code
o Goes from 4034DD to 403CED

0 What about unencrypted parts?

0 Looks like a big if-then-else
o But one clause looks like it's "dead"”

1 So look at the “live"” branch...
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Function at 004033D1

0 Note XOR at 403431
o Appear to be XORing within a loop

o Note that XORing a constant value

0 Beginning at 4033DD we see 4034DD put
intfo [ebp-20h], via the stack
o What's special about address 4034DD??

a0 At 403410, use [ebp-20h] to get initial
address for XORing

0 Aha --- the decryption loop!
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Decrypted Code

0 Use OllyDbg and breakpt at end of
decryption loop (40346B)

0 Then OllyDbg shows the following

004034DD DE 12
004034DE 49 DE 49
004034DF 32 DE 32
004034E0 F& DE F&
004034E1 9E DE 9E
004034E2 DE 7D

0 Tell OllyDbg To re-analyze code
o Reveals many pages of decrypted code
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Decrypted Code
0 Code digs thru NTDLL's PE header

o Gets export directory

0 For each export, "performs an
interesting ... bit of arithmetic on
each function name string”

a Code is on next slide...
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Unusual Calculation

0 Debugger: [ebp-68] is
len. of current string
o [ebp-64] has its address

a0 Then for each char in
string, shifts left by
its index, modulo 24

a What the... ?
a It's a “checksum”

Breaking Protection

004035A4
004035A7
004035AA
004035AB
004035AE
004035E0
004035B2
004035E5
004035E8
004035EB

004035BE
004035C2

004035c4
004035C6
004035C8
004035CE
004035CE

MOV EAX, DWORD PTE [EEBP-68]
MOV ECE, DWORD PTE [EEBP-68]
DEC ECX

MOV DWORD PTR [EEF-68],ECK
TEST EAX, EAX

JE SHORT Defender.004035D0
MOV EAX, DWORD PTR [EBP-64]
ADD EAX, DWORD PTR [EBP-68]
MOVSY ESI,BEYTE PTR [EAX]
MOV EAX, DWORD PTE [EEBP-68]

CDo

IDIV ECXE

MOV ECE, EDX

SHL ESTI, CL

ADD ESI,DWORD PTE [EBP-6C]
MOV DWORD PTR [EBP-6C],ESI
JMP SHORT Defender.(004035A4
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NTDLL

a After all chars have been processed...

004035D0 CMP DWORD PTR [EBP-6C],39DBA1TA
004035D7 JNZ SHORT Defender.004035F1

1 What's going on here?

0 Looking for an export entry (NTDLL)
that has "checksum” 39DBA17A

0 Put a breakpoint on line after JNZ...
0 ..and [ebp-64] shows you what was found
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Allocate Memory

a0 It turns out that it calls
o NtAllocateVirtualMemory

2 Which is (undocumented) native API
equivalent of document API
o VirtualAlloc

0 It's for allocating memory pages
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Read Time-stamp Counter

0 Code to call NtAllocateVirtualMemory

a What is RDTSC?

o "Read time-

stamp counter”

o A 64-bit
counter,

incremented at

each tick

Breaking Protection

0040365F RDTSC

GDdGEEEl AND EAX, JFFFOOOD

00403666 MOV DWORD PTR [EBP-C], EAX
00403669 EUJSH 4

0040366E EUSH 3000

00403670 LEA EAX,DWORD PTR [EEF-4]
00403673 PUSH EAX

00403674 EUSH O

00403676 LEA EAX,DWORD PTR [EEF-C]
00403679 PUSH EAX

0040367TA EFUSH -1

0040367C CALL DWORD FTR [EEP-10]
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Parameters
0 Timestamp bits ANDed with constant

0 2nd parameter
to memory alloc.
function

0 Look at function
prototype

o Undocumented

Breaking Protection

040365F EDTSC
0040381 AND EAX, 7TFFFOOOD
00403666 MOV DWORD PTE [EBP-C], EAX
00403669 FUSH 4
0040366E FUSH 3000
00403670 LEA EAY, DWORD PTR [EBP-4]
00403673 FUSH EAX
00403674 FUSH 0O
00403676 LEA EAY, DWORD PTR [EBP-C]
00403679 FUSH EAX
0040367A FUSH -1
0040367C CALL DWORD PTE [EBP-10]
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Base Address

0 2nd param points to "base address”

2 This is where
memory will be wrsraros

NTAPT

al loca"'ed NtAllocateVirtualMemory |
IN HAMNDLE ProcaessHandle,
IN OUT PVOID *BaselAddress,
TN ULONG ZeroBits,
IN OUT PULONG RegionsSize,
TN ULONG Al locationTvpse,
IN ULONG Protect )
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Allocate Memory

0 What just happened?

0 Generated a "random” number using
timer

0 Use this random number as location
(base address) for allocated memory

0 Interesting idedl
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Parameters

0 Consider also 4th parameter
o This gives the allocated block size

0 Loaded from [ebp-4]

01 Code on next slide involved with find
block size...
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Parameters

0 Consider 4th parameter

0 Recall [ebp+8] is
NTDLL base addr

a Accesses PE hdr

a Ptr to PE hdr

stored in [ebp-74]
0 Get offset +1c

Breaking Protection

004035FE MOV EAX, DWORD PTR [EEP+8]

00403601 MOV DWORD PTR [EBP-70],EA>
00403604 MOV EAX, DWORD PTR [EBP-70]
00403607 MOV ECX, DWORD PTR [EBP-70]
0040360A ADD ECX,DWORD PTR [EAX+3C]
0040360D MOV DWORD PTR [EBP-74],ECE
00403610 MOV EAX, DWORD PTR [EBP-74]
00403613 MOV EAX, DWORD PTR [EAX+1C]
00403616 MOV DWORD PTR [EBP-78],EAX
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Parameters

0:000> dt _IMAGE NT_HEADERS -b

D PE headerl ==> +0x000 Signature Uint4pe

+0=x004 FileHeadsr

) +0x000 Machine : UintZB
D Wha‘“ S a"‘ +1C? +0x002 NumberOfSections : UintZB
+0x004 TimeDateStamp : Uint4dB

R . +0x008 PointerToSymbolTable : UintdRB
o That Is, at +4 in +0x00c NumberOfSymbols : Uint4B

. +0x010 SizeOfipticnalHeader : Uint2B
OpTIOﬂGIHZGde‘ +0x012 Characteristics : UintiB

+0x018 OptionalHeader :

S * OfC d +0x000 Magic : Uint2E
D Ize O e +0x002 MajorLinkerVersicn : UChar
+0x003 MinorLinkerVersion : UChar
+0x004 SizeCfCode : UintdBE
+0x008 SizeOfInitializedData : UintdB
+0x00c Size0fUninitializedData : UintdB
+0x010 AddressCOfEntryPoint : UintdR
+0x014 BaseOfCode : UintdB
+0x018 BaseOfData : UintdB
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Size Calculation

2 Code below related to size calculation

0 Value read from [ebp-7c] points into
NTDLL header

o Beginning of NTDLL's export directory

0040363D MOV EAX, DWORD PTR [EBP-7C]
00403640 MOV EAX, DWORD PTR [EAX+18]
00403643 MOV DWORD PTR [EBP-88], EAX

0 Q: What's at offset +18?
2 A: NumberOfFunctions
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Block Size

0 Final preparation of block size

004036489 MOV EAX, DWORD PTR [EEP-8E]
0040364F MOV ECX, DWORD PTR [EBP-TE]
00403652 LEZ E2¥,DWORD PTRE [ECE+ERX*E+E]

0 So computed block size is...
o NTDLLcodesize + NumExports * 8 + 8

0 Why?
0 Not clear at this point...
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Checksum

0 Another strange checksum
o This time, NTDLL's export list

0 Includes following 2 lines:

0040380F MOV DWORD PTR DS: [ECEX+EAX*8], EDX

00403840 MOV DWORD PTR DS: [EDE+ECE*E+4 ], EAX

A First, is function's checksum
1 Second is function's RVA

Breaking Protection
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Interesting Code

0 More “interesting” code

004038FD MOV EAX, DWORD PTR [EBP-C8]

00403903 MOV ESI,DWORD PTR [EBP+8]

00403906 ADD ESI,DWORD PTR [EAX+2C]

00403909 MOV EAX, DWORD PTR [EBP-D8]

0040390F MOV EDX, DWORD PTR [EBP-C]

00403912 LEA EDI,DWORD PTR [EDX+EAX*S5+8]

00403916 MCW EAX, ECX

00403918 SHR ECX, 2

0040391B REP MOVS DWORD PTR ES:[EDI],DWORD PTR [ESI]
0040391D MOV ECX, EAX

0040391F AND ECX, 3

00403922 REP MOVS BYTE PTR ES: [EDI],BYTE PTR [ESI]
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Memory Copy

1 Code on previous slide is a common
"sentence” in assembly code

0 A memory copy

o REP MOV repeatedly copies DWORDS
from address at ESI to address at EDI
until ECX is O

0 So, what is being copied?
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Memory Copy

0 ESI is loaded with [ebp+8]
0 Why is that familiar?
ONTDLL's base address

0 Then increment by value at [eax+2c]
o BaseOfCode

0 EDT gets addr of new memory block
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What Just Happened?

a To recap...
a0 Memory allocated at random location

0 In this memory, write a table of
o Checksums of NTDLL exported functions
o Corresponding RVAs

0 Finally, write a copy of entire NTDLL
code section
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Data Structure

0 Representation of
description on previous
slide

Breaking Protection

Function Name
Checksum

Function's RVA

Funcztion Mama
Checksum

Function's RWVA

Function Name
Checksum

Function's RV&

Copy of NTDLL Coda Section




What's Next?

d After this, next function starts with...

00403108
0040310E
00403110
00403113
00403115
00403117

CMP ESI,190BCZ2

JE SHORT Defender.0040311E
ADD ECX, 8

MOV ESI, DWORD PTR [ECX]

CMP ESTI, EBX

JNZ SHORT Defender.00403108

0 Followed by...

0040311E
00403121
00403123

Breaking Protection

MOV ECX, DWORD PTR [ECX+4]

ADD ECX, EDT
MOV DWORD PTE [EEP-C], ECX
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Searching For...

1 What does this do?

00403108 CMP ESI,190BCZ

O0040210E JE SHORT Defender.0040311E
00403110 ADD ECX, 8

00403113 MOV ESI, DWORD PTR [ECX]
00403115 CMP ESI, EEX

00403117 JNZ SHORT Defender.00403108

0 Goes thru export table...
0 ...looking for checksum 190BC2
0 That is, looking for a specific API
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Found It —But What Is It?

0 This is what happens when entry found

0040311E MOV ECX, DWORD PTR [ECX+4]
00403121 ADD ECX, EDI
00403123 MOV DWORD PTR [EBP-C], ECX

0 Where have we (just) seen offset +4?

0 Apparently, that's the RVA
o Gets added to "base address” of NTDLL
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Leaving User Mode

a Later, we have this...

TDO3FOF2 MOV EAX, 35
JDO3IFQOFT MOV EDX, FTFFEO300
TDO3FOFC CALL DWORD PTR [EDX]
JDO3FOFE RET 20

0 ..which (eventually) calls this
TCOOEEREE MW EDX, ESE
TCOOERED SYSENTER

0 SYSENTER is "kernel-mode switch”
o So cannot follow with OllyDbg
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What Now?

a0 How to determine which system call?

0 Three choices...
o Switch to kernel mode debugger (SoftICE)

o Find RVA from checksum table (it's probably
the same as actual RVA in NTDLL)

o Find system call based on order in checksum list
(and hope order wasn't changed)

0 Author chooses first option — SoftICE
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System Call

0 First, it goes into KiSystemService
o All system calls go thru this function

o Look for CALL EBX, which transfers to actual
system call

o In this case, it's NtAllocateVirtualMemory
0 Again???

0 Then back to user mode...

a ...and program calls NtCreateThread
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Thread and Then...

0 After creating thread, calls
“function” O06DEF20

0 Find that this is NtDelayExecution
o Equivalent to SleepEx

2 This should "cause new thread to
execute immediately”

a Then calls "function” 403A41
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Function 403A41

a Function call just skips ahead 30 bytes
0 Those 30 bytes consist of ...

004039FA EK.E.R.N.E.L.3.Z...D.L.L.

a Function's only purpose is to avoid
"executing” this string

1 Then searches for 2 more "functions”
o 6DEF20 and 1974C
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SoftICE Disappears

0 Before getting to function 1974C,
SoftICE disappears

o Defender has quit

0 Apparently, secondary thread has
killed primary thread

o Secondary thread that was just created
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Reversing Secondary Thread

0 This code is encrypted, like before
0 Set breakpoint after it's decrypted
0 Obtain code on next few slides...
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Function at 00402FFE (I)

1 More dead

code at line
4030C7?

a2 Note RDTSC
at line 403007

Breaking Protection

00402FFE  XOR EAX, EAX

00403000 INC EAX

00403001 JE Defender.004030C7

00403007  RDTSC

00403009 MOV DWORD PTR SS: [EBP-8],EAX
0040300C MOV DWORD PTR SS: [EBP-4],EDX
0040300F MOV EAX,DWORD PTR DS:[406000]
00403014 MOV DWORD PTR SS: [EBP-50], EAX
00403017 MOV EAX,DWORD PTR SS: [EBP-50]
00403012 CMP DWORD PTR DS: [EAX],0
0040301D JE SHORT Defender.00403046
0040301F MOV EAX, DWORD PTR SS: [EBP-50]
00403022 CMP DWORD PTR DS: [EAX], 6DEF20
00403028 JNZ SHORT Defender.0040303B
00403022 MOV EAX, DWORD PTR SS: [EBP-50]
0040302D MOV ECX, DWORD PTR DS: [40601C]
00403033  ADD ECX,DWORD PTR DS: [EAX+4]
00403036 MOV DWORD PTR SS: [EBP-44], ECX
00403039 JMP SHORT Defender.00403042
0040303B MOV EAX,DWORD PTR SS: [EBP-50]
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Function at O00402FFE (II)

0040303E ADD EAX, B

00403041 MOV DWORD PTR SS: [EBP-50],EAX
4 NOTe Second 00403044  JMP SHORT Defender.00403017
00403046 AND DWORD PTR SS: [EBP-44],0
RDTSC 0040304A AND DWORD PTR SS: [EBP-4C],0
0040304E AND DWORD PTR SS: [EBP-48],0
00403052  LEA EAX,DWORD PTR SS: [EBP-4C]
a1 Subtracted N —
. 00403056  PUSH 0
fr‘om f"“S"" 00403058  CALL DWORD PTR SS:[EBP-44]

0040305EB RDTSC

RDTSC 977 0040305D MOV DWORD PTR 55: [EBP-18], EAX

00403060 MOV DWORD PTR 55: [EEP-14] ,EDX
00403063 MOV EAX, DWORD PTE SS: [EEF-18]
00403066 SUE EAX,DWORD PTR SS5: [EEF-8]
00403069 MOV ECX,DWORD PTR SS: [EEP-14]
00403086C SEB ECK,DWOED PTR SS: [EEP-4]
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Function at
O0402FFE (III)

0 Infinite loop at
line 4030C2?

0 Comparison with

constant at line
403077 ...

a What “function”
is 1IBFOBAE?

Breaking Protection

0040306F MOV DWORD PTR SS: [EBP-60],EAX
00403072 MOV DWORD PTR SS: [EBP-5C],ECX
00403075 JNZ SHORT Defender.00403080
00403077 CMP DWORD PTR SS:[EBP-60],77359400
0040307E JBE SHORT Defender.004030C2
00403080 MOV EAX,DWORD PTR DS:[406000]
00403085 MOV DWORD PTR SS: [EBP-58),EAX
00403088 MOV EAX,DWORD PTR SS:[EBP-58]
0040308E CMP DWORD PTR DS: [EAX],0
0040308E JE SHORT Defender.004030B7
00403090 MOV EAX,DWORD PTR S5S:[EBP-58]
00403093 CMP DWORD PTR DS: [EAX], 1BFOSAE
00403099 JNZ SHORT Defender.(0040302C
0040309E MOV EAX,DWORD PTR SS:[EBP-58]
0040309E MOV ECX,DWORD PTR DS:[40601C]
00403024  ADD ECX,DWORD PTR DS: [EAX+4]
004030A7 MOV DWORD PTR SS: [EBP-54],ECX
004030AR  JMP SHORT Defender.004030BB
004030AC MOV EAX,DWORD PTR S5:[EBP-58]
00403 0AF ADD ERX, 8

004030B2 MOV DWORD PTR SS: [EBP-58),EAX
004030B5 JMP SHORT Defender.00403088
004030B7 AND DWORD PTR S5S:[EBP-54],0
004030BE  PUSH 0

004030BD PUUSH -1

004030BF CALL DWORD PTR SS: [EBP-54]
004030Cc2 JMP Defender.00402FFE
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“"Function” at 1BFO8AE

0 Stepping into this, the compare
(almost) always fails

0 This code is checking a to see if
process is paused

o Recall the 2 calls to RTDSC
0 If paused, process is terminated
0 What's the purpose?

Breaking Protection
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Defeating "Killer" Thread

a Patch code to avoid check...

00403075
00403076
00403077
0040307E

NOFP

NOP

CMP DWORD PTR SS: [EBP-60],773592400
JMP SHORT Defender.004030C2

0 However, you cannot save this change

o So, must do this in each debug session

0 Why can't you save this change?

o Not clear at this point... we'll see later
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"Function"” 1974C

2 This one is not a call into kernel
a1 Instead, code contained in NTDLL

a How to determine what API?
o Use RVA or its order in table
o Author uses order in export table

2 Finds result on next slide...
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Loading KERNEL32.DLL

ordinal hint EVA name:

70 3E 0001el1CA LdrLeoadDll

a What is LdrLoadDII?

0 Native APT version of LoadLibrary
0 What DLL is it loading?
0 We saw a name earlier: KERNEL32.DLL
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Loading KERNEL32.DLL

0 As with NTDLL, Defender generates
checksum/RVA table

1 Then inserts code section of
KERNEL32.DLL

Breaking Protection
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After Loading KERNEL3.DLL

0 Another "function” skips 30 bytes or so
0 What are those bytes?

00404138 44 65 66 &5 6E €64 65 72 Defender
00404140 20 56 65 72 73 69 6F &E Version
00404148 20 21 ZE 20 20 2D Z0 57 1.0 - W
00404150 72 69 74 74 &5 6E 20 &2 ritten b
00404158 79 20 45 6C &4 61 64 20 vy Eldad
00404160 45 &9 &C &1 &D Eilam

0 Defender’'s welcome message
o Ready to be printed out!
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KERNEL32.DLL

0 Next, obfuscated call to something in
KERNEL32.DLL

a What could this be?

004041867 FUUSH DWORD PTR S5: [ESP]
0040416A CALL Defender.004012DF

2 No need to work too hard...

0 ...this must be printing welcome msg
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Re-Encrypting

d At end of this function, we have

004041 EZ2 MOV EAX,Defender.004041FD
004041E7 MOV DWORD PTR DS:[4034D6], EAX
004041ED MOV DWORD PTR SS: [EBP-8]1,0
004041F4  JMP Defender.00403401
004041F9 LODS DWORD PTR DS: [ESI]
004041FA DEC EDI

004041FE  ADC AL, OF2

004041FD POP EDI

004041FE  POP ESI

004041FF POP EBX

00404200 LEAVE

00404201  RETN

0 JMP is far away, but we've been there...
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Re-Encrypting

loc_4033D1:

.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n
.h3mf85n

:004033D1
:004033D2
:004033D4
:004033DA
:004033DB
:004033DC
:004033DD
:004033EZ2
:004033E3
:004033E6
:004033EBE
:004033EC
:004033EF
:004033F4
:004033FA
: 00403401
: 00403405
: 00403407
:0040340A
:0040340D

Breaking Protection

push
mowv
sub
push
push
push
push
FPop
mov
push
FPop
mowv
mov
mowv
mov
<mp
JE
mov
sub

Tnasr

ebp

ebp, esp
esp, Z2ZCh
ebx

esi

edi

offset dword 40340D

eax
[ebp-20h],

=1=h.%

offset loc 4041FD

eax
[ebp-18h],

cax

eax, offset dword 4034EL

ds:dword 4034D6,

dword ptr
dword ptr

[ebp-E1,
[ebp-8],

short loc 403460
eax, [ebp-18h]
eax, [ebp-Z0h]

[ebp-30h],

==

eax

1
0

96



Re-Encrypting

a Dead code ... NOTI

0 This code very similar to decryption
o Convincing "dead code"?

0 But actually encryption code
o Computes checksum of encrypted code
o Jumps to end of encrypted code

0 Why re-encrypt???
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Back at the Entry Point

2 Blah

Breaking Protection

00404202
00404207
00404209
00404208
0040420D
00404212
00404214
00404217
00404219
0040421E
0040421D
0040421F
00404224
00404226
00404227
004042224
00404230

MOV EAX, DWORD PTE DS: [406004]
MOV ECX, EAX

MOV EAX, DWORD PTR DS: [EAX]
JMFP SHORT Defender.00404219
CMF EAX, 66BEEBEB

JE SHORT Defender.00404227
ADD ECX, 8

MOV EAX, DWORD PTR DS: [ECX]
TEST EAX, BEAX

JNZ SHORT Defender.0040420D
XOR ECX, ECX

PUSH Defender.0040322E

CALL ECX

EETHN

MOV ECH, DWORD PTE DS: [ECE+4]
ADD ECX,DWORD PTE DS:[406014]
JMP SHORT Defender.00404Z1F
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Back at the Entry Point
0 Blah

00401785 MOV EAX, DWORD PTR DS:[406008]
0040178A MOV DWORD PTR SS: [EBP-9C0], EAX

Breaking Protection
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Parsing Parameters
0 Blah
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Parsing Parameters

2 Blah

00402994
00402296
0040299C

Breaking Protection

TEST EAX, EAX
JNZ Defender.00402AC4
CALL Defender.0040Z9EC
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Parsing Parameters

2 Blah

Breaking Protection

004029A1
00402949
004029E1
0D4029ES
004025C1
004029C9
004029D1
00402909
004029E1
0D4029ES

42
6D
55
65

6D
64
78
&C
3E

61
65
73
66
46
65
69
61
20
OA

64
74
61
65
75
iE
67
64
6E
0o

20
65
67
6E
6C
20
69
65
75

70
72
65
64
6C
3C
74
63
6D

61
73
3R
65
20
31
20
69
62

72
21
20
72
4E
36
68
6D
65

61
OA
44
20
61
2D
65
&l
72

BEad para
meters!.
Uzage: D
efender

<Full HNa
me> <l6-
digit he
¥adecima
1 number

e
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Processing Username

00401681 CMP CL, 40

E] E;l(1r\ 00401684 JNE SHORT Defender.0040169E
00401686 CMP CL, 20
00401689 JNE SHORT Defender. 00401691

004016EE SHLD EDX, EAX, CL
004016EE SHL EAX, CL
00401690 RETN

00401691 MOV EDX, EAX
00401693 XOR EAX, EAX
00401695 AND CL,1F
00401698 SHL EDX, CL
00401659A REETN

00401&69E XOR EAX, EAX
00401650 XOR EDX, EDX

00401&59F RETHN
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Processing Username

2 Blah

O040ZEL1C
00402BZ22
00402BZ8
O040ZBZA
O0402B30

Breaking Protection

ADD
MOV
ADC
MOV
MOV

EAX, DWORD PTR S8: [EBP-190]
ECX, DWORD PTR S5: [EBP-18C]
ECX, EDX

DWORD PTR SS:[EBP-190],EAX
DWORD PTR SS:[EBP-18C],ECX
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User Info

0 Formula used to validate user input

len

SM:"?I _ ZC % 2(?,? mod48
T — n

n=>0
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2 Blah

00401D1F
00401D22
00401D25

Breaking Protection

User Info

MOV EAX,DWORD PTR SS: [EEP+83]
TMUL EAX,DWORD PTR DS: [406020]
MOV DWORD PTR SS: [EBP-10], EAX
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2 Blah

00401D7BE
00401D7VE
00401DE1
00401D8E3
00401D86

Breaking Protection

User Info

MOV
MOV
SUB
MOW
XOR

EAX, DWORD PTR
ECX, DWORD PTR
ECX, EAX

EAX, DWORD PTR
ECX, DWORD PTR

55
=E

S5
DS

: [EEP+10]
: [EEP-10]

: [EBP-28]
: [EAH]
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User Info
2 Blah

00401E32 PUSHFD

O0401E33 BAS

00401E34 ADD BYTE PTR DS: [EDI],-22
00401E37 AND DH,BYTE PTR DS:[EAX+B84CCDO]
00401E3D LODS BYTE PTR DS: [ESI]

00401E3E INS DWORD PTR ES: [EDI],DX
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Unlocking Code
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Brute-Forcing
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Brute-Forcing
0 Blah

00401DA49 MOV DWORD PTR SS: [EBP-4],1
00401D50 CMP DWORD PTER SS: [EBP-4],0
00401D54 JE SHORT Defender.00401DBF
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Brute-Forcing
0 Blah

00401D45 C745 FC 01000000 MOV DWORD PTE Ss5: [EEP-4],1

Breaking Protection 112



Brute-Forcing
0 Blah

c7 45 FC 00 00 00 00
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Brute-Forcing

2 Blah

00401D2C
00401D31
00401D32
00401D35
00401D3A
00401D3E

Breaking Protection

PUSH Defender
POP EAX
MOV DWORD PTE
PUSH Defender
POP EAX
MOV DWOERD PTE

L00401E22

S5: [EEP-14] , EAX
.00401EE®

S5: [EBP-C] ,EAX
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Brute-Forcing
0 Blah

for (DWORED dwCurrentBlock = 0O;
dwlurrentBlock <= dwBlockCount:
dwlurrentBlock++)

{
dwDecryptedData [dwCurrentBlock] = dwEncryptedData[dwlurrentBElock]

L

dwlurrentEey;
dwDecryptedData [dwCurrentElock] = dwPrevBElock;

dwPrevBlock = dwEncryptedData[dwCurrentBloclk] ;

}
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Brute-Forcing
0 Blah

PEYTE pbCurrent = (PEYTE) memchr (dwDecryptedData, Sequence[0],
sizeof (AwEncryptedData) ) ;

while (phCurrent)
{

if (memcmp (pbCurrent, Sequence, sizeof (Sequence)) == 0)
{
printf ("Found ocur sequence! EKey 1s 0x%08x.‘\n", dwlurrentEey) ;
_exit (1) ;
1
phCurrent++;
phbCurrent = (PBYTE) memchr (phCurrent, Sequence[0],
sizeof (dwEncryptedbData) - (phCurrent - (PBYTE) dwDecryptedData)):
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Brute-Forcing
0 Blah

DWORD dwEncryptedDatal]l = {

O0x5AA3STEEE, O0xD7321D42, 0x2618DDF9, 0x2F1794E3,
0x1DEE117Z, 0xE8EDED150, OxBEZ2954C1, O0x67ECB4ES,
0x5DDTO01FS, OxEl11679A6, 0x501CDSA0, 0x685Z251E9,
O0xDEF355EE, O0xE401DOTF, 0x10CZ18AS, 0x22593307,
0210133778, 0x22594EB07, Ox1E134E7E, 0xCB093727,
0xBO16083D, 0x8A4CEDAC, O0x1BE7E59ES3, 0x550A5611,
0x140D1DF4, O0xESCEL15CS, 0x47326D27T, O0xF3F1ADTD,
Dxd2FBT34C, OxF34DF&51, 0xABOT368E, OxES5BZ0E0F,
DxCDCeC4dsz, 0xEEBFE45EE, 0x8BEEC3CE };

unsigned char Sequence[] = {0=xC7, 0x45, 0xFC, 0x00, 0x00, 0x00, 0x00 };
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Brute-Forcing
0 Blah

Found our sequence! EKey i1s (Oxbl4acOla.
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Brute-Forcing
0 Blah

__intéd NameToInt64d (LPWSTE pwszName)

{
__i1ntéd Result = 0:

int 1Position = 0
while (*pwszName)

{
Fesult += (__inté6d) *pwszName << (__1nt6d) (*pwszName % 48);
pwszName++ ;

1Position++:

return Result;

¥
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Brute-Forcing

E;l P‘ char name[256] ;
D a char fsnam=s[256];
DWORD complength;
DWORD VolumeSeriallNumber:
GetVolumeInformation ("C:4\", names, sizeof (name), &VolumeSeriallumb

Lcomplength, 0, fsname, sizeof (fsname));
printf ("Volume serial number is: 0x%08x'\n", VolumeSerialMNumber);

printf ("Computing serial for name: %s'\n", argv[l]);
WCIHAR wszMame[256]
mbstowes (wszlame, argv[l], 256);

unsigned _ int64d Name = NameToInt6d (wszlame) ;
ULONG FirstMNum = (ULONG) Name * VolumsSerialNumber:
unsigned __int64 Result = FirstMum - (ULONG) Oxbl4acOla;

printf ("Name number is: %08x%08x‘\n",

(ULONG) (Name >> 32), (ULONG) Name) :
printf ("Mame * VolumeSerialNumber is: %08x‘\n", FirstMNum) ;
printf ("Serial number is: %08x%08x\n",

(ULOMNGE) (Result =>>= 32), (ULONG) Result):;
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Brute-Forcing
0 Blah

Volume serial number i1s: 0x6c69e863
Computing serial for name: John Doe
Name number is: 00000021Zcecafdal

Name * VolumeSeriallNumber 1s: 152d99%e0
Serial number is: 000000006482d%9c6
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Brute-Forcing
0 Blah

unsigned char Sequence[] = {0xC7, 0x45, 0xFC, 0x00, 0x00, 0x00, 0x00 };
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Brute-Forcing
0 Blah

Found our sequence! EKey 1s (0x8edl05c2.
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Brute-Forcing
0 Blah

unsigned _ int6d4d Name = NameToInt6d (wszName) ;

ULONG FirstNum = (ULONGS) Name * VolumeSerialMNumber:
unsigned _ int&4d Result = FirstMNum - (ULONG) OxbldacOla;
Fesult |= (unsigned __ int64) (FirstMum - 0x8edl05c2) =< 32;

printf ("Name number is: %08x%08x\n",

(ULONG) (Mame =>> 32), (ULONG) Name) ;
printf ("Name * VolumeSeriallMNumber 1s: %08x‘\n", FirstNum) ;
printf ("Serial number is: %08x%08x\n",

(ULONG) (Result == 32), (ULONZ) EResult):
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Brute-Forcing
0 Blah

Volume serial number i1s: (0x6c69e863
Computing serial for name: John Doe
Name number is: 00000021Z2ccafdal

Name * VolumeSeriallNumber is: 15cd99%9e0
Serial number is: 86fc941=6482d9c6
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Brute-Forcing
0 Blah

Defender Version 1.0 - Written by Eldad Eilam
That is correct! Way to go!
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Brute-Forcing

Breaking Protection 127



Cracking Defender: Summary
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Protections in Defender
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Localized Encryption
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Obfuscation
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Time-Stamp Thread
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Decryption Keys
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Inlining
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Conclusions
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Assignment

0 Rip keygen code from “keygen.exe”
o http://www.cs.sjsu.edu/~stamp/CS286/progs/keygen.exe.zip

0 Make a separate app that generates valid
serial number for given ID/username

0 Test on each of following ID/usernames
O aaaaa
o gwert
o gwerty
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