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INTRODUCTION 

What is a Virtual Private Network?

A VPN is a private network that uses a public network (usually the Internet) to connect remote sites or users together. Instead of using a dedicated, real-world connection such as leased line, a VPN uses "virtual" connections routed through the Internet from the company's private network to the remote site or employee






Figure 1.

What Makes A VPN?
There are two common VPN types: 

· Remote-access - Also called a virtual private dial-up network (VPDN), this is a user-to-LAN connection used by a company that has employees who need to connect to the private network from various remote locations. Typically, a corporation that wishes to set up a large remote-access VPN will outsource to an enterprise service provider (ESP). The ESP sets up a network access server (NAS) and provides the remote users with desktop client software for their computers. The telecommuters can then dial a toll-free number to reach the NAS and use their VPN client software to access the corporate network. 

Remote-access VPNs permit secure, encrypted connections between a company's private network and remote users through a third-party service provider. 

· Site-to-site - Through the use of dedicated equipment and large-scale encryption, a company can connect multiple fixed sites over a public network such as the Internet. Site-to-site VPNs can be either: 

· Intranet-based - If a company has one or more remote locations that they wish to join in a single private network, they can create an intranet VPN to connect LAN to LAN. An intranet VPN connects fixed locations, branch, and home offices, within an enterprise WAN

· Extranet-based - When a company has a close relationship with another company (for example, a partner, supplier or customer), they can build an extranet VPN that connects LAN to LAN, and that allows all of the various companies to work in a shared environment. An extranet extends limited access of enterprise computing resources to business partners, such as suppliers or customers, enabling access to shared information.






Figure 2.

Trusted VPN - A VPN type used in an environment where the customers trust the technology to maintain the integrity of the circuit and use the best available security to avoid network traffic sniffing. 

Secure VPN - All data transferred in this VPN is encrypted and authenticated so that no one from outside can affect its security properties.

Hybrid VPN - In this VPN, a secure VPN is run as part of a trusted VPN.
Provider-Provisioned VPN - VPN where the trusted VPN and trusted part of the hybrid VPN are usually administered by the ISP or some authority other than the user.

Security of VPN:

VPNs need to provide the following four critical functions to ensure security for data: 

· authentication—ensuring that the data originates at the source that it claims 

· access control—restricting unauthorized users from gaining admission to the network 

· confidentiality—preventing anyone from reading or copying data as it travels across the Internet 

· data integrity—ensuring that no one tampers with data as it travels across the Internet

Various password-based systems, and challenge-response systems—such as challenge handshake authentication protocol (CHAP) and remote authentication dial-in user service (RADIUS)—as well as hardware-based tokens and digital certificates can be used to authenticate users on a VPN and control access to network resources. The privacy of corporate information as it travels through the VPN is guarded by encrypting the data.

What is Tunneling?
Most VPNs rely on tunneling to create a private network that reaches across the Internet. Essentially, tunneling is the process of placing an entire packet within another packet and sending it over a network. 

Tunneling allows senders to encapsulate their data in IP packets that hide the underlying routing and switching infrastructure of the Internet from both senders and receivers. At the same time, these encapsulated packets can be protected against snooping by outsiders using encryption techniques.

Tunnels can consist of two types of end points, either an individual computer or a LAN with a security gateway, which might be a router or firewall. Only two combinations of these end points, however, are usually considered in designing VPNs. In the first case, LAN-to-LAN tunneling, a security gateway at each end point serves as the interface between the tunnel and the private LAN. In such cases, users on either LAN can use the tunnel transparently to communicate with each other. 

The second case, that of client-to-LAN tunnels, is the type usually set up for a mobile user who wants to connect to the corporate LAN. The client, i.e., the mobile user, initiates the creation of the tunnel on his end in order to exchange traffic with the corporate network. To do so, he runs special client software on his computer to communicate with the gateway protecting the destination LAN.

Tunneling requires three different protocols: 

· Carrier protocol - The protocol used by the network that the information is traveling over 

· Encapsulating protocol - The protocol (GRE, IPSec, L2F, PPTP, L2TP) that is wrapped around the original data 

· Passenger protocol - The original data (IPX, NetBeui, IP) being carried 

In a site-to-site VPN, GRE (generic routing encapsulation) is normally the encapsulating protocol that provides the framework for how to package the passenger protocol for transport over the carrier protocol, which is typically IP-based. 

VPN Protocols

Four different protocols have been suggested for creating VPNs over the Internet: point-to-point tunneling protocol (PPTP), layer-2 forwarding (L2F), layer-2 tunneling protocol (L2TP), and IP security protocol (IPSec). 

PPTP, L2F, and L2TP are largely aimed at dial-up VPNs(remote-access VPNs ) while IPSec's main focus has been LAN–to–LAN solutions.

PPTP (Point-to-Point Tunneling Protocol) - PPTP is a layer 2 protocol that encapsulates PPP frames in IP datagram. It uses a TCP connection for tunnel maintenance and a modified version of Generic Routing Encapsulation (GRE) to encapsulate PPP frames for tunneled data. The payloads of the encapsulated PPP frames can be encrypted and/or compressed. 

Figure 3. shows the structure of PPTP packets 
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Figure 3.

PPTP supports 40-bit and 128-bit encryption and will use any authentication scheme supported by PPP. PPTP is a tunneling protocol which provides remote users encrypted, multi-protocol access to a corporate network over the Internet. Network layer protocols, such as IPX and NetBEUI, are encapsulated by the PPTP protocol for transport over the Internet.

Because of its dependence on PPP, PPTP relies on the authentication mechanisms within PPP, namely password authentication protocol (PAP) and CHAP. Similarly, PPTP can use PPP to encrypt data, but Microsoft has also incorporated a stronger encryption method called Microsoft point-to-point encryption (MPPE) for use with PPTP. 

Aside from the relative simplicity of client support for PPTP, one of the protocol's main advantages is that PPTP is designed to run at open systems interconnection (OSI) Layer 2, or the link layer, as opposed to IPSec, which runs at Layer 3. By supporting data communications at Layer 2, PPTP can transmit protocols other than IP over its tunnels. 

PPTP can support only one tunnel at a time for each user.

L2TP (Layer 2 Tunneling Protocol) - L2TP is the product of a partnership between the members of the PPTP Forum, Cisco and the IETF (Internet Engineering Task Force). Combining features of both PPTP and L2F, L2TP also fully supports IPSec. 

L2TP can support multiple, simultaneous tunnels for each user and can be used as a tunneling protocol for site-to-site VPNs as well as remote-access VPNs.

L2TP uses IPSec's encryption methods. Because it uses PPP for dial-up links, L2TP includes the authentication mechanisms within PPP, namely PAP and CHAP. Similar to PPTP, L2TP supports PPP's use of the extensible authentication protocol for other authentication systems, such as RADIUS. Fig 4. Shows  L2TP packet encapsulating the payload
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Figure 4.

L2F (Layer 2 Forwarding) - Developed by Cisco, L2F will use any authentication scheme supported by PPP. 

One major difference between PPTP and L2F is that, because L2F tunneling is not dependent on IP, it is able to work directly with other media, such as frame relay or asynchronous transfer mode (ATM). Like PPTP, L2F uses PPP for authentication of the remote user, but it also includes support for terminal access controller access control system (TACACS)+ and RADIUS for authentication. L2F also differs from PPTP in that it allows tunnels to support more than one connection. 

Paralleling PPTP's design, L2F utilized PPP for authentication of the dial-up user, but it also included support for TACACS+ and RADIUS for authentication from the beginning. L2F differs from PPTP because it defines connections within a tunnel, allowing a tunnel to support more than one connection. There are also two levels of authentication of the user, first by the ISP prior to setting up the tunnel and then when the connection is set up at the corporate gateway. 

        
IPSec 

The protocol which seems destined to become the de facto standard for VPNs is IPSec (Internet Protocol Security). It is designed to address data confidentiality, integrity, authentication and key management, in addition to tunneling. IPSec works well on both remote-access and site-to-site VPNs.

 Basically, IPSec encapsulates a packet by wrapping another packet around it. It then encrypts the entire packet. This encrypted stream of traffic forms a secure tunnel across an otherwise unsecured network. 

 The comprehensive nature of the protocol make it ideal for site-to-site VPNs.

IPSec allows the sender (or a security gateway acting on his behalf) to authenticate or encrypt each IP packet or apply both operations to the packet. Separating the application of packet authentication and encryption has led to two different methods of using IPSec, called modes. In transport mode, only the transport-layer segment of an IP packet is authenticated or encrypted. The other approach, authenticating or encrypting the entire IP packet, is called tunnel mode. While transport-mode IPSec can prove useful in many situations, tunnel-mode IPSec provides even more protection against certain attacks and traffic monitoring that might occur on the Internet. 

IPSec is built around a number of standardized cryptographic technologies to provide confidentiality, data integrity, and authentication. For example, IPSec uses: 

· Diffie-Hellman key exchanges to deliver secret keys between peers on a public net 

· public-key cryptography for signing Diffie-Hellman exchanges, to guarantee the identities of the two parties and avoid man-in-the-middle attacks 

· data encryption standard (DES) and other bulk encryption algorithms for encrypting data 

· keyed hash algorithms (HMAC, MD5, SHA) for authenticating packets 

· digital certificates for validating public keys

There are currently two ways to handle key exchange and management within IPSec's architecture: manual keying and IKE for automated key management. Because IPSec is designed to handle only IP packets, PPTP and L2TP are more suitable for use in multiprotocol non–IP environments, such as those using NetBEUI, IPX, and AppleTalk.

Conclusion

No matter how secure a company's network is, hackers will still look for vulnerabilities, especially when it comes to virtual private network (VPN) connections. Often, hackers will try to "piggyback" onto an existing VPN connection that a remote worker has established, either inserting viruses into a system or removing and viewing sensitive files. Signing on with a VPN provider that features its own asynchronous transfer mode (ATM) backbone is one way to circumvent hackers.

Virtual private networks have generated their share of security concerns, but the focus has been primarily on flaws in VPN protocols and configurations. Although those issues are important, the most significant security threat in any VPN setup is the individual remote telecommuter making a VPN connection from home or an employee on the road with a laptop and the ability to connect to the corporate office via VPN.Therefore even though VPN offers cost effectiveness by  eliminate long distance charges ,it is not a 100% secure technology  to fully trust on.It has it’s obvious tradeoffs.
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