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Introduction

Like Joel Scambray said in his book “Hacking Exposed”, “if footprinting is the equivalent of casing a place for information, then port scanning is equivalent to knocking on the walls to find all the doors and windows”. With port scanning, we will determine what systems are listening and reachable from the Internet. I will go into details about what port scanning is, some of the famous port scanning techniques and port scanning tools.
What is Port Scanning?

Port scanning is the activity of nosy as many ports as possible, and keeping track the ones that are listening for a possible attack later on. A scanner reports the receptive listeners, analyzes underlying weaknesses, and uses the weakness for later use. 

To understand how port scanning works, let’s first take a look at port numbers.

Port Numbers

Public IP addresses are controlled by worldwide registrars.  Over the years certain ports have become standard for certain services. The port numbers are divided into three ranges: the Well Known Ports (0 - 1023), the Non-Standard Ports - the Registered Ports (1024 - 49151), and the Private Ports (49152 - 65535).

Well-Known Ports

Well-known ports are also called standard ports. They are assigned by the IANA For example:

echo             7/tcp     Echo

ftp-data         20/udp    File Transfer [Default Data]

Non-Standard Ports

A non-standard port is a port whose number is higher than 1023.  For example,

yahoo  5010 # Yahoo! Messenger

Port scanning techniques: 

Vanilla

This is the simplest form of port scan. It tries each of the ports 0 - 65535 on the victim to see which ones are open by sending a carefully constructed packet with a chosen port number.

Stealth Scan

One problem with port scanning is that it is easily logged by the services listening at the ports. When they see an incoming connection with no data, they will report an error. A stealth scan is designed to go undetected by auditing tools.  

Also, scanning at a slow pace is one of the stealth techniques. This is because normal scanners scan a host by sending packets rapidly at different ports. Another way of stealth scanning is "inverse mapping", where by generating "host unreachable" ICMP-messages for IPs that do not exist, one was able to find out all hosts on a network.

TCP Scanner

True scanners are TCP scanners. They are programs that attack TCP/IP ports and record the response from the target. Hence, they gain valuable information about the target. 

TCP connect scan:  The scan connects to the target and complete a three-way handshake. (SYN, SYN/ACK, and ACK). However, it is quite easily detected by the target system.

TCP SYN scans: It is also called half-open scanning. Since a TCP connection is not completed, A SYN packet is sent, and the target host will respond with a SYN+ACK when the port is listening, and a RST when the port is not listening. This is stealthier than a full TCP connect, and it may not be easily logged by the target system. 

TCP FIN scan: It sends packets with errors at a port, hoping that listening ports will send back different error messages from the closed ports.  The scanner sends a FIN packet, which should close a connection that is open.  Closed ports reply to a FIN packet with a RST. Open ports, however, ignore the packet entirely. Hence,  a silence indicates that the port is listening. Nevertheless, packets can be dropped accidentally while being transferred, so this turns out to be not very effective. 

Bounce Scans

The ability to hide their tracks is important to attackers. Therefore, attackers scour the Internet looking for systems they can bounce their attacks through. 

FTP bounce scanning takes advantage of a weakness of the  FTP.  It allows somebody to request that the FTP server open a connection to a third party on a particular port. This allows the hacker to force the FTP server to do the port scan and send back the results. This bouncing through an FTP server hides where the attacker comes from. It is similar to IP spoofing in that it hides where the attacker comes from. For example, ghost.com establishes a control connection to the FTP server of mind.com . Thus request that the server initiate a process to send a file.

The advantage to this approach is harder to trace. The disadvantages are that it is slow.

UDP Scanning

Port scanning usually means TCP scanning. UDP responds to scanning in a different manner. In order to find UDP ports, the attacker generally sends empty UDP datagrams. If the port is listening, the service should send back an error message or ignore the incoming datagram. If the port is closed, then most operating systems send back an "ICMP Port Unreachable" message. Thus determine which ports are open. Note, neither UDP packets, nor the ICMP errors are guaranteed to arrive, so UDP scanners of this sort must also implement retransmission of packets that appear to be lost. 

Port Scanning Tools

Strobe

It is a venerable TCP port scanning utility written by Julian Assange. It is one of the fastest and most reliable TCP scanners available. A strobe does a narrower scan, only looking for those services the attacker knows how to exploit. Now virtually all scanning tools include this feature. It might look like this:

192.168.1.10 echo 7/tcp Echo [95, JBP]
Network Mapper (nmap)

The nmap is a widely known port scanner written by Foydor.  According to its author, "nmap is a utility for port scanning large networks, although it works fine for single hosts”. The guiding philosophy for the creation of nmap was TMTOWTDI (There's More Than One Way To Do It). 

netcat

Written by Hobbit, this tool can perform a lot of tasks. It provides basic TCP and UDP port scanning capabilities. By default, netcat uses TCP ports, so for UDP scanning, we need to specify the –u option. For example, 

[sun] netcat –v –z –w2 192.168.1.1 1-140 will report back a list of services running on ports. The sample output looks like:

[192.168.2.2] 25 (smtp) open

Conclusion
Port Scanning is one of the most popular techniques attackers use to discover services they can break into. All machines connected to a LAN or connected to Internet via a modem run many services that listen at well-known and not so well-known ports. By port scanning the attacker finds which ports are available. Essentially, a port scan consists of sending a message to each port, one at a time. The kind of response received indicates whether the port is used and can therefore be probed further for weakness.
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