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I. INTRODUCTION


Rapid advances in communication technology have promoted the need
for security in the Internet.  Many mechanisms are developed to provide cryptographic security services that will flexibly support combinations of authentication, integrity, access control, and confidentiality.


The Internet Security Association and Key Management Protocol (ISAKMP) define procedures and packet formats to establish, negotiate, modify and delete Security Associations (SA). SAs contain all the information required for execution of various network security services, such as the IP layer services (such as header authentication, HA, and payload encapsulation, ESP), transport or application layer services, or self-protection of negotiation traffic.  ISAKMP defines payloads for exchanging key generation and authentication data.  These formats provide a consistent framework for transferring key and authentication data which is independent of the key generation technique, encryption algorithm and authentication mechanism.


Encapsulation security payload (ESP) is a cryptographic security mechanism that is used to ensure the security services for network-level (IP) communications in a set of security information relating to a given network connection or set of connections. 

II. ENCAPSULATION SECURITY PAYLOAD

The ESP protocol provides several features such as data integrity and data origin authentication with keyed MACs via ICV, confidentiality through encryption, and anti-replay service with sequence numbers. 

The details on how these features explore by ESP will be discussed below. In general, it does these by encapsulating either an entire IP datagram or only the upper-layer protocol (e.g, TCP, UDP, ICMP) data inside the ESP, encrypting most of the ESP contents, and then appending a new IP header to the encrypted Encapsulating Security Payload.  The new IP header is now used to carry the protected data through the network. 

1. ESP Packet Format
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Security Parameters Index is an arbitrary 32-bit value, which in combination with the destination IP address and security protocol uniquely identifies the Security Association for this datagram. Sequence Number is 32-bit field contains a monotonically increasing counter value. This help in anti-replay protection. Payload Data is variable length field, which can be used to carry cryptographic synchronization data. Padding is used when the encryption algorithm requires the plain text to be a multiple of some number of bytes. Pad Length is an 8-bit field indicates the number of pad bytes preceding it. Next Header is an 8-bit field that identifies the type of data contained in the Payload Data field. Authentication Data is a variable length field containing an Integrity Check Value computed over the ESP packet (accept the authentication data). The length of this field is specified by the authentication function selected. 

2. Description of ESP Modes 


There are 2 modes within ESP: tunnel mode and transport mode.  The use of a mode is decided at the time of SA establishment and depends on the nature of the network topology. In general, the transport mode is used between the endpoints of a connection, and tunnel mode is used between two machines when at least one of them is a gateway.
a. In the tunnel mode, the entire IP packet is encrypted and becomes the data portion of a new, larger IP packet that has a new IP header. Tunnel mode is primarily used by gateways and proxies because of its capable to mask true source-destination patterns. Hence, it ensures the security of information through the encryption of the entire packet. The diagram below will show a typical IPv4 packet in tunnel mode before and after applying ESP.
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b. In transport mode, the upper-layer protocol is encapsulated inside ESP. It is preferable in networks behind a security gateway because it encrypts only the upper layer protocol data. Thereby avoid the performance and monetary costs of encryption, while still providing confidentiality for traffic transiting untrustworthy network segments.  This mode reduces both the bandwidth consumed and the protocol processing costs for users that don't need to keep the entire IP datagram confidential. The following diagram illustrates ESP transport mode positioning for a typical IPv4 packet.   
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3. Security Features Offer by ESP protocol

The encryption algorithm employed to create an ESP packet is specified by the SA. These encryption algorithms are used in ESP implementation to provide the data origin authentication and data integrity, data confidentiality and traffic flow confidentiality, and anti-replay.


a. Data origin authentication

-Data origin authentication is a security service that verifies the identity of the claimed source of data. 

-It uses an Integrity Check Value (ICV) that is computed over the entire IP packet, except for header field values that may change during transmission (for example, time to live). The ICV can be a one-way hash value, a keyed message authentication code (such as MACs), or a digital signature. The ICV algorithm is specified in the SA. 
-In general, a simple or keyed hash is used for point-to-point communications. Data origin authentication is done through verification of a keyed MACs computed with a shared secret key or a digital signature. 

b. Data and Traffic-flow Confidentiality:

-Confidentiality is the security service that protects data from unauthorized parties. The first confidentiality concern is the disclosure of application level data. The other matter is the disclosure of external characteristics of communication, also known as the traffic-flow confidentiality that is support by concealing source and destination addresses, message length, or frequency of communication. 

-ESP offers confidentiality service for IP datagram by encrypting the payload data to be protected. The encryption algorithm is negotiated in the SA. The encryption algorithms you may choose from include DES, 3DES, and Cipher-Block Chaining (CBC).
c. Anti-replay Integrity:

-Anti-replay detects arrival of duplicate IP datagram. It is supported by the sequence number which is an unsigned 32-bit field contains a monotonically increasing counter value in ESP header. When an SA is established, the value of both sender counter and the receiver’s counter must be initialized to 0 and never be allowed to cycle. Thus, the counter must be reset before the transmission of the packets 2^32nd on an SA. 
-Upon each received packet, the recipient extracts the sequence number and records the sequence number in a table. If a hacker were to capture and replay that packet, the recipient would extract the sequence number and compare it against the table that it has been recording. If the packet’s sequence number is already present on the table, then the packet is assumed to be fraudulent and is therefore discarded.

4. Packet Encryption

a. Encapsulate into the ESP payload data field the original next layer protocol information in the transport mode or the entire original IP datagram in the tunnel mode.

b. Add any necessary padding.

c. Encrypt and integrity protects the result using the key and algorithm specified in the SA.

· The sequence number and the SPI are inputs to the algorithm.

· The ICV field is not part of the ESP packet format. The location of any integrity fields in the integrity computation must be defined in an RFC that defines the use of the algorithm with ESP.

d. Sequence Number Generation.

The sender’s counter is initialized to 0 when an SA is established. The sender increments the Sequence Number for this SA and inserts the low-order 32 bits of the value into the Sequence Number field. Thus the first packet sent using a given SA would contain a Sequence Number of 1. The sender checks to ensure that the counter has not cycled before inserting the new value in the Sequence Number field.

5. Packet Decryption

a. Decrypts and integrity checks the ESP payload data, padding, pad length, and next header, using the key, algorithm, algorithm mode indicated by the SA. The SPI from the ESP header and the receiver packet value are inputs to the algorithm for the integrity check.

b. If the integrity check fails, the receiver must discard the received IP datagram as valid. The log data should include the SPI value, date/time reeived, source address, destination address, and the sequence number.

c. Process any padding as specified in the encryption algorithm specification.

d. The receiver checks the next header field. If the value is “59” (means no next header), the (dummy) packet is discarded without further processing.

e. Extract the original IP datagram (tunnel mode) or transport-layer frame (transport mode) from the ESP payload data field. 

III. SECURITY CONSIDERATIONS

The ESP protocol is described as a security service focuses only on the IP layer. The quality of the security provides by this mechanism depends completely on the strength of the implemented cryptographic algorithms, the strength of the key being used, the correct implementation of the cryptographic algorithms, the security of the key management protocol, and the correct implementation of IP and the several security mechanisms in all of the participating systems. 

As an example, cryptographic transforms for ESP which use a block-chaining algorithm and lack a strong integrity mechanism are vulnerable to a cut and paste attack as describe by Bellovin [5]. In the scope of this paper, I will not discuss the detail of the attack. It can be found in the reference source. Traffic analysis is another concern and could not be prevented by using ESP. 
In general, to provide an effective security environment, one should consider the combination of different mechanisms and algorithms as well as weight the strength and weakness of each mechanism and algorithm to gain maximum benefits.  

IV. PERFORMANCE IMPACTS OF ESP


The encapsulating security approach used by ESP can noticeably impact network performance in participating systems. Protocol processing in participating systems will be more complex when encapsulating security is used, requiring both more time and more processing power. Use of encryption will also increase the communications latency.  The increased latency is primarily due to   the encryption and decryption required for each IP datagram   containing an Encapsulating Security Payload.  The precise cost of ESP will vary with the specifics of the implementation, including the encryption algorithm, key size, and other factors.  Hardware implementations of the encryption algorithm are recommended when high throughput is desired.

   
For interoperability throughout the worldwide Internet, all conforming implementations of the IP Encapsulating Security Payload must support the use of the Data Encryption Standard (DES) and Cipher-Block Chaining (CBC) by default. Other confidentiality algorithms and modes may also be implemented in addition to this mandatory algorithm and mode.

V. CONCLUSION

Encapsulating Security Payload covers packet format and general issues for packet encryption. It offers the security service at the IP layer such as authentication of hosts before and during communications, confidentiality through encryption of IP traffic, integrity of IP traffic by identifying modified or spoofed traffic, and prevention of replay attacks. 
Knowing the limited and security concerns of ESP, we should use it in the conjunction with other security mechanisms and algorithms to design robust distributed systems.
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