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ABSTRACT

Security in computer systems is important so as to protect the integrity of stored information. The file system provides mechanism for storage and access to data and programs in a computer system. Information residing on a file system is valuable and should be monitored for unauthorized and unexpected changes to protect the system against intrusion. In a network platform, monitoring these changes becomes quite a daunting task. Tripwire is a tool that aids UNIX system administrators to check for any changes that are made on selective set of files, directories, and databases. It notifies the system administrator of altered or corrupted files so that the system administrator can take actions in a timely manner. This paper describes the intrusion detection mechanism provided by Tripwire and also the design and implementation of Tripwire.

INTRODUCTION

Files stored in the file system include user data, applications data, and system executables and databases. As such, it becomes a natural target of an attack for an intruder. An intruder could change one or more system files enabling future unauthorized access. 

The responsibility of the system administrators is to closely monitor which files have been altered or tampered with and take necessary actions. As such, UNIX System administrators are faced with difficulty to detect damages to these files and monitor the integrity of the file system contents. The standard check listing schemes like maintaining checklists, checksum records that are available in UNIX systems are not trustworthy and useful. 

Some of the shortcomings of the standard check listing schemes are list of files and associated checksums may be very hard to maintain. An intruder can make changes to the file contents without even changing the checksum generated for that file so that the changes made to the file gets unnoticed. 

In order to aid System Administrators in Intrusion detection, Tripwire is an Intrusion detection tool, which provides an efficient way of detecting anomalies in the file system. It looks for behavior that deviates from normal system use. 

In a system, files are constantly updated and if an intrusion detection tool reports every changed file then amount of data that has to be interpreted by the system administrators becomes huge. Consider a scheme where there are reports for ownership file changes and for changes in access timestamps for thousands of files. In that case, it is possible that changes in timestamp reports may obscure any potential dangerous ownership file changes and may go unnoticed by the system administrator. However, in some cases, changes to a file’s access stamp may be of interest. In such cases, “trap files” could be placed as tripwires against intruders. Tripwire generates output that is easy to scan by allowing selective files to be monitored. Usually the files that are selected for monitoring are the files that are not subjected to change a lot and any change to those files are of concern. For example, changes in system log files are expected, but a change in inode number, file modes or ownership is a cause of concern. In simplest terms, Tripwire creates a secure database of file and directory attributes including their signatures, which then can be used to compare against to see if a file or directory has changed somehow. Any differences are reported.  When run against system files on a regular basis, any changes in critical system files will be spotted -- and appropriate damage control measures can be taken immediately. Tripwire uses several checksum/message-digest/secure-hash/signature routines to detect changes to files. The hash function is based on the contents of the file on which the function is applied, which are computationally infeasible to reverse engineer. You can customize Tripwire to use specific signature algorithm out of the many algorithms supported for each object.

DESIGN AND IMPLEMENTATION

The goal for intrusion detection is to identify unauthorized use, misuse and abuse of computer systems by both internal users and external attackers. The goal of Tripwire is to detect and notify system administrators of changed, added, and deleted files in some meaningful and useful manner. This section describes the structure of Tripwire. The following figure shows a high level operation of Tripwire:









The above diagram shows the main components of the entire process. It shows how the tripwire uses the two inputs Configuration file and the Old database to produce the report. 

A Configuration file (tw.config) consists of all the objects that need to be monitored. That is, it contains a list of all the files, directories, and also the list of attributes that could safely be ignored while doing the comparisons. For example, for few files access time stamps could be ignored for comparison. The list of attributes that could be safely ignored is called a selection mask for that object. An example of the entries of the configuration files is shown below

File/Dir



Selection-Mask

/etc




R

//all files under /etc

/etc/utmp



L

//dynamic files

=/var/tmp



R

//only directory

A selection-mask might look like:  +pinugsm12-a. This means that Tripwire should report any change in the permission and modes, inode number, number of links, user id, group id, size of the file, modification timestamp and signatures 1 and 2 but not change in the access timestamps.

The second main component is the database that consists of previously generated signatures for the entries in the configuration file. This database file generated by Tripwire contains a list of entries with filenames, inode attribute values, signature information, and selection-masks and the corresponding file entry.  

We will discuss the different modes of operation of the tool. The content of the configuration file drives each mode of operation. Tripwire works in four different modes:

Database Initialization Mode

During this mode, a baseline database containing the entries for every file specified in the configuration file tw.config is generated. Each entry in the database contains the filename, inode attributes, signature, selection-mask and the configuration entry that generated it. This baseline database is stored on a secure tamper-proof media to prevent the database from being altered. Tripwire uses an unencrypted database because the database contains nothing that would aid an intruder to corrupt the database. Security is guaranteed by the fact that the algorithms used to generate the signature are irreversible. Tripwire supports ten signatures to be used for each file. Some of the algorithms are MD5, MD4, MD2, Snefru, Haval and SHA. By default, MD5 and Snefru signatures are used and checked for each file. However, different signatures can be specified for each and every file. This gives the administrator greater flexibility. For performance reasons, one can specify at run-time which signatures to be used to compare. For example, since MD5 and Snefru are computationally intensive, Tripwire could compare CRC32 signatures hourly and compare MD5 and Snefru daily.

Integrity Checking Mode

During this mode of operation, Tripwire re-reads the configuration file and regenerates a database based on the contents of the configuration file. This database is compared with the old database generating a list of added and deleted files. Tripwire scans the file system to find any added, deleted or changed file. For files that are changed, the selection–mask, which is read from the database, is applied to determine whether a report should be generated. The following example shows a terse output of Tripwire. In this example the filename is printed and the values of the attributes on which the comparison is made is also printed. 

Changed: -rw-r—r-- 
root
20
Nov 16

09:33:33
2002 
/.rhosts

   Attr


Observed


Expected

st_mtime
Sat  Nov  16 09:33:33 2002
Mon  Nov  11 20:05:10
2002

st_ctime
Sat  Nov  16 09:33:33 2002
Mon  Nov  11 20:05:10   2002

Database Update Mode 

When files change for legitimate reasons we have to update the database to ensure database consistency. Tripwire supports specifying the files to be updated from the command line. Given a list of files or configuration entries on the command line, database entries for these files are regenerated and a new database is created. Updating is a process that should not be overly automated because it requires careful review. Again this database must move to a write-protected secure media for security purposes.

Interactive Database Update Mode

The list of changes that are generated during the integrity-checking mode, for each change Tripwire asks the system administrator whether the file should be updated. That is, updates happen in an interactive mode. This allows the system administrator to ensure that no files are updated without review.

Adding files is more complex than updating or deleting files. In case of updates and deletes, the database entry for the file is replaced by a new entry reflecting the current state of the file. Adding files is more complex since there will no entry for that in the configuration file. To resolve this, Tripwire chooses the closest ancestor entry in the configuration file whose selection-mask it inherits. If no such entry is found, the file is added with a default selection-mask.

	                    Filename exists in:
	Interpreted action

	Entry in tw.config
	Old database 
	Newly generated database
	

	
	
	X
	Added file

	
	X
	
	Deleted file

	
	X
	X
	Updated file

	X
	
	
	Added Entry

	X
	X
	
	Deleted Entry

	X
	X
	X
	Updated Entry


Changes to the database can be categorized into six cases as shown in the above table. For each of these cases, an appropriate action is taken, based on whether the file is an entry in the configuration file and whether the file exists in the old and newly generated databases.

Advantages:

Tripwire is a highly portable tool.

Tripwire runs on most of the variations of UNIX emphasizing program portability.

To emphasize database portability, the database files are encoded in standard ASCII and mostly human readable.
 Files generated on one platform can be read and used on other platforms.

Tripwire itself is self-contained 

It is possible to run the program without relying on outside, potentially vulnerable programs. Fro example, if an integrity checker was to depend on a utility like ‘diff ‘ then the integrity checker would be subverted if ‘diff ‘ were compromised.

Tripwire is designed so that it could be run as a standalone program without privilege. However, the tool would not provide any explicit means of making alterations to the system. This can help users to run Tripwire on their private set of files.

Disadvantages:

Machine should be operated in single user mode when installing the database.

Also, if the system already has some bugs before building Tripwire then Tripwire will have been installed too late to report those tampering. So it is necessary to reinstall the operating system from vendor supplied media. This may cause inconvenience.

PSEUDOCODE 

Initialization mode


Read configuration file


Build baseline database based on the entries in configuration file

Integrity checking/ Update mode

Reading configuration file

Generating file list

Creating file information database

Searching for inconsistencies between the old database and newly generated database

Generating observed/expected pairs for changed files

GLOSSARY

Intruder

An intruder is some entity accessing/using a system beyond their authority.

Checksum

A simple error detection scheme that calculates a number based on some attributes to verify the correctness of the file.

Signature function

A signature function is any function that takes an arbitrary file as input and yields a fixed-sized output called the “signature”. It is also called Message digest. If the contents of the file are changed in any way, then the signature also changes.

CRC16 (cyclic redundancy check)

It is one of the simplest signature functions. It adds the values of all the bytes in the file and outputs the lower 16 bits (remainder). Breaking this is trivial because changes to the file can be made such that the changes can negate the change in the checksum.

MD5

It is a signature function that is difficult to invert and generates a large value making exhaustive searches for duplicate signatures more difficult in terms of computation.
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