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1. Introduction

We have all become accustomed to the frequent appearance of security alerts relating to various viruses and application vulnerabilities. And usually the risk is limited to specific platform such as Unix login vulnerabilities or other specific applications. The scope of impact of such issues is manageable for IT organizations. But now the most widespread and comprehensive challenge is to maintain technical security control. Nearly every device manufactured by every vendor within the IT environment has the potential to be vulnerable to the recently disclosed set of Simple Network Management Protocol (SNMP) vulnerabilities.

Although SNMP has been used in the internetworking community for fifteen years, its vulnerabilities became known only in February 2002 when Oulu University Secure Programming Group (OUSPG) completed a series of tests on the protocol.

The goal of this document is to describe SNMP vulnerabilities, its impact and solutions.
1.1 SNMP Overview

SNMP is a standard protocol that is used by network professionals to manage networks and systems. By using computer applications that incorporate SNMP, network operators can query a device on their network to get its status, be alerted to a change in its status, or make configuration changes.

SNMP is built around the concept of "managers" and "agents." Manager software (commonly installed on a network management system) makes requests to agent software running on a host or device to gather data on the operational status, configuration, or performance statistics of that system (polling). Some agents allow configuration parameters to be changed by managers, while others provide read-only statistics and configuration information. Additionally, agents can generate ad hoc messages to manager systems to inform them of unusual events (traps).

A SNMP message consists of three fields: SNMP version, Community string and the SNMP Protocol Data Unit (PDU). The PDU defines the type of operation that is being requested. There are five possible PDU types of messages. Of the five PDU types, three-request information from the managed node, one sets configurations on the managed node and one allows the managed node to volunteer information to the management station. The “community string“ is the password that is passed between two machines with which they recognize one another before they can communicate. Generically the only operations that were supported by SNMP are inspection (Read) and alteration of variables (Write), which are representations of various configurations on the managed system. These variables are defined in the Management Information Base (MIB) for each vendor ‘s agent.

There are basically three operations that can be performed as shown in figure. They are

	· Get 
	Retrieve the value of the variable.

	· Set 
	Update the value of the variable.

	· Trap  
	Send the value of the variable to the designated manager.


SNMP messages are typically encapsulated using the User Datagram Protocol (UDP) over the IP. They are transmitted over working networks using two standardized ports, 161 for Gets and Sets and 162 for Traps. 

1.1.1 SNMP communication

An SNMP-Managed Network: Managed Devices, Agents, and network-management systems (NMSs) or Managers.

When SNMP message is received by a management station following actions are performed

1. A syntax check is performed on the message and discarded if it fails.

2. The version number is verified and discarded if it is not applicable.

3. The community string, SNMP PDU, source and destination address (all from UDP packet) is evaluated to authenticate the message. If the service fails to authenticate, a trap is optionally generated and message is discarded. If the message passes authentication, the SNMP PDU portion of the message is returned to the querying station.

1.2 Where does SNMP pitch in?

SNMP protocol runs on a multitude of devices, software and firmware products designed for network infrastructure devices such as Core Network Devices (Routers, Switches, Hubs, Bridges, and Wireless Network Access Points), Operating Systems, Consumer Broadband Network Devices (Cable Modems and DSL Modems), Consumer Electronic Devices (Cameras and Image Scanners), Networked Office Equipment (Printers, Copiers, and FAX Machines), Network and Systems Management/Diagnostic Frameworks (Network Sniffers and Network Analyzers), Uninterruptible Power Supplies (UPS), Networked Medical Equipment (Imaging Units and Oscilloscopes), Manufacturing and Processing Equipment.


2. SNMP Vulnerability

SNMP is vulnerable, when the hackers find it easier than ever to orchestrate denial-of-service attacks, service interruptions, and even total takeovers of network devices (buffer overflow). The RFC only specifies how an agent or manager responds or handles defined cases of SNMP messages. Therefore, it is up to vendors to determine how to handle invalid or atypical SNMP messages. While the specifications does provide for error reporting of obvious errors (e.g., variables does not exist, incorrect community string). There are many cases where some message formats are not anticipated or accounted for in the agent code and undesirable results occur. Some of the exceptional events include:

· invalid encoding

· invalid data inserted into various positions of the SNMP messages

· invalid indexes

· invalid values for integer lists

· overflow within various boundaries of the SNMP PDU and message

There are also viruses and worms, which are self-propagating malicious programs that can take advantage of multiple vulnerabilities of SNMP.

2.1 Listing of SNMP Vulnerabilities

Multiple vulnerabilities in SNMPv1 trap handling
SNMP trap messages are sent from agents to managers. A trap message may indicate a warning or error condition or otherwise notify the manager about the agent's state. Multiple vulnerabilities may result in the way SNMP managers decode and process SNMP trap messages.
Multiple vulnerabilities in SNMPv1 request handling

SNMP request messages are sent from managers to agents. Request messages might be issued to obtain information from an agent or to instruct the agent to configure the host device. Multiple vulnerabilities may result in the way SNMP agents decode and process SNMP request messages. 

2.2 Impact
Specific impact of SNMP vulnerabilities may vary from product to product. Unexpected input to agents and managers will lead to unexpected results. The outcome of an attack in such an environment can be any of the following:

· Crash the SNMP agent (or trap listening daemon)

· Lock up or reboot the device the agent is running on

· Overwrite valid SNMP variables with incorrect data and values

· Allow unauthorized access to network element or server

· Generate notifications (traps) with error codes.

Vulnerabilities in the decoding and subsequent processing of SNMP messages by both managers and agents may result in denial-of-service conditions, buffer overflows, and sometimes allow an attacker to gain unauthorized, privileged access to the affected device. There are also cases when viruses can have devastating effect on the organization by exploiting SNMP.

2.3 Solution

The following solutions can be used to protect your environment from further attacks due to SNMP vulnerabilities:

· Apply a patch from your vendor.
· Disable any SNMP service that is not required; although CERT notes some products appear to be affected even if SNMP is disabled.

· Make use of firewall devices to block unauthorized SNMP access from the network perimeter.

· Use ingress filtering by blocking access to SNMP services at the network perimeter

· Filter SNMP traffic from non-authorized hosts.

· When blocking or disabling SNMP is impossible, restrict all SNMP access to separate, isolated management networks, such as virtual LANs.
· Use egress filtering, which manages the flow of traffic that leaves your network, to prevent your network from being used as a source of attack.
· Disable stack execution that can reduce the risk of “stack smashing” attacks based on these vulnerabilities. Although this does not provide 100 percent protection against exploitation of these vulnerabilities, it makes the likelihood of a successful exploit much less.

· To deal with these system and network vulnerabilities some organizations like CERT/CC provide a forum where administrators can share ideas and techniques that can be used to develop proper defenses. An unmoderated mailing list is also available for system and network administrators to discuss helpful techniques and tools.
3. Conclusion

The open nature and omnipresence of SNMP, combined with the recently discovered vulnerabilities, represent a widespread and comprehensive threat to security of networks everywhere. The limited security built into SNMP, when not enhanced by additional security technology and practices, has been a potential risk for a long time. With the additional implementation weaknesses, this risk has been magnified. This impacts almost all networks and many vendor technologies.

While not in wide use, versions 2 and 3 of SNMP have additional security functionality that is not currently available to the most commonly used version 1. Using these updated protocols may improve security, but there is no indication that there are any better prepared to deal with the problems inherent in SNMP version 1. They have not been tested and should be considered suspect until they are evaluated.

In conclusion, the effort to ensure that a network’s SNMP implementation is secure involves many considerations and technologies.
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