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INTRODUCTION
JXTA stands for Juxtaposed, JXTA technology is a network programming and computing platform, designed to solve a number of issues in the modern distributed computing, especially in the area of peer-to-peer networking (P2P).

In the P2P network though all peers have equal status in the network it is not necessary that they have equal physical capabilities too. For e.g. A P2P network might consist of peers from mobile devices to mainframes and we know that a mobile peer cannot act as a server due to its inherent limitations. So Project JXTA promises to provide a set of simple, small, and flexible mechanisms that can support P2P computing on any platform, anywhere, and at any time. 

JXTA strives to provide a base P2P infrastructure over which other P2P applications can be built. 

This base consists of a set of protocols that are language independent, platform independent, and network unknown and bare necessities for building generic P2P applications. The focus is on creating basic mechanisms and leaving policy choices to application developers.

Project JXTA was introduced with a set of objectives as defined below

Interoperability. JXTA technology is designed to enable interconnected peers to easily locate each other, communicate with each other, participate in community-based activities, and offer services to each other across different P2P systems and different communities.

Platform independence. JXTA technology is designed to be independent of programming languages (such as C or the Java™ programming language), system platforms (such as the Microsoft Windows and UNIX® operating systems), and networking platforms (such as TCP/IP or Bluetooth).

Ubiquity. JXTA technology is designed to be implemented on any device with a digital heartbeat, including sensors, consumer electronics, PDAs, appliances, network routers, desktop computers, data-center servers, and storage systems.

JXTA TECHNOLOGY

Project JXTA, analyzed many P2P software architectures and found a common layering structure at the conceptual level as shown in the figure below.
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JXTA technology is designed to provide a layer on top of which services and applications are built. The design of this layer is thin and small, yet provides interesting and powerful primitives for use by the services and applications.

A typical P2P software stack is broken down into three layers. 

a. JXTA core layer

b. JXTA services layer

c. JXTA applications layer.

JXTA Core Layer:

This provides the basic classes or methods that are necessary to develop a p2p application. This layer encapsulates minimal and essential primitives that are common to P2P networking, such as creating peers, peer groups, discover other peers, communicate with them, monitor them, and all such activities. One has to use these API's to develop P2P applications.

JXTA Services Layer:

This layer includes some services that may be used by the peers for some specific applications. For example, these layer provides services such as ability to search, index files, directory, explore storage systems, share files, distributed file sharing, protocol translation, authentication and many such features. These are programs that are written using the bottom level core classes.

JXTA Applications:

These are the P2P applications, which are built using the core and service layer features. These are similar to building applications or applets using the Java Api. Some application can be deemed as service layer feature and some services can be called as applications. So they have some similarities among themselves.

JXTA TECHNOLOGY PROTOCOLS

JXTA technology is a set of protocols. Any application of P2P will need to use one or more of these protocols. They have been specifically designed for P2P network computing. Using these protocols, peers can form peer groups, include another peer in that group, change peer groups, delete groups, communicate among themselves, exchange files and do many such activities. The 6 protocols of JXTA are

Peer Discovery Protocol
 This protocol enables a peer to find advertisements on other peers, and can be used to find any of the peer, peer group, or advertisements. This protocol is the default discovery protocol for all peer groups. The inclusion of this default protocol means that all JXTA peers can understand each other at the very basic level.

Peer Resolver Protocol

This protocol enables a peer to send and receive generic queries to find or search for peers, peer groups, pipes, and other information. Typically, only those peers that have access to data repositories and offer advanced search capabilities implement this protocol.

Peer Information Protocol

This protocol help peers in finding the status of another peer. The peer will also use this when it wants to inform other peers about its status. Status usually includes the details such as its peer ID, state, the time it booted up, the traffic load it is experiencing right now and many such details. 

Peer Membership Protocol

This protocol allows a peer to obtain group membership requirements to apply for membership and receive a membership credential along with a full group advertisement, to update an existing membership or application credential, and finally, to cancel a membership or an application credential. 

Pipe Binding Protocol

This protocol allows a peer to bind a pipe advertisement to a pipe endpoint, thus indicating where messages actually go over the pipe. 
Peer Endpoint Protocol

This protocol allows a peer to ask a peer router for available routes for sending a message to a destination peer as often, two communicating peers may not be directly connected to each other. Any peer can decide to become a peer router by implementing the Peer Endpoint Protocol.

JXTA SECURITY

JXTA technology plans to adopt a security model that relies on existing, trusted technologies which is achieved by implementing the following 

· Transport Layer security (TLS protocol)

· End-to-end transport independence of JXTA protocols

· X509.V3 Digital certificates and certificate authorities

Transport Layer security (TLS protocol)

Project JXTA has adopted Transport Layer Security (TLS) Version 1 to support reliable private connections between peers

The underlying principle for selecting TLS for use by Project JXTA is identical to those cited by the IETF:

• Interoperability
 Independent programmers should be able to develop applications utilizing the protocol that will then be able to successfully exchange cryptographic parameters without knowledge of one another's code.

• Extensibility

The protocol should seek to provide a framework into which new public key and bulk encryption methods can be incorporated as necessary. This will also prevent the need to create a new protocol and avoid the need to implement new security libraries.

• Relative efficiency

Cryptographic operations tend to be highly CPU intensive, particularly public key operations. For this reason, the protocol should incorporate schemes to reduce the number of connections and improve network efficiency.

TLS is composed of two layers 

The TLS Record Protocol, which provides connection security in two ways:

•Private Connection. Symmetric cryptography is used for data encryption and is based on a secret negotiated by another protocol (such as the TLS Handshake Protocol). 

•Reliable Connection. Message transport includes a message integrity check using a keyed MAC. Secure hash functions are used for MAC computations.

And the TLS Handshake Protocol, which provides connection security that has three basic properties:

•The peer's identity can be authenticated using asymmetric, or public key, cryptography (e.g., RSA [RSA], DSS [DSS], etc.). 

•Secure Negotiation: the negotiated secret is unavailable to eavesdroppers, and for any authenticated connection the secret cannot be obtained, even by an attacker who can place himself in the middle of the connection.

•Reliable Negotiation: no attacker can modify the negotiation communication without being detected by the parties to the communication.

End-to-end transport independence of JXTA protocols

JXTA messages are independent of the underlying transport and its protocols. Encrypted content remains encrypted, even during the protocol conversions between networks.

X509.V3 Digital certificates and certificate authorities

Digital certificates are issued by a trusted third party or by X509.V3-compliant certificate authority

(CA), who is willing to vouch for an identity/public key pair. At a minimum, certificates contain a public key and a name. They may also contain an expiration date, the name of the CA that issued the certificate, a serial number, and the digital signature of the certificate issuer.

Large numbers of peers may want to be able to conduct a secure transaction without the involvement of a centralized infrastructure. This can be achieved  – JXTA allows peers to become their own certificate authorities, generating their own root certificate that verifies that they are associated with a specific public key. Larger groups have the added flexibility of designating root CA’s for a peer group, which can be used as a strong technique for authenticating membership and establishing non-repudiation in a peer group.

COMPARISON BETWEEN JXTA AND DIFFERENT TECHNOLOGY

Along with JXTA there are other platforms, which are available for p2p application development. The other two well-known platforms are

a. Microsoft .NET technology.

b. Groove Technology.

Microsoft .NET technology

Microsoft .NET technology is a platform, which can be used to develop web enables XML services. This is not a platform for developing p2p applications only instead it provides a smaller function set, which can be used to develop p2p applications. There are many problems we faced in using .NET technology. It needed Windows 2000 and needed a minimum of 192 MB RAM for some applications. This cannot be expected from every peer and so using .NET might prove problematic. It is not platform independent and to run it the .NET platform is mandatory and so that’s another problem. Programming is done using c#, VC or JavaScript. But JXTA is a platform independent and language independent protocol. Languages such as Perl, Java, C, C++, VJ or JavaScript can be used to develop on JXTA protocol. No specific OS is needed and so it can run on any peer running any OS.

Groove Technology

Groove is a platform, which provides a virtual shared space concept. Peers who want to communicate among themselves will log on to a shared space and communicate among themselves. They have the right to include or reject any peer from that shared space. Programming can be done using VC, VB or JavaScript. To run this, the Groove platform must be running on all the peers.

ADVANTAGES OF JXTA OVER OTHER PLATFORMS

· JXTA doesn’t need any specific language or Operating System.

· JXTA does not need knowledge of network topology.

· JXTA can be implemented using C, C++, Java, and Perl. 
· JXTA can be implemented on top of TCP/IP, HTTP, Blue tooth, HOME PNA and many other protocols.
JXTA SERVICES AND APPLICATION

· Collaboration tools

· Distributed searching and indexing

· File sharing

· Distributed storage & content delivery

· Peer-to-peer messaging

· Peer monitoring and metering

· JXTA Shell
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