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In today’s world, as the usage of large scale systems as part of our daily lives has become a necessity, there is a growing need to guarantee reliable user identification. Those large-scale systems could range from banking services to online grocery shopping. Obviously, not all of those systems will be using a biometric asset as their user identification scheme, mainly due to cost and privacy issues, but some, more crucial and secured systems might need highly reliable identification. Among the identification methods applied in different systems, the most reliable one for sure would be using the person’s own bodily characteristics – biometrics. 

Why use biometrics?

· Biometric templates are unique to an individual.

· Unlike password, pin number, or smart card, they cannot be forgotten, misplaced lost or stolen.

· The person trying to access is identified by his real id (represented by his unique biometric signature).

Why use Fingerprint as a biometric?

· Fingerprint scanning has a high accuracy rate when users know how to use the system.

· Fingerprint authentication is a good choice for in-house systems where training can be provided to users and where the device is operated in a controlled environment.

· Small size of fingerprint scanners, ease of integration can be easily adapted for appliances (keyboards, cell phones, etc).

· Relatively low costs make it an affordable, simple choice for workplace access security.

· The most common biometric used.

· Has been credited as reliable to the extent of being admissible as the sole proof in a court of law

Among all the biometric techniques, fingerprint-based identification is the oldest method, and has been successfully used in numerous applications. Everyone is known to have unique, immutable fingerprints - a property that can be used for identification.

The process of fingerprint identification includes the following stages:
scanning (capture, acquisition), extraction (process), comparison, and final match/non-match decision. Before getting to know and understand the automated process of fingerprint identification we will get to know some of the general terms used in this field – that way we can understand what the latter processes might involve.


A fingerprint is made of a series of ridges and furrows on the surface of the finger. The uniqueness of a fingerprint can be determined by the pattern of ridges and furrows as well as the minutiae points, Minutiae points are local ridge characteristics that occur at either a ridge bifurcation or a ridge ending.
Here are some examples for minutiae points that are common: In dark color we see the ridges and in white the furrows.
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Fingerprint Scanning
Fingerprint scanning is the acquisition and recognition of a person’s fingerprint characteristics for identification purposes. This allows the recognition of a person through quantifiable physiological characteristics that verify the identity of an individual.
There are basically two different types of finger-scanning technology that make this possible.

1. One is an optical method, which starts with a visual image of a finger. 

2. The other uses a semiconductor-generated electric field to image a finger. 

There are various methods for identifying fingerprints. They include traditional police methods of matching minutiae, straight pattern matching, moiré fringe patterns and ultrasonic. I will describe a general way – just to explain the main idea that lies in the base of most image comparison systems.

Image Recognition and Enhancement
A critical step in automatic fingerprint matching is to automatically and reliably extract minutiae from the input fingerprint images. For extracting information from our image we require specific algorithms developed for the recognition of certain patterns, however, the performance of a minutiae extraction algorithm relies heavily on the quality of the input fingerprint images. In order to ensure that the performance of an automatic fingerprint identification/verification system will be robust with respect to the quality of the fingerprint images, it is essential to incorporate a fingerprint enhancement algorithm in the minutiae extraction module. At the end of this process we should be able to look at a sample fingerprint not as a digital picture, but rather a collection of objects that the algorithm has defined. 
Since we are speaking about image recognition these algorithms are designed in such a way so they can be more robust to noise in fingerprint images and deliver increased accuracy in real-time. In a real application, the sensor, the acquisition system and the variation in performance of the system over time is very critical.


Fingerprint matching techniques

Fingerprint matching techniques can be placed into two categories: minutiae-based and correlation based. Minutiae-based techniques first find minutiae points and then map their relative placement on the finger.  However, there are some difficulties when using this approach. It is difficult to extract the minutiae points accurately when the fingerprint is of low quality. Also this method does not take into account the global pattern of ridges and furrows. Correlation-based techniques require the precise location of a registration point and are affected by image translation and rotation. The correlation-based method is able to overcome some of the difficulties of the minutiae-based approach, but, it has some of its own shortcomings.
Fingerprint matching based on minutiae has problems in matching different sized (unregistered) minutiae patterns. Local ridge structures cannot be completely characterized by minutiae.
It is very difficult to achieve a very low false negative rate (rejecting an authorized user) while keeping a lower false positive results (allowing access to unauthorized user) using only one technique. Many companies investigate methods to pull evidence from various matching techniques to increase the overall accuracy of the system.

Fingerprint Identification vs. Verification
In the biometrics industry, a distinction is made among the terms identification, recognition and verification. Identification and recognition are, essentially synonymous terms. In both processes, a sample is presented to the biometric system during access trail. The system then attempts to find out who is the sample owner, by comparing the sample with a database of samples in the hope of finding a match (this is known as a one-to-many comparison). Verification is a one-to-one comparison in which the biometric system attempts to verify an individual's identity. In this case, a new biometric sample is captured and compared with the previously stored template. If the two samples match, the biometric system confirms that the applicant is who he/she claims to be. The same four-stage process — capture, extraction, comparison, and match/non-match — applies equally to identification, recognition and verification. Identification and recognition involve matching a sample against a database of many, whereas verification involves matching a sample against a database of one. 
Of course the major implication of identification would be the time needed for the system to find a match. In the identification process we can find some nice methods of search being implemented using tree structures and hush functions. 

Fingerprint Classification:
Large volumes of fingerprints are collected and stored everyday in a wide range of applications including forensics, access control, and driver license registration. An automatic recognition of people based on fingerprints requires that the input fingerprint be matched with a large number of fingerprints in a database (The FBI database contains approximately 70 million fingerprints!). To reduce the search time and computational complexity, it is desirable to classify these fingerprints in an accurate and consistent manner so that the input fingerprint is required to be matched only with a subset of the fingerprints in the database. 
Fingerprint classification is a technique to assign a fingerprint into one of the several pre-specified types already established in the literature, which can provide an indexing mechanism. Fingerprint classification can be viewed as a coarse level matching of the fingerprints. An input fingerprint is first matched at a coarse level to one of the pre-specified types and then, at a finer level, it is compared to the subset of the database containing that type of fingerprints only.
Other large-scale search methods might be using a tree of classification to search for a match or a smaller subset. Some of the matching methods will use a different representation of the fingerprints in the shape of a long number. This number will be calculated using a kind of hash function, the function will be fed with all the fingerprint characteristics their kind, size, position and order to provide an almost unique number. This internal “id number” will be used for matching the sample with the already existing fingerprints. If this function is carefully built it might result with a single match in most of the cases in other cases of having a few samples a linear search might be applied for one full match. Creating such a formula might take a long time of research using statistical analysis and learning functions. 


Accuracy and Integrity
As a security system, the first question that arises is whether a fingerprint recognition system can be beaten? The answer depends on what we are trying to achieve and what is more important from our secure system point of view. In most cases, false negatives are more likely to occur than false positives – which means a failure to recognize a legitimate user rather than identify a non-authorized person. In highly secure systems it is preferable to have some people unidentified than allowing a non-authorized user to access the system. One should take into account the option of the scanner glass being dirty or the image quality very low, which might be resolved easily (compared to an error in the identifying algorithm).
There is however the option of presenting a fake sample - overcoming a fingerprint system by presenting it with a "false” or “fake" fingerprint is likely to be a difficult deed. However, such attempts are likely to happen, and the sensors on the market use a variety of means to circumvent them. For instance, someone may attempt to use latent print residue on the sensor just after a legitimate user accesses the system. At the other end of the scale, there is the gruesome possibility of presenting a finger to the system that is no longer connected to its owner. Therefore, sensors attempt to determine whether a finger is live, and not made of latex (or worse). Detectors for temperature, blood-oxygen level, pulse, blood flow, humidity, or skin conductivity could be integrated.
Unfortunately, no technology is perfect--false positives and spoiled readings do occur from time to time. But for those craving to break free from the albatross that the password has become as both a security and time-management issue, fingerprint scanners are worth looking into. It is estimated that 40 percent of helpdesk calls are password related. Whether incorporated into the keyboard or mouse, or used as a standalone device, scanners are more affordable than ever, allow encryption of files keyed to a fingerprint, and can, perhaps most importantly, help minimize stress over a stolen laptop.
