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Quantum Cryptography is one of the latest methods of security in the cipher world and has been proclaimed as the ultimate in security. In this paper we will try to gain an understanding of how quantum cryptography works and what makes it so secure.

Introduction
All of the current day classical computer cryptography are based on certain class of mathematical operations that are easy to perform in one direction but are extremely difficulty in the other direction. For example, the very popular public key cryptosystem, RSA, gets its security from the difficulty of factoring large numbers. As the number of digits increase the difficulty of factoring grows rapidly. For example, a 128 digit number would take millions of years to factor with current computers.

The limitation of the classical, purely mathematical, theory of computation is highlighted by a key observation made by Rolf Landauer back in the 1960s that information cannot be separated from its physical representation. In classical physics, information is stored and processed in binary form. In the 1980s, C.Bennet, P.Benioff, R.Feynman and others observed that new and very powerful ways of information processing are possible with quantum mechanical systems. This gave birth to the concept of quantum computing. 

Using new algorithms such as Shor's algorithm, a quantum computer can solve the prime factors of very large numbers in polynomial time which would otherwise take millions of years. If quantum computing becomes a reality then, the above mentioned RSA algorithm will become insecure. Fortunately, there exists an unbreakable code.  

As per Shannon's rules, if the data being encrypted is either much longer than the key or if the key is used repeatedly then, with sufficient computation power, it is possible to infer the message. So to have an unbreakable code, we need a key that is as long as the data and that are not repeated. This is the Vernam code or one-time pad. The biggest practical problem of such an encryption scheme is the difficulty of distributing the key. If the key could be secretly distributed then the data itself could be distributed. The solution to the problem of key distribution was provided by C.Bennett and G.Brassard who first suggested how to use quantum mechanics for secure key distribution.

So in order to understand quantum cryptography, we will first take a look at quantum mechanics. After which we will take a look at one of the protocols that exploits the properties of quantum mechanics for quantum key distribution. Quantum signature is another application of quantum cryptography. In this paper we shall not cover quantum signature. However it must be mentioned that the birth of the idea of quantum cryptography began with Wiesner's PhD thesis idea (in 1960s) of use of quantum money as money that can not be counterfeited.

Quantum Mechanics

Quantum mechanics deals with the behavior of elementary particles, atoms, and energy in terms of probabilities. It is developed from Planck’s quantum principle and Heisenberg’s uncertainty principle. The principle idea is that energy, momentum, and angular momentums as well as charges come in discrete amounts called quanta. This idea describes the nature of photons. Photons are discrete bundles of energy that make up light. 

The rules that describe the behavior of quanta are quite different from the Newtonian rules that describe the behavior of objects that we see around us in our day-to-day life. Superposition, Entanglement and Measurement problem are some of the basic rules that describe the behavior of quanta.

From the theory of superposition principle we know that whenever two (or more) waves are traveling the same medium at the same time then they pass through each other without being disturbed and the net displacement of the medium at any point in space or time is simply the sum of the individual wave displacements. When we apply superposition principle to quantum mechanics it can be seen that the position or energy of the photon can simultaneously possess two or more values. It was observed in the double slit experiment that when a single photon emitted from a ray gun it formed an interference pattern with itself when passing through the 2 slits. See figure 1. Through this we see that the photon seems to have traveled down both paths at the same time thus being in 2 places simultaneously.

The entanglement property applies to a pair of quanta where each is described with reference to another even though they are spatially separated. Specifically, a pair of entangled photons has opposite rotational directions or spin with the total ‘spin’ of the system being zero. The important implication of this property is that the measurement of spin of one gives the spin of the other.[1][2]
The measurement of any measurable property of a photon disturbs its state. This is the measurement problem. However, this fact provides the advantage that the presence of an eavesdropper can be detected.

Before we move on to how this is used in quantum cryptography there are a few more aspects of physics of photons with which we need to familiarize ourselves.

Spin and Polarization

We have already stated that photons exhibit spin. Polarization is the spin propensity of a photon. A photon has an electric and magnetic fields represented by vectors perpendicular both to each other and the direction of travel. The behavior of the electric field vector determines the polarization of a photon.

A Polaroid allows photons to pass through only if their electric field is oscillating in one particular direction. So with the use of Polaroid, we can obtain a beam of light with all of its photons having the same polarization.

Let us next explore a quantum coding scheme that makes use of the polarization property of photons.

Quantum Coding Scheme

As described in the previous section, polarization and measurement of polarization of photons can be done with the use of Polaroid. For the purpose of evolving a simple coding scheme, let us consider only the rectilinear and diagonal polarization schemes. This gives us 4 directions of polarization of a photon. See figure below.

The 4 possible quantum states (shown in the figure) give us 4 quantum bits or 'qubits'. With the 4 qubits we can represent the classical bits 1 and 0 as follows.
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Figure 1 – Mapping of quantum digits to binary digits[7]
Bit 0 = photon with horizontal polarization or by a photon with polarization at 45 degrees to the horizontal direction.

Bit 1 = photon with vertical polarization or by a photon with polarization at 135 degrees to the horizontal direction.

The above scheme, by Charles H. Bennett and Gilles Brassard, was the first proposed quantum encoding of classical bits and is referred to as the BB84 coding scheme.

We shall use the following notations:

'+' to represent the rectilinear scheme

'X' to represent the diagonal scheme

'-' to represent 0 (Horizontal polarization quantum state) 

'/' to represent 0 (45 degrees to horizontal polarization state)
'|' to represent 1 (Vertical polarization quantum state) 

'\' to represent 1 (45 degrees to vertical polarization state)

So, using the above qubit representations, a BB84 transmission for the binary 11010011 could look like this:

	Alice : Bits
	1
	1
	0
	1
	0
	0
	1
	1

	Alice : Qubit
	↕
	↕
	↔
	↕
	∕
	∕
	\
	↕

	Bob   : Scheme
	+
	X
	X
	+
	+
	X
	X
	+

	Bob   : Qubit
	↕
	\
	\
	↕
	↔
	∕
	\
	↕

	Bob   : Bits
	1
	1
	1
	1
	0
	0
	1
	1

	Key Selection
	√
	
	
	√
	
	√
	√
	√


Table 1 – Qubit transmission & binary digit selection
Alice sends the 1st 1 using the + scheme, the 2nd one using the X scheme, 1st 0 using the X scheme and so on.
BB84 Quantum Key Distribution Protocol

BB84 protocol was the first proposed protocol to make use of quantum mechanics to exchange secret key over a quantum channel. It has the following the phases. Please, refer Table 1
1st Step: Alice sends a random stream of bits consisting of 1’s and 0’s using a random selection of rectilinear and diagonal scheme over the quantum channel. On the other side Bob has to measure these photons. He randomly uses one of the two schemes (+ or X) to read the qubits. If he has used the right scheme he notes down the correct bits or he ends up noting down the wrong bits. This is because one cannot measure the polarization of a photon in 2 different ‘basis’ (rectilinear and diagonal in our case) simultaneously. For example, suppose Alice sends | using ‘+’ scheme to represent 1 and Bob uses ‘+’ scheme and notes down the bit as 1. For the second bit Alice sends \ using the ‘X’ scheme to represent 1 but Bob uses an incorrect scheme + and miss interprets it as either | or - noting it down correctly as 1 or 0 incorrectly.
2nd Step: Alice talks to Bob over a regular phone line and tells the polarization schemes (and not the actual polarization) she had used for each qubit. Bob then tells Alice which of the schemes he had guessed it right. This gives the correct bits noted down by Bob. Based on this they discard all the bits Bob had noted down guessing the wrong scheme. Let us say this gives us 1100 binary digits.
3rd Step: The only way for Alice and Bob to check errors would be to read out the whole sequence of bits on an ordinary telephone line. This wouldn’t be a wise idea. So Alice randomly picks some (say 100) binary digits out of the total number of bits that were measured using the correct scheme and checks just these. The probability of Eve being online and not affecting Bob’s measurements of 100 bits is infinitesimally small. So if they find any discrepancy among the 100 digits they will detect Eve’s presence and will discard the whole sequence and start over again. If not then they will just discard only those 100 digits discussed over phone and use the remaining 1000 digits to be used as one time pad.[3]
Let us now take a look at how the above steps ensure a secure key exchange.
One advantage of quantum cryptography is the ability to detect an eavesdropper since Eve can never read the values with out altering them. For example, if Eve reads \ polarization using + scheme then he will be altering the polarization of the photon to either – or ↕, resulting in binary values 0 or 1 respectively. Eve might be able to get the actual (binary) value of 1 but ends up altering the polarization for Bob. If Bob uses X scheme to measure the values he might get either \, which is what Alice sent or /, which is an incorrect measurement.
	Bit Number
	1
	2
	3
	4
	5
	6
	7
	8

	Alice : Bits
	1
	1
	0
	1
	0
	0
	1
	1

	Alice : Scheme
	+
	+
	+
	+
	X
	X
	X
	+

	Alice : Qubit
	↕
	↕
	↔
	↕
	∕
	∕
	\
	↕

	Eve   : Scheme
	X
	+
	X
	+
	+
	X
	+
	X

	Eve   : Qubit
	/
	↕
	↕
	↕
	↔
	/
	↕
	/

	Bob   : Scheme
	+
	X
	X
	+
	+
	X
	X
	+

	Bob   : Qubit
	↕
	\
	\
	↕
	↔
	∕
	/
	↔

	Bob   : Bits
	1
	1
	1
	1
	0
	0
	0
	0

	Selection
	√
	
	
	√
	
	√
	√
	√


Table 2 – Key Selection and detecting Eve’s presence
Here the bits 1, 4, 6, 7, 8 are selected by Alice and Bob since both of them use the same detection scheme. But when they randomly check bits 1, 7 and 8 they find that the values are different. Through this they can detect the presence of the eavesdropper.

This security feature results from the use of a single photon. We know from quantum properties of photons that the measurement of spin of one gives the spin of the other. So if a given pulse sent from Alice is formed by entangled photons then Eve can split these photons using a beam splitter in such a way that he can direct one photon to his polarization detector and another to Bob’s. But if only single photons are generated then in presence of a beam splitter the photons have to choose between Eve’s and Bob’s polarization detectors. This increases the error rate which the BB84 protocol will detect.
Thus, it is the singleness of the photon that guarantees security.

Practical problems with Quantum Cryptography

Beam splitting attack – With current laser systems it is extremely hard to produce a beam of single photons. Sometimes multiple photons are produced. At such times, using a beam splitter, Eve can infer some amount of information. However the difficulty of such an approach is that there is no way for her to find out when a pulse consists of multiple photons. If a splitter is used when a single photon is passing then the photons have to choose between Eve’s and Bob’s scheme detectors.
Man in the middle attack – Eve can be the man in the middle acting as Bob to Alice and as Alice to Bob and thus establish a complete BB84 protocol with both of them. This is only possible if there is lack of authentication when Alice and Bob talk to each other. By ensuring that proper authentication procedures are used, this kind of attack can be avoided.

Distance limitation & media limitation – So far QKD systems have been tested by sending photons through optical fibers and through open space. With optical fibers, the pulse needs to be amplified every some distance. Thus, we cannot establish this scheme over long distance and instead will have to be done hop-by-hop. The distance achieved so far is about 87 kilometers. The open space communication is prone to a much higher degree of errors and so far QKD has been established over distances of only 20-30 kms.
Conclusion

The claim of ultimate security of quantum cryptography is fundamentally different from any of the security claims of earlier cryptographic techniques. It is based on quantum theory which ensures that presence of Eve can be detected when Alice and Bob are exchanging the onetime key pad (which is an unbreakable key).

However for quantum cryptography to become practically viable a lot more progress has to be made to overcome the issue of single photon production, achieving long distances of transmission, understanding all possible attacks. Current key generation rate using quantum cryptography is in the order of 1000 bits/second. This is definitely very low.
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