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INTRODUCTION 

Distributed Denial of Service (DDoS) attacks are a potent, new form of attack on the availability of Internet services and resources. A DDoS attack by definition is any act intended to cause a service to become unavailable or unusable. In a DDoS attack, there are no inherent limitations in the number of machines that can be used to launch the attack. A DDoS attack utilizes the distributed nature of the internet, with hosts owned by disparate entities around the world. These unsuspecting computers are then used to wage a coordinated mass-scale attack against a particular system or site. In addition, since these attacks are coming from a wide range of IP addresses, it is much more difficult to block and detect at the firewall level.   

In this paper, we will give a brief history of famous DDoS attacks, step by step on how DDoS attack takes place, and describe several types of DDoS attacks. Some attacks we will go over are smurfing, UDP flooding, TCP SYN attack, and PUSH + ACK attack. From this paper, we hope the reader has better understanding of what DDoS attacks are and be able to protect their system from these types of attacks.
HISTORICAL PERSPECTIVE


In February 2000, one of the first major DDoS attacks was waged against popular search engine Yahoo. This attack kept Yahoo off the Internet for about 2 hours and cost Yahoo a significant loss in advertising revenue.  Around the same week, CNN, EBay, and Datek websites were taken down for several hours due to same attack. Another recent DDoS attack occurred on October 20, 2002 against the 13 root servers that provide the Domain Name System (DNS) service to Internet users around the world.  If all 13 servers were to go down, this would be a disastrous problem for the Internet.  Although the attack only lasted for an hour and the effects were hardly noticeable to the average Internet user, it caused 7 of the 13 root servers to shut down, demonstrating the vulnerability of the Internet. 

HOW DOES DDOS ATTACK TAKE PLACE

Here we will go step by step on how DDoS attack takes place. The main point is that DDoS attacks work in a way that the attack and attacker are well concealed from being caught for their actions. 

Step 1

The DDoS attack operates through a client machine by hacking into weakly secured computers. This is done by searching and finding well-known defects in standard network service programs and commonly weak configurations in known operating systems. But before that attacker can start, the attacker scans these systems looking for vulnerabilities. Unfortunately, this phase very much favors the attackers.  The attacker uses computer systems and network port openings to gain access. The more ports that are open, the more points of vulnerability. 

To determine which ports are open on a given system, a program called port scanner is used.  A port scanner runs through a series of ports to see which ones are open. Usually a machine in TCP/IP stack has 65,535 TCP ports and 65,535 UDP ports. The number of ports combined has a potential doorway into the system. Normally, major services listen on fixed port number with the list of open ports on a target system. Using this information, the attacker can get an idea of which services are in use by checking RFC 1700, “Assigned numbers”.

In the Windows environment, one good scanner is called Scan port. This is a fairly basic port scanner but it enables the attacker to specify both the range of addresses and range of ports to scan.  On the Unix side, the best scanner is Nmap. This program scans for open ports by sending packets to the target system to interact with each port.  What type of packets is sent and how does interaction happen depend on type of scan being conducted.  Some of the types of scan are as follows. 

TCP Connect: Completes the three-way handshake with each scanned port.

TCP Syn: Only sends the initial SYN and awaits SYN-ACK response to         

                  determine if the port is open.

UDP scan: Sends a UDP packet to target ports to determine if a UDP service is  

                     listening.

Ping: Sends ICMP Echo request to every machine on the target network, for                                             

          locating live hosts. 

After the vulnerability scan is done on the target system, a list of vulnerabilities is given to the attacker could exploit. The reason behind the scan is to automate the process of connecting to a target system and checking to see if the vulnerabilities are present. 

 
Another scan tool called Nessus scans random IP addresses to find a known vulnerability. After the scan, a list of victim systems is created that shares the same common vulnerability.

Step 2

            After the scan, the attacker chooses a number of machines to be involved in the attack. These systems are also known as handlers or masters. Now the attacker can find a way to gain access and have significant control over these machines.  Most common method is using Stack Based buffer overflow attack. Any application or operating system component that is poorly written could have this problem. A buffer overflow attack happens when an attacker tries to store too much information in an undersized receptacle. Buffer overflow takes advantage of the way in which data is stored by computer programs. When a program calls a subroutine, the function variable and the subroutine returns address pointers stored in a logical data structure known as stack. A stack is a portion of memory, which stores information about the current program needs and contains the address where the program returns after the subroutine has completed execution.

When the buffer is overflowed, the data placed there goes into neighboring variable space and eventually into the pointers space. To cause the attacker’s code to be executed, the attacker precisely tunes the amount and content of data to cause buffer overflow and stack to crash. The data the attacker sends usually consists of machine specific byte code to execute a command plus a new address for return pointer.  This address points back into the address space of stack, causing the program to run the attackers instruction when it returns from the subroutine.  To help improve the odds that the return pointer will jump to a good place to begin executing the attacker’s code, attackers will often prepend a series of NOP (no processing) instruction to their machine level code.  A key point is that attacker code will run at whatever privileges the software that is exploited is running at.  In most cases, attacker tries to exploit program running as root or administrator privilege.  So attacker can easily install backdoor on a system in this way.

The captured machines are now instructed to control another set of captured machines. These are called the agents or daemons. By doing this, it ensures a measure of cautiousness on the part of the attacker. Now it is very difficult and impossible to track and find the actual attacker on the Internet. The attacker comprises more systems until the risk of being captured is almost impossible. At the end, the attacker knows the addresses of all the nodes and stores them in a file on his control system. This is later used to attack the victim. 

Step 3

After the attacker breaks into the system, they want to be able to get back into victim’s system whenever they want. They could achieve this by installing a backdoor entry as in step 2 or by installing a rootkit (very common in Unix operating system). A rootkit is like a trojan key system files on an operating system. The attacker can replace the login program by overwriting it, but it would be obvious someone messed up the system so a legitimate user could not gain access. To avoid this, the attacker could add some feature into existing login program like allowing someone to have root access without prompting for a password; it would be hard for the administrator to detect their system has been comprised.   In general, rootkit provide false information or lie to the administrator to hide what the attacker is doing.  The rootkit masks attack activity going on the background.

       So finally the actual attack takes place. The attacker on his computer using client software sends instructions to the handlers or nodes to launch a particular attack.  These attacks come from variety of different flooding attacks against specific victim.    

TYPES OF DDOS ATTACKS

SMURFING

In a smurfing attack, a network amplifier is used create a flood of traffic to target a victim system.  The attack begins with a ping packet sent to some system, which supports direct broadcast messages known as a network amplifier.  A network amplifier is usually a system on the Internet with an incorrect configured network.  The source address of the packet is spoofed to be that of the victim system.  Spoofing is a way for the attacker to send messages to IP address, which says that the message was from a trusted host.  By doing this, all the ping responses are sent to the victim system. Using the network amplifier with 50 hosts, 50 packets can be sent to the victim by just sending one packet.  Network amplifier will receive packet by packet until the maximum amount of traffic is sent.  This is because the network amplifier itself has a fixed bandwidth connection to the Internet.  At the end, the attack will be traced back to the network amplifier and not the attacker.

 

Smurf attacks rely on a directed broadcast to create a flood of traffic for a victim on a particular IP address. An IP address is made of host address and network address. If the host part of address is all 1’s then the packet is destined for broadcast address of the network. For example, if the network IP address of the network were 10.1.0.0 with net mask of 255.255.0.0, the broadcast IP address for the network would be 10.1.255.255. Using 255 consecutively means there is a message for network IP address because host contains 16 consecutive 1s.  This in turn will cause every machine on destination LAN to read the packet and send a response.

 

The packets sent by the attacker are ICMP ECHO REQUESTS.  Normally if the packet’s destination network router allows direct broadcasts, all destination LANs will receive the packet. Once received, these machines will then send a ping response. By sending 1 packet, thousands of response packets can be sent.  If the first ping response were from spoofed address then all ping responses from the network would be sent to the spoofed address. The number of response packets will increase with more machines on the network that allow direct broadcasting. Using this idea an attacker can conduct a smurfing attack. 

A similar attack to smurfing is the fraggle attack. Fraggle is similar that the attacker sends packets through network amplifier but differ by using UDP ECHO packets rather than ICMP ECHO packets.  The attack begins with packets sent to IP broadcast address. The destination is UDP port set to a service, which can send the response. The service that receives the packet just sends the packet back exactly as received.  By doing this, all machines will echo UDP traffic back causing a flood of the victim’s system.

 

UDP FLOODING


  User Datagram Protocol (UDP) is a connectionless protocol.  When sending data packets through UDP, no handshake is required between the sender and receiver. The receiving party will receive packets to process. If a large number of UDP packets are sent, this could cause the victim system to be saturated. This in turn would reduce the bandwidth amount available for legitimate users on the system. 


When the attacker uses UDP flood attack, UDP packets are sent to either random or specified ports on a victim system.  Most of the time they are sent to random ports. When the packets are sent, it causes the victim system to process the incoming data. The system then has to determine which application sent the request. If no applications were running on targeted port, the victim system would send out ICMP packet indicating the destination port is unreachable.  As with smurfing, UDP flooding uses spoofed IP address when sending the attacking packet. By doing this, the return packets are sent to another system with spoofed address and not sent back to zombie systems. Another side effect of UDP flood attacks is that these attacks can fill the bandwidth connection around the victim system causing those systems to experience problems with their connectivity.

TCP SYC ATTACK

A TCP SYC attack is a denial of service attack in which attacker deliberately violates the three way handshake and open a large number of half open TCP/IP connections.  Potential targets for this attack are any system connected to Internet that provides TCP based network services. Some examples include a web server, FTP server, or mail server. 

When a TCP connection is made to a system providing a service (server), the client and server exchange a set sequence of message known as three-way handshake. The client’s system begins by sending SYN (synchronization) message to the server.  The server then acknowledges the message by sending SYN-ACK message to client.  The client then finishes establishing the connection by responding with an ACK message.

Problems arise when the server system has sent an acknowledgment (SYN-ACK) back to client, but has not received the final ACK message.  This is called the half opened connection.  In memory, the server has a built in data structure describing all pending connection. This data structure is finite size and can be made to overflow by creating lots of partially opened connections.  When a large volume of SYN requests are being processed by a server and none of the ACK+SYN responses are returned, the server begins to run out of processor and memory resources

In a TCP SYN attack, the attacker instructs the zombies to send some bogus TCP SYN request to a victim server in order to tie up the server’s processor resources. This in turn, prevents the server from responding to legitimate requests. The source address of SYN packet sent by the attacker is spoofed thus hiding the identity of the attacker. 
PUSH + ACK ATTACK

In the TCP protocol, packets that are sent to a destination are buffered within the TCP stack and when the stack is full, the packets get sent on to the receiving system.  However, the sender can request the receiving system to unload the contents of the buffer before the buffer becomes full by sending a packet with the PUSH bit set to one.  PUSH is a one-bit flag within the TCP header.  TCP stores incoming data in large blocks for passage on to the receiving system in order to minimize the processing overhead required by the receiving system each time it must unload a non-empty buffer.

The PUSH + ACK attack is similar to a TCP SYN attack in that its goal is to deplete the resources of the victim system.  The attacking agents send TCP packets with the PUSH and ACK bits set to one.  These packets instruct the victim system to unload all data in the TCP buffer (regardless of whether or not the buffer is full) and send an acknowledgement when complete.  If this process is repeated with multiple agents, the receiving system cannot process the large volume of incoming packets and it will crash.

SUMMARY & CONCLUSION


DDoS attacks uses advanced methods of attacking a network system to make it unusable to legitimate network users.  These attacks are an annoyance at a minimum, and if they are against a critical system, they can be severely damaging.  Loss of network resources costs money, delay of work, and cuts off communication between network users.  The negative effects of a DDoS attack make it important that solutions and security measures be developed to prevent these types of attacks.


Detecting, preventing, and mitigating DDoS attacks is important for national security.  In the same manner that the Internet has become more user friendly over the last 10 years, and more individuals, businesses, and government agencies make use of it, so has hacking and disrupting network traffic.  DDoS attacks are easy for attackers and script kiddies to obtain and the potential for other attacks like the recent attack against the 13 root servers is quite high.  Finding methods for preventing and stopping DDoS attacks will be important for national security.   Understanding DDoS attacks and tools is a first step towards this, and the main contribution of this paper.
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