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Trojan Horse Program

What is Trojan Horse Program
Trojan Horse Program is one of the today’s most serious threats to computer security. This program not only effects a user’s computer, but that user can also infect and attack others system unknowingly. In today’s computer world, a Trojan Horse program is defined as “ malicious, security-breaking program that is disguised as something benign”. For example, a user download a file that appears to be a movie or song, but when he clicks on it, that user will get Trojan Horse program running on your system, and it can erase all of his data from his hard disk, send credit numbers and passwords to a stranger.

A Trojan horse is a program, not a virus. It infects your computer and allows a hacker to get control over your computer. If your computer is infected, then it will be controlled totally by a hacker. Mostly home users are much targets of Trojan Horse programs because all other official organization and bank take care of this security in advance and keep a secure policy to prevent this type of attack.

History behind the naming convention of Trojan Horse Program

Greeks won the Trojan war by using a big hollow wooden horse to get to the city of Troy. The other side thought it is symbol of peace, but that horse was filled with Greek warriors. When the Trojan went to sleep, the warrior hidden inside of horse came out and won the battle. 

How Trojans Programs are Spread:

Trojans Programs are spread in many ways such as email attachments, in chat room by sending files, and files placed on sites using fake names of games to download. 

Or they join a Trojan program file in a legitimate file and when you run it, you are aware of it, but a Trojan Program is installed in background and now it is sitting and waiting for hackers to connect and get control over your computer. 

When this program is executed, then Hacker will know that their victim is online and they have chances to do anything they want. 

Now Hackers will scan computers that are infected by Trojan Horse Program. They will get a list of cached password and they will use it to access users’ mail account or dial-up connection. The example of accounts that are taken over by Hacker are AOL and ICQ.

Now sites you used to pay or subscribe and online banking accounts are accessible by Hackers.

Hackers can take over of a user’s account

If a user own a web site, then a hacker can access this site and exchange his personal and trusted files with Trojan programs, and then delete his web site and changing the password which will cause user’s hard work to go in waste and denying his access to web site.

Some hackers use ICQ takeover feature which is basically downloads a user’s ICQ database along with his personal and private chat history and its password to their own ICQ. Once they get succeed to do this, their next step is to log onto the ICQ as the user 

and they change password and the email address that ICQ can send to user if user request his lost email or password. Now the account is owned by the hacker and the user has very little chance to get it back. Their next step will be sending a message to all friends of the users on ICQ with a Trojan Horse program and as the user friends trust them from long time, they will download the file and run it. So hacker will get control over to other’s computers as well. 

Files Accessed by Hackers:

Hackers can access a user file in a way as they are accessing them from their computer. They can access important and personal files such as Bank Statements.txt, Business_Proposal.doc, Carloan.txt, Credit Card Statement.txt, Holiday Arrangements.doc, Resume.doc, Mortgage Payments.txt, Password.txt. 

Hackers can alter victim’s documents. For example, if he has worked really hard on Resume and now searching for jobs online. If he finds some good openings and now he is sending resume to Hiring manager, but the resume has been altered by the Hacker. He has changed some information like why did you leave your last job, then you won’t get job in the company you want to apply for. 

Hackers are usually interested to get people private documents. Some users have chat history stored and they like to get them and there have been cases of blackmail. Trojan horse program also display pictures on victim’s system. Many people have experienced this kind of problem. Hackers like to display some scenic pictures on victims screen, and it won’t go away until the user doesn’t restart his computer or by changing the computer wallpaper. 

Impact of Trojan Horse Program

Trojan Horse program can do anything a user can do on his computer. This includes:

1.   It provides hackers a complete access to victim’s computer. 

2. It can delete files that a user has privileges to delete.

3. It can change any files that a user can modify.

4. It can get an authorization to install other program with the privilege of the user, which a hacker doesn’t have an authorized network access.

5. It can install other Trojan Horse program

6. If the user has administrator privileges, then Trojan Horse can do anything that an administrator can.  

7. If a Trojan Horse Program has been installed and initialized on a user computer, then that computer can be target and used by any one who knows how to connect that computer with Trojan Horse Server.

How to avoid getting infected from this Trojan Program?

1. You should never download a file from a site or people about which you are not 100%  sure. Even you are downloading a file from a friend, you should be careful and know about the content of file before opening it. 

2.    Need to be aware of hidden extension. 

3.    Don’t use a feature that automatically get files or preview files. It is convenient for users but any one can send them file by this way which is a problem. For example, don’t turn on “auto DCC get” in mIRC, besides this you should screen manually  every file you get. Also, disable the preview mode in Outlook email program.

4.  Never go to a web site mentioned by a stranger or don’t type any command that a      stranger tell you to type.

5. Don’t download an executable file and don’t run it to just check it because once you run it first time, Trojan Program will infect your computer. 

Examples

Examples of Trojan Horse Program are : Netbus, Back Orifice and SubSeven.

SubSeven

SubSeven is a Trojan Horse Program which attacks computer running on a Windows 9.x platform. It is more popular from other types of Trojan because it allows hackers to issue commands and get control of computer remotely and it provides much more options than Netbus and Back Orifice.

What can SubSeven do?

It provides following capabilities to Hackers:

1. It restarts Windows of Victim’s computer.

2. It allows to reverse mouse buttons.

3. It can record sound files from microphone used on victim’s machine.

4. It can record video images from a video camera attached to the victim’s computer.

5. It can change desktop color, wallpaper and turn on and off the victim’s computer.

6. It can Open and close CD-ROM drive.

7. It can capture screen shots of user’s currently activity.

8. It allows hackers to gather other important things like accessing personal files, size of hard disk, version of Windows running, and cached passwords.

9. A new version of SubSeven also allow hackers to know whether a victim is presently online, a manager feature that can abort a program running on victim’s machine.

10. Hackers can turn on a user camera installed on his computer and watch him without his knowledge.

11. The Hacker can see every key that a user is pressing. 

Part of SubSeven Program: 

There are three parts:

1. SubSeven Server : This server program must run on victim’s machine in order to Client(Hacker) to have control over the computer and get the full access to it.

2. Client : The Client program is used by Hacker on his machine to connect to the Server(victim’s computer). 

3. Server Editor : It provides an interface to Hacker that allow him to choose an option and get information about infected computer. It gives option to Hacker that if a victim is online, how he would like to notify like via email or ICQ message. Other option like if the Server should continue to run or disappear after first run. And which port should be open the client use to connect to server.

Detection of a Trojan Horse Program

If someone wants to know if their system is infected from Trojan Horse Program or not, they might look at process list running, and if they don’t find any suspicious program then that doesn’t mean that computer is not infected. Because Trojan hides itself  from the process list under the Alt+Ctrl+Del key in Microsoft Windows.

To detect, one can scan his computer for open port.

A real Trojan Horse Threat 

An email worm was spread using Spam emails that contained Trojan Program. This attack targeted the customers of ebay’s PayPal online payment service. Antivirus company including Sophos and Kaspersky warned paypal’s customers about this threat that an email containing some payment discount from Paypal. The email subject line contained “PAYPAL.COM NEW YEAR OFFER” and the message contained: “for a limited time only PayPal is offering to add 10% of the total balance in your PayPal account to your account and all you have to do is register yourself within the next five business days with our application(see attachment)!”.

To get it infected, if a user opens the attachment zip file, he would have to open another file that will install Trojan Horse program which connects to a website in Russia and gets the latest version of worm, Mimail-M.

When this program gets installed, then Mimail-M will change configuration of Microsoft Windows so it will cause to launch worn whenever windows starts. It spreads more Trojan programs by getting email addresses from hard drive and mails copies of itself to those addresses. It also creates fake PayPal web pages which ask users to enter credit card number and their personal information. 

How to get rid of Trojan

Clean Re-installation: This solution will ensure that Trojan program has been removed from the system. Keep a back up entire hard disk, and reformat the disk and reinstall the operating system and get the documents from the backup CD. 

Anti-Trojan Software: There are many anti-virus software available today. They help to remove Trojan from system. But we should use the latest version in order to work it properly. 
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           A  picture of SubSeven Trojan
