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Digital rights management

Digital Rights Management (DRM) systems restrict the use of digital files in order to protect the interests of copyright holders. DRM technologies can control file access (number of views, length of views), altering, sharing, copying, printing, and saving. These technologies may be contained within the operating system, program software, or in the actual hardware of a device.

DRM systems take two approaches to securing content. The first is "containment," an approach where the content is encrypted in a shell so that it can only be accessed by authorized users. The second is "marking," the practice of placing a watermark, flag, or a XrML tag on content as a signal to a device that the media is copy protected.Both approaches are vulnerable to cracking by individuals with "moderate" programming skills.  

DRM systems can prevent the anonymous consumption of content. DRM systems could lead to a standard practice where content owners require all purchasers of media to identify themselves. In other areas where individuals can borrow or purchase media, such as video rental stores or libraries, statutory and ethical protections prevent the transfer of personal information linked to the content acquired. This gives rise to one form of protection called the remote control problem.

The remote control problem:

This is the case where the authorized person has control over the information which has been distributed.

e.g., Digital book- the control placed over the distributed book is the number of times it can be read, or say no further distribution. 

rious ways of securing data:

Lame software based DRM:

Here data protection is prevented by the use of some other tool. E.g., Adobe, this company protects its data from copied by unauthorized users by the use of the file tool “save as”. When data is attempted to be saved, the save as is grayed out thus preventing access of data.

Tamper resistant hardware:

This scheme makes use of better software based DRM. Here the key is buried inside the tamper resistant hardware. This scheme looks more secure as the key is not stored transparently.

Case study: Media Snap’s DRM system:

The architecture of Media Snap’s DRM consists of:

1. Secure document server (SDS)

2. PDF plug in                               



Using the above architecture, data is secured. Here the document from sender to reader is encrypted with the session key using standard encryption scheme. From the SDS to the receiver persistent protection scheme is used. 

2 modes of key protection is used:

1. Tethered mode: In this mode the key is placed in the SDS server. When the user wants to reads the document, he requests the server to hand him the key. The key is passed back and forth between the reader and sender. Presence of the server is mandatory. Snooping could be a huge issue here.

2. Untethered mode: In this mode the key is buried into the document. Here no server is necessary. The document goes to the legitimate user. The issue here is with the receiver’s actions.

To protect the key on the client side:

Two shells of protection are used. The outer shell is tamper proof. The basic object code ie., the binary program is encrypted at all times. Slices of the program are decrypted and this slice checks for the debugger code. The possible attack here is the Man-in-the –middle attack.

If someone is able to break into the outer shell, the inner shell is protected through obscurity. Obscurity here is achieved by encryption (AES)  and scrambling (variations of RC4).

Thus the key is made totally secure.
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