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ABSTRACT

AUTOMATIC SOFTWARE PATCHING TOOL

By FanYang

Today, there are many hackers trying to break sof#twsing reverse engineering tech-
niques. To better protect software, we need to rataied reverse engineering methods.
This project presents a tool that automaticallylyares executable code in a manner simi-

lar to the way an attack might analyze code.

Using reverse engineering technigues, executablebe disassembled to yield an as-
sembly code representation of the program. Assegddg is much more human reada-
ble than binary code. With assembly code, an agtackn attempt to modify the program

to do something other than what was intended byléveloper.

The tool that we have developed allows trex ts specify any two points in the
assembly code, and then attempts to find a vakd@on path between the two speci-
fied points. That is, the goal of this projectasdevelop a tool that will automatically find
a path between two given points in the assemblg cealy, point A and point B, and then

modify the executable so that if point A is reacitbeén point B will be reached later.

Keywords: Reverse Engineering, Security, Ollydbg, IDA Progd Data Structure
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1.0 Introduction
Reverse Engineering was presented by ChikofskyGaods in the 1990s [1]. The

main idea is to discover the technological priregpbr implementation information of
software by analyzing software structure or funtdioReverse engineering techniques
are used to reproduce or reuse the structure éxtrérom a software system of which
source code is not available or accessible. Fanple scholars or developers can study
the programming technology by analyzing otherstvgafe and then improve their own
software development skillReverse engineering is currently successfully apio

some areas, such as recovering design patterngy2}se engineering binary code [3],

or recovering architectures [4].

However, reverse engineering techniques have bdended to break software systems.
Since developing new software has always been deresi much more welcome than
maintaining the existing systems, not much attentias given by developers to doing the
research and developing reverse engineering tegbsidiowever, reverse engineering
has recently become an attractive topic in compadience. More and more developers
have come to patrticipate in this field of compgeience. Reverse engineering is ready
to be taught in computer science and other relategrams [5]. Reverse engineering
techniques can also enhance software engineertijgJdst like everything else, software
reverse engineering can be used for good or maetpurposes. Hackers can also make
a Trojan version or insert virus into the softwasing reverse engineering technology.
More realistically, users could patch softwarelsat it could be used without registration

or payment. For example, software does not nornfiatigtion if the incorrect serial



number is input, but it can be used if the softwaas been patched, even if the serial

number is incorrect.

2.0Reverse Engineering Background

Reverse engineering is a very broad topic. It aadibided into two categories: Code
Reverse Engineering and Data Reverse Engineer]ngt& form of reverse engineering

covered by this paper is focused on the code level.

2.1 Code Reverse Engineering
Code reverse engineering is important in that #heldusiness rules are buried in the code

of the legacy systems. In nature, software is gimial, to update function, add new fea-
tures, or improve performance and enhance qudldglitionally, the documentation for
the software or system is very poor in most caseslae source code is probably the on-

ly reliable information for the system.

Over the past several years, a few techniquesd#d peverse engineering have been pro-
posed to analyze code. In general, these technigagswell when handling the soft-
ware at the syntactic level. But that may not désant for researchers. For example,
the architecture and engineering constraints araveilable when analyzing the code,
since it is in the software engineers’ mind. Thus,will miss the big picture behind the
software system if we focus solely on these lovelewf abstraction. The need for focus-
ing on much higher levels of software architecgheuld be considered in future re-

search.



Now we will take a look at an example for code reeesngineering. Due to different
compile principles and language design, there @reral types of code level reverse en-
gineering design. One is to reverse the byte cedemted by JAVA or C#, which is
easy to do. We can simply download a de-compildriaput the byte code. Then the
output is pure source code that is usually vergelo the original version. Therefore, to
make it hard to reverse engineer source code, agnmy Java or C#. Another case is to
reverse executables produced from compiling C or.@evelopers can still find debug-
gers and de-compilers for such executables. Howéweoutput is in assembly code ra-
ther than pure source code, making much hardetdegelopers to read and get the struc-

ture of the original code.

2.2Data Reverse Engineering
While code reverse engineering helps software esgmto understand how a function is

executed, data reverse engineering is focused abimormation a system has. Data re-
verse engineering is a new approach to deal with digintegration problems combining
structured data analysis techniques [6]. Data sgevengineering is not as popular as code
reverse engineering since code reverse enginesroansidered challenging and inter-
esting. However, data reverse engineering haswatenore attention than it did a

couple of years ago. The reasons are various. ©thati researchers realize that data do-
cumentation recovered by these techniques camhighating software systems. Another
reason is that data mining techniques have becoone popular to analyze data, driving

the development of data reverse engineering.



In summary, data reverse engineering has drawn m@tiehtion in recent years. As a
complement to code reverse engineering, data reesrgineering helps users to extract

more information from an existing system.

2.3 Current Development
Reverse engineering is a helpful technique to aeatlye algorithm or programs from an

existing system. Additionally, it is useful to m&m or reduce the system. The impor-
tance of reverse engineering is recognized by achall over the world. Conferences
such as WCRE (The Working Conference on ReverseEegng), PASTE (The work-
shop on Program Analysis for Software Tools andigw®ying), IWPC (International
Workshop on Program Comprehension) are held anniidliThe main development on
reverse engineering is concentrated on code urahelisg. For example, reverse engi-
neering outperformed on Millennium Bug making peoalize the importance of re-
verse engineering. This is one reason why it i®lmieg more and more popular today.
In particular, the main achievements of reversersaying are concerned with program
analysis, design recovery, and software visuabrgir]. Many useful tools for reverse

engineering have also been developed and will fmudsed later in this paper.

Though reverse engineering development has beendifor several decades, there are
still some unsolved problems. For example, thermisnified concept, frame or terms.
Moreover, most tools are not well integrated withew tools, restricting flexibility.

Overall, reverse engineering is still in its eastgiges, and we can expect to see improve-

ment in the future.



2.4 Future Trends in Program Analysis
Reverse engineering will aid software comprehenaimhserver maintenance and reen-

gineering. However it still has some challengeq.[Ohe of the key challenges for re-
verse engineering is the high dynamic feature fogmms [7]. Many programs use po-
werful language features. For example, Java suppeftection, which allows a class to
be loaded at run time. Under such circumstancese severse engineering techniques,
such as static analysis, become useless. The resawt it is impossible to find the ref-
erence for an object that will be loaded at ruretiherefore, studying analysis of static
and dynamic dependence [14] and developing dynamatysis for reverse engineering

to complement the constraints of static analysigesessary.

Another equally important challenge comes fromditwess-language applications. The
analysis tools must cover diverse languages ainhiigees for analyzing software. For
example, developers can write some C code andrateethat with the java code using
Java Native Interface, or including some SQL sdrighe program. Hence, simply ana-

lyzing the program in Java is not enough.

Additionally, the obfuscation technique makes reee¥ngineering more difficult [13].
For instance, users can normally get Java soume lop using reverse byte code. How-
ever, the readability for the code is greatly rextlif the original code has been obfus-

cated.

In summary, as programming techniques developrsevengineering techniques should

also be updated; otherwise, they will become oettlahd useless.



2.5 Some Tools for Reverse Engineering
There are numerous debugger tools on the marklegreiommercialized or for academic

purposes. In this section, we will present the tgyaent of reverse engineering, as well

as the main functionality for each of the usefol$o

There are many good tools for reverse engineebegending on the functionalities,
these tools are described by different names, asicte-compilers, disassemblers, obfus-
cators, shrinkers, optimizers, preverifiers, an@isoAll of them are very useful for re-
verse engineering. Developers can use these tmelshiance the security of their pro-
grams to avoid attacks. But hackers can also gleare useful information and find de-

fects. Here are several tools for software revgrsecurity checking, and reuse:

CafeBabe: a Java bytecode editor. It works as doremt disassembler for Java bytecode

[8].

COBF: a source code obfuscator. It makes it diffitar programmers to understand the
source code, but the obfuscated code still hasahee functionality as the original source

code [8].

Jad: a Java bytecode de-complier. It attemptsddyme Java source code from a given

bytecode [8].

Reverse Engineering Compiler: a machine code depliemit reads an executable file

and attempts to produce a C-like representatiadheotode [8].

IDA Pro: an interactive debugger and disassembiebihary code [8].



Another very popular and useful tool in reverseieegring for machine code is Ol-
lyDbg. OllyDbg is an analyzing debugger for 32dmssembler level [9]. It is shareware,
but the users can use it for free. OllyDbg is a agwamic behavior tracing tool, compa-
rable with the idea of IDA Pro and SoftICE. SincyDbg is freely available and easy to
use, it is currently the most popular debuggerdisdssembler. Furthermore, OllyDbg
also provides an open framework for plug-in. Entasts can develop different kinds of

plug-ins to OllyDbg.
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Figure 1. Ollydbg main windows



Figure 1 shows a screenshot of the main windova®fQllyDbg softwarel'he main user
interface of OllyDbg is composed of several windo@BU window, LOG window, ex-

ecutable modules window, thread window, and so on.

The de-compiler window is composed of four itemgual address, hex dump, disas-
sembly code, and comment. The language used tdogeeseftware is quite important.
Users can use OllyDbg to decompile any executalele developed in C/C++, Pascal,
however, not all the executable files can be dedlechgorrectly. For example, if the au-
thor has developed a program using C#, which igdaino Java, then no useful informa-
tion will be obtainedhrough OllyDbg. C# language has its own de-compltiat can

convert the executable file directly to the sowrode.

3.0 Finding the Execution Path

3.1 A Typical Case for Reverse Engineering
As discussed above, users should have no probleongeling byte code, since the out-

put would be pure source code. But users havediffi in disassembling executable
files, since only the assembly code is availabkerd probably will need to study the as-
sembly code so that they can get some informatmm the application, such as the
structure of some portion of the software, or thecaition path of a certain function. For
example, if we look at a serial verification furetiin assembly, we probably will find
some interesting string, e.g. “Please input theakeumber,” and “Congratulations, the
serial number is correct.” These two messageseamesensitive in this code, since it

provides the exact information that the functiofl show to users. In other words, these



two points should be like an entrance and an exitlfe serial number authentication
function with the starting point at “input the sgmumber” and ending point at “the seri-
al number is correct” if the serial number is amach A similar situation to that dis-

cussed above is shown in the Figure 2:

EIEILSLE ] e DO PO LHLL Sl L Lo I L oD
ER4Elgis|| . ER 1E010E0E CALL serial.@8481430
EE4ElS1A|| « CP@424 oBS@d@ MOY OWORD PTR 55:[ESF],serial.@840z000 ASCII B8A,"Enter Seri™
EEdEiszl || - ER S4D00EneE CALL serial.@848137A

Ga4@als2a|] o 8045 0O LEA ERX,DWORD PTR 55: CEEF-281

HE4E1329)] « 894424 B4 HMOU OWORD PTR 55:[ESP+41,ERH

HE4E1320(] « CPEdz24 1688401 MOV OWORD PTR 55:[ESF],serial.B0d4pnz3ale ASCII "#s™
EEdEiszd || o ER FFEO0EG0E CALL «JMP.&mswort . scant scant

Ba4@1339(| . 8045 D8 LEA ERx,OWORD PTR SZ: [EBF-ZE2]
EE4E1aac) ] . Ceddzd @3 @20 MoW DWORD PTR S55: [ESP+21,8

BadE1z44 ||« CP4424 B4 1931 MOY DWORD PTR SS:[ESPF+4],serial.004@301Y) ASCIT "DEADEBEEF™
HE4E124C) ] . F9E424 MOU DWORD PTR S55: [ESFI1,ERR

EEdEigdr || . ER SCEODEEE CALL <JMP.&msuwcrt . strncrps Strncmp
HE4E1354 8ECA TEST EHRR,ERR
EE4E1356 74 BE JE SHORT =zerial.dbBd4@1365

pa4alizEz(] « Crod2d 24268401 MOV DWORD PTR_SS:[ESPl,serial.@8482624 | ASCII "Errort Incorrect serial numk
EE4E12EF(] « ES le@@@8EE | CALL serial.@@48137A
HE4El a4 )] ~EB_BC JMP SHORT serial.@@4@13v2

padalizec|] » CYodad Sazadal MOV DWORD PTR_SS:[ESPI,serial.@8488058 | ASCII "Serial number is correct.@™
pad4aizelll . ES 08008808 | CALL serial.@@48137A

Figure 2. Typical case for authentication

Can we force the program to execute to the instmicf showing the message of “the
serial number is correct” even if we do not hawedbrrect password? To perform such a
task, we need to change the execution sequenceddiy the executable. After examin-
ing the code carefully, we find that there is adibanal jump above the message. De-
pending on the value of the conditional jump, tkeceition path can go to one path if the
condition is true, or go to another path if thedition is false. If we can change the con-
dition for the jumps, for example, changing thedition from true to false, or if we can
change the type of jump instruction, for examplgrging the jump instruction to its op-
posite, then the executing sequence will be chaagete expect. Basically, there are
two steps to achieve the goal. The first step finebthe path between the two points,
another step is to change some condition and niekgimnp true or not true. Usually,

these are done by loading the executable in a dwend tracking the execution step by



step manually. If these two points are located anlgw jumps away from each other, it
is not hard to hack the underlying logic. But samet the path between two points is
long, and users cannot easily find it. Furthermbneling the path between the two
points manually is always tedious and time consgmintool that allows users to input
the two points and automatically patch the file \Wddoe very useful. This project has
been established to fill this need. Specificalig goal of this project is to develop a tool
to find a path between two arbitrary points in aaaitable, and if the path is found, it
will try to change the binary code to guaranteé¢ @imee the beginning point is entered,
the end point will be reached. The section bellalwdescribe how to design and imple-

ment such a tool.

3.2 Analyze the Problem
All the binary files can be translated into assgndolde by the de-compliers. The route

for the program is composed of assembly instrustidngood analogy is that we can
treat the program as a map roadmap of the Unitege§tand all the functions or sub
functions in the program are treated as differgassn the map. The users are driving on
the map. According to the roadmap, a driver catoguther places within the U.S, but
there may be some sites tlaa¢ forbidden for security reasons, so some s@enat be
reached, although they do exist. Similarly, a haekeays wants to approach an execu-
tion path. In order to get to the specific sites Hacker should creaseroute which can
reach the place without any blockage. To find sarclexecution path, we can think of a

guestion: Can go to Google from San Jose Statedusity?

10



How can we go to Google from San Jose State Uniy@rSlormally, the first step is to
search the highway that is connected to San Jase Shiversity, and we will find 280.
But we cannot get to Google directly from 280, sorveed to find which highway is
connected to 280, and then we get 87, 680, andTI¥L.next step is to check whether
one of them is connected to Google. We find wegmto Google via Highway 101. Fi-
nally, recording all the highways together, we ganthe route of: 280-101. This is an
ideal situation. We can find the route and themoi®lockage between points. But what

if one site requires a ticket to get in, and wendbhave that ticket? In that case, we get a
route, but not a throughway. The algorithm for thietblem should be able to store all the
connection sites on the map. According to thisuiesabf the problem, the tree data struc-

ture can be used to store the map.

3.3 Storing and Traversal Algorithm
A tree is an important data structure developensusz to deal with the diagrams. By de-

finition, a tree is a collection, and it maps tk&tionship for that collection. The ele-
ments of the collection are called nodes, anddtaionship is called parents or children.
A special node in the tree is the root node, wisabn the top of the tree. For the route
problem, the source site corresponds to the rod¢ mothe tree, and all other sites should
be its children. Specifically, the task is to fiaghath between the root node and a specific
node in the tree. Of course, due to the limitatiohsiemory, the process cannot store all
the nodes. They should be stored according toiitardte to the root node. Figure 3

shows an example of data structure.

11
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Figure 3. Tree data structure
Resource: http://en.wikipedia.org/wiki/File:Binatyee.svg

It seems that the process of finding the route igerform a tree traverse, but it is actually
slightly different from traversing a tree, sincer is no predefined tree to be traversed.
The nodes on a map are interconnected, and thesoare loops among the nodes. In
fact, we build the tree structure while we travedtsepath. Generally, there are two types

of traversal: Depth-First Traversal [10] and BréaBirst Traversal [11].

The main process of the Depth-First Traversal és@nted below. Suppose that x is the
currently visited node. After x is visited, find adge that connects from x to another
node y. If y has already been visited, then triyrtd another node that hasn’t been vi-
sited, otherwise, reach the unvisited node y amhgé the flag to show it has been vi-
sited. Continue to search from node y until allthhetes have been visited. Then go back
to node x, and try to find another edge from x tregt not been visited. If x is not the
root, then trace back to the nodes that have biségrd/before, otherwise all the nodes on

the tree map have been visited and the whole sal/er finished [8].

12



Breadth-First Traversal is a little different frddepth-First Traversal. If the currently
visited node is x, then find all the nodes nextdde x that have not been visited. Visit

all these nodes. Repeat the steps above untileahddes have been visited [9].

It is easy to find the shortest route between tedes using Breadth-First Traversal, but
the progress may not be very efficient, since gdaamount of memory may be required

to store the nodes.

On the other hand, Depth-First Traversal can dettebjob of finding the route if the
distance between the two points is long. Howevéhe destination is just under a condi-
tional jump instruction, this algorithm will stijiimp to another place and then return
back and find the destination that is just undefrhis method is really not very efficient
for finding the path. Since both the traversalsehasivantages and disadvantages, selec-
tion between them should be based on the speeiuirements of the user. Specifically,
Depth-First Traversal is better if the destinati®m the branch that it will visit first, and
Breadth-First Traversal is better if the destimai®only a couple of jumps away from

the beginning.

4.0 Implementation

4.1 Developing the Tool
One solution to deal with the assembly code issteetbp a plug-in to a disassembler.

The disassembler could help us to convert objed¢ @ato an assembly code, and there-
fore can save us a lot of work. We know that OllgDiot only is an excellent debugger

for assembler level analyzing, but also providést af useful APIs combined with de-

13



tailed documents. OllyDbg is mature software. Arggegan download the software and
the plug-in development kit, named PDK, from th&c@fweb site. The programming
language for OllyDbg plug-in development is C laage. The optional compilers sug-
gested by the author for developing the plug-inBesdand’s C++5.5, Borland’'s C++
Builder 5, and Microsoft’'s Visual C++ 5.0. In thaase, we have chosen Borland’s C++
5.5. There are some subtle differences among difterompilers when building plug-ins.
Fortunately, all the compile details have alreadgrbprovided by the author. What the
users need to do is to follow the instructions $tggtep and build their own plug-in for
Ollydbg. This paper will discuss in detail how tevelop a plug-in on OllyDbg in the fol-

lowing sections.

4.2 Principle for OllyDbg Plug-in
As mentioned above, OllyDbg is an excellent dynadelougger tool. Not only does it

have a very powerful de-compile and analysis ahibut it also has a very good frame-

work that allows users to develop their own plugmit.

Before discussing how to develop a plug-in, lefitss take a look at how the plug-in
works in OllyDbg. The plug-in is provided as a dyma link library (DLL) to OllyDbg.
Then the plug-in will be visible under the menu. Y& get details of how OllyDbg

works from both the OllyDbg perspective and thegglu perspective.

From the OllyDbg perspective, the first step foly@bg is to check whether it has the

DLL file. If the file exists, it will perform thedllowing tasks:

(1) Load the DLL file, and find the entrance,
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(2) Call the callback functions to get the name a@cion information of the plug-in,

(3) Call other callback functions to initialize tpiig-in, including applying resources,

recovering the global parameters, and so on.

If the DLL file cannot be executed for the threepst, OllyDbg will start unsuccessfully,
send out an error message, and exit. Otherwiggl] inaintain the queue of plug-in and

send the message or call the functions in the piwghen:

(1) Users call the plug-in via menu or shortcut men

(2) The status of debugging is changed, for exanipéeling, running, pausing, and res-

tarting

(3) The system is shut down and up

(4) The system cannot recognize the message, &nghe the key combination

(5) The unreadable data in the configure file

Finally, OllyDbg will call the callback function teelease all the resources, and store the

parameters when it is shut down.

From the plug-in perspective, the plug-in will dovee of the work below:

(1) Collect and maintain the information for delargl provide it to the users

(2) Add some additional information and make thieugemuch more convenient

(3) Participate in the debugging process

15



(4) Load scripts

Generally speaking, not only does the plug-in rteagkt various kinds of information
from OllyDbg, but also it needs to interact withHyDibg. Basically, the plug-in calls the

OllyDbg plug-in, API, to perform required functians

One special function in APl is the callback funotidlormally, a plug-in will call the
functions that are provided and implemented byQhgDbg. However, the callback
function will call the function implemented by thbkig-ins. Note that the callback func-

tion is the method managed by OllyDbg.

4.3 Implementation Details and Data Analysis
4.3.1 Module Design

The program is used to analyze assembly code aradmssible solution for a user’s re-
quirements. So the project is mainly divided irdarfmodules: De-compiler (DC), Code
Analyzer (CA), Code Optimization (CO), and Useehfidce (Ul). Figure 4 shows the

relationship amongst the four modules.
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Figure 4. Modules relation
De-compiler is completed by Ollydbg which loads tiigect and disassembles to assem-
bly code. User Interface allows users to inputitiséructions, which could be setting two
points (beginning and ending points), startingroptation. Code Analyzer and Code Op-
timization are the key modules in the program. CAdalyzer finds a path between any
two points in the assembly code. Code Optimizasahen used to change the code to
gualify the requirements for the path found dut@ape Analyzing period. Figure 5

shows the main flow of this application.
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.EXE

OllyDbg

Assembly

User Input Analyzer

Figure 5. Main flow for the program

For this application, the binary file, which is shoas .exe above, will be loaded into OI-
lyDbg and de-compiled to assembly code. At the siame, the user should provide the
start and exit points, with the selected algoritRepth-First or Breadth-First. The pro-
gram will then read the assembly automatically eypdo find a possible path between
these two points. If a path is found, it will cafiother function to patch the application,
otherwise, the mission will fail and send out a sag® to show that no path is found. The

Figure 6 shows a screenshot of the plug-in.
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Figure 6. Plug-in GUI

Right click the button on the address that we warsiet the destination or patch it from,

and a pop-up window will show the menu. In AutodPathe following options are pro-

vided by the menu.

Set destination: set the ending point of the search

Patch from here by depth first search: use theEpst algorithm to find the path be-

tween the start point and the end point and théchpghem.

Patch from here by breadth first search: use tleadih-First algorithm to find the path

between the start point and the end point thernpgaem.

Users have to set the destination point first &ed tgo to the start point to do the search.
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4.3.2 Basic Analysis for Assembly Code

There are four different types of jump instructiomshe assembly code. The first one is a
jump instruction which will jump the code to a sipedocation with no condition re-
quired. The second is a call instruction thatmsilgir to the first one, but the difference is
that the call function can call a system functiomput or output some data, for example,
input user name and password. The third one ituanrenstruction, which will make the
code return to the location where the functionailbecl. These three types of instructions
are not affected by other instructions, and thumoabe changed. However, the last type
of jump instruction is conditional, for example, JNE. Since the jump action is depen-
dent on the previous calculation or comparisonctihlitional jump provides users the
opportunity to change the condition for the jumpeTmain task in Code Analyzing and

Code Optimization is focused on conditional jumgtiaction in assembly code.

4.3.3 Depth-Fist Implementation

Basically, the idea for the Depth-First algorithsrithat the assembly code must jump if it
is a jJump instruction, no matter if it is a condital jump instruction or a non-conditional
jump instruction. The program will run back if not is found. For the implementation,

one stack and one array are used to deal withuthp jnstruction.

There is a slightly different usage between the types of data structure. For a new
jump point, the new node should be pushed to #eksind stored in the array, but the
node will be popped off if no solution is foundthre path, but not for array. The array is
used to store all the possible jump instructionthéencode and check whether they have

already been visited when a new instruction is cgni he stack is used to store the cur-
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rent jJumped instructions. It will pop a part of theff if there is no path in the current

sub path and push a new instruction for new patih n@@ching a conclusion.

4.3.4 Breadth-First Implementation

For the Breadth-First algorithm, the schema iseqditferent from the Depth-First algo-
rithm. For this implementation, a queue is usestdoe all the possible jump instructions,
and the sequence for visiting is from beginningnd. The new instructions will en-
gueue, and the next executing jump instructionsdeijueue from the queue, making the

jumps in a particular order.

4.3.5 Difficulty in Developing

One of the most challenging aspects of plug-in tgreent is debugging. The source
code has to be compiled into a dll file before gdoaded by OllyDbg. Since OllyDbg is
software, not a debugger, the user cannot debtrgde the interval value. Without a de-
bugger, the only useful, though inconvenient, sotuis to output all the interval values

to a file.

Another problem found during the testing periothit it is hard to test code that is not in

the executing sequence. The only thing we can tinde static analysis.

4.3.6 Sample Cases

All the cases in this section 4.3.6 Sample Caseseated on the serial.exe executable
from Dr. Stamp’s Reverse engineering course extespicase three is from serial2.exe.

Case One:
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In this case, we will demonstrate patching an etadita using Depth-First algorithm and
Breadth-First Algorithm. Even thought both appraechield the same results, we will

show the difference during the process of findimg path.

A1 5A0]| . BE45 04 MO EAR, DWORD FTR 551 [EBF-201
AA4a1516| . ES 9BASERE0 |CALL serial.@adnicEm
fAda1515|| . EB 16616000 |CALL serial,@adnidsn
fAdaisiAl| . Credsd @EGE4E MOV DWORD FTR S5:CESF1, serial.ARd@s0nn EoUGCIl @A, "Enter Seri
(TTTTacT]| . Ef S4MOREER | CALL serial.@@ddlie
fAda15es| | . B045 08 LEA EAX,DNORD FTR 551 [EBF-281
Ada1525|| . #9dead B [MOU CWORD FTR 551 [ESF+41,EAR
fAda1Ea0|| . CPedRd 16G@4E MOV DWORD FTR S5:[ESF1, serial.@ndassis ||| ASCIT "is"
AE4E1554|] .« EB FFEEBEEEE | CALL <JMP.&msvert.scanf scanf
fadaizze|| . #045 08 LEA EAX,DNORD FTR 551 [EBF-281
Ada15A0| | . 74424 @8 BEM MOU DWORD FTR S5:[ESF+E],3
fAda15ad|| . C7d424 B4 19 HOU DWORD FTR 551 [ESF+4],<erial.@Edagml]| ASCIT "OEADREEF"

HR4G124C0| . 990424 MOU DWORD PTR SS: [ESPI,ERX t
BE4E134F || . EB BCE@@EEE | CALL <JMP.&mswcrt.strnomps SEINCHR

BE4E1354 g5Ca TEST ERX,EARR

HE4E1356)  «74 BE i

ool oea|] «» Crdd2d 24504a yserial.B84e3824 | ASCII "Errort Incorrect serial number. Try again.E@"

B
k4 Serlal.
Logoll > CrB424 togode MU DWORD PTR SS5: [ESPI, serial. 80483850 11 "Serial number (s correct.
12elf] . E9 @oemecis | CALL serial.@@84@8137A
HE4E1272)| > BS BEEOBECE MOV EAA,8
Ba401377)| . €9 LERLE
andaiiE|l & RETH

Figure 7. Screenshot before patching

Figure 7 above shows the assembly code after bowdy, which is a simple serial num-
ber authentication function, is loaded on OllyDlgs not hard to find the three interest-
ing messages in the code: “Enter seri” at 004013EApr! Incorrect serial number. Try
again” at 00401358, and “Serial number is corrattd0401366. These messages are
probably the most important information in thiskartication for users who want to

change the execution logic of the authenticatiorction.

As we know, the computer processor executes ingingin sequence. So normally, the
executing sequence of this piece of code will stathe beginning of the code and go
down one by one. But how could this code exetutbae address “Serial number is cor-

rect” (at 00401366) instead of execute to the axidoé “Error! Incorrect serial number.
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Try again”(at 00401358)? Instructions that can geeatme execution path may give us a
hint. At the address of 00401356, there is an d¢awdjump instruction “JE SHORT
00401366”. An condition jump can choose one oftihe different execution paths de-
pending on the condition it exams. If the conditi®mo satisfied, the next instruction
will show the message “Error, Incorrect serial nem@ry again.” ,where we don’t want
to get. However, it can jump to the address usesgelto if it is qualified to jump. At
this point, the previous instruction “TEST EAX,EAXi this code plays an important
role for the qualification. TEST instruction in thesembly code is to AND each bit for
the parameters without saving the result, but thetnmportantly it could influence the
flag bits, or the conditions that a condition jumii exam. One way to change the ex-
ecution path is to change the instruction “TEST EBXX” to “XOR EAX,EAX”, since
the instruction of “XOR EAX, EAX” will set an oppds flag from what the “TEST
EAX,EAX” does. Then the instruction will jJump todlopposite destination on the same

execution settings. The Figure 8 below shows haxctide is modified.

EIEMELILE] « B0 JOERDEEDE LHLL =EL'Ld L« HESELO0K
AR4A1315]) . EB 16M1AAAR [CALL =erial.PA4R]143@
AR4A131A|) . C7R424 AABA4AI MO DWORD PTR 53:[ESP1,zerial.@R4@3A88 | ASCIL GR,"Enter Seri"
AR4A1321]) . EB 54AABARA |CALL =erial.PA4e137A
AR4A1326|| . 8045 D8 LERA EAX,OWORD FTR 55 [EBP-281
AR4A1329| . 894424 A4 MO DWORD PTR 55: [ESP+41,ERX
HE4E1320() . Cred24 1n3@4a1 MOY DWORD PTR 553 [ESP1,<erial.@0483816 ||| ASCIT "Hs"
AE4a1334() . EB FFEBEAEE | CALL +JHP,&msvort.scanf scant
AR4A1329|) . 045 D8 LER EAX,OWORD PTR 55: [EBP-281
AR4A13aC]) . C4424 B3 B3A| MO DWORD PTR 55:[ESP+81,8
BEda1344 ||, Cr4d24 @4 1980 HOU DWORD PTR S5:[ESP+41,cerial.B@468811| ASCIT "DEADBEEF"

AR4A124C]) . 898424 HOW DWORD PTR 553 [ESPI, EAX |
AE4a134F () . EB ECEABAEE | CALL <JMP,&msvcrt.strncnpy shrnemp

AR4A1354)  33CA

AE4E1356]  «74 BE serial,

AE4E1358]| . CPed24 24864@ MOU DWORD PTR 55:[ESP1,cerial.bBd@dazd | ASCII “Errort Incorrect serial number. Try again "
AR4A135F ||, EB 16AABAEE |CALL serial.B8481370
AA4A1564 || v ER 8L JHP SHORT serial.BRdnlar?
AR4A1366]| » CYBd24 SA3A4E1 HOY DWORD PTR 53:[ESPY,cerial.BRd4A3858 | ASCIL "Serial number is correct.@”
AR4A1360() . EB ABARAARA |CALL =erial.PA4e137A
AA4A1372|| » BS AAAAAARA [MOU EAX,A

Ba4a17?|| . C9 LERVE

e e

Figure 8. The first solution
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Another solution is to replace the conditional jumih unconditional jump instruction
“JMP”. No mater what condition they have, the instion will jump to the address of
00401366. For the tool, this solution is selected implemented in Code Optimization

Module. We can see the how the code is modifideigare 9:

BE4E1315)) « ES 1eAlaEE8 CALL serial.Badaldsn

EE4E131A)) - CPed24 aagadal MOY DWORD PTR SS: [ESPI,serial. 88482086 ASCII BA,"Enter Seri'

BE4E1321 ) « ES S4aa@@08 CALL serial.@adalavA

EEd4E1325)) - 8045 D8 LER ERA,0OWORD PTR S5: [EBP-221

EE4E1529)) . 894424 A4 MOL OWORD PTR S5: [ESP+41,ERH

EE4E13200) - CPad2d 168@4@1 MOU DWORD PTR SS:[ESPI,cerial.B@4826016 ASCII ™rHs™

BE4E1334)) o« ES FFEEEEEE CALL <JMP. &mswcrt. scantf > =cant

HE4E1339)) . 8045 D8 LEA ERX,0OWORO PTR SS5:[EBP-281

EE4E1g3c) ) o CPd4424 B2 2@ MOy DWORD PTR SS: [ESP+2]1,2

AEdE1s44 ) . CY4424 @4 1931 MOU DWORD PTR 55: [ESP+4],serial.fBd4Bsal| ASCII "DERDEEEF™ C
EE4E13400 ) . 898424 MOL OWORD PTR S5: [ESPI1,ERX

BE4E154F ] o« ES SCERBEEE CALL <JMP.&mswcrt. stroncmps strncrp

461354 S5CA

AE4E1355)  «EB BE SHORT serial.@@dE]s

HE4E1352(] o« CFad2d 2488 o . HE8402E24 ASCII "Error?t Incorrect serial number
BE4E135F ) o« ES l&BBaaEE CALL serial.B@84813vA

BE4E1354(] .~EB BC JMP SHORT serial.@@d4@l3vz

BE4E1365 ) > CPBd24 Saga4al MOU DWORD PTR SS: [ESPI,serial.B@482050 ASCII "Serial number is correct.m@™
oo4i2e0|| ¢ E5 gamedpme | CALL serial.ee4aisvh

Figure 9. The second solution

Two different search algorithms are used to firglghth: Depth-First and Breadth-First.
For this plug-in, the result shows the expectedtetieg sequence if the path between
two points is available. In this case, the two athons provide the same path for the so-
lution, which is the same as described above. Hewelie process of finding the path is
quite different. Table 1 shows a comparison of algorithms in terms of code line ex-
amined in assembly code, or more formally, the nemal instructions examined. Both
of them start searching from the same address @1404&nd end at the same address
00401366. In addition, they provide the same patinfthe start point to the end point,
and that the length of the executing sequence Imé4 of instructions in assembly.
However, Depth-First algorithm has to visit 365%kof instruction before it can find the

path, in contrast to 80 lines of instructions fee&dth-First algorithm. In Figure 10, the
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vertical scroll bar in the screen shots shows tHierdnce visually. This case is an exam-

ple of those cases in which the paths can be found.

Tablel: Result for Case One

Start End Instructions in Path Visited instrucso

Depth-First | 0040131A | 00401366 14 lines 365 lines

Breadth-First|] 0040131A 0040136b 14 lines 80 lines

=

| testit - Motepad

File Edit Format View Help
10131a MOV DWORD PTR 55:[ESP],serial. 00408000
401321 CALL serial.0040137A

40137a PUSH EBP

40137b MoV EBP,ESP

40137d sSuB ESP,18

401380 LEA EAX,DWORD PTR 55:[EBP+C]
401383 MOV DWORD PTR 55:[EBP-4],EAX
401386 MOV EAX,DWORD PTR 55:[EBP-4]
401389 MOV DWORD PTR 55:[ESP+4],EAX
40138d MOV EAX,DWORD PTR S5:[EBP+8]

401390 MOV DWORD PTR 55:[ESP],EAX
401393 CALL serial.004018E0

401820 SUB ESP,1C

401823 MOV EAX,DWORD PTR 55:[ESP+24]

401B8e7 MOV DWORD PTR 55:[ESP],3000

4018ee MOV DWORD PTR 55:[ESP+10],EAX

4018f2 MOV EAX,DWORD PTR S5:[ESP+20]

4018f6 MOV DWORD PTR 55:[ESP+C],EAX

4018fa XOR EAX,EAX

4018fc MOV DWORD PTR 55:[ESP+8],EAX

401900 MOV EAX,DWORD PTR DS:[<&msvcrt._iob=]
401905 ADD EAX,20

401908 MOV DWORD PTR S5:[ESP+4],EAX

40190c cALL serial.00402E40

402e40 PUSH EBP
402e41 MOV EBP,-3 =

VS

" test 5t - Notepad
File Edit Format View Help

10131a MOV DWORD PTR S5:[ESP],serial.00408000
401321 CALL serial.0040137a

401326 LEA EAX,DWORD PTR 55:[EEP-28]

401329 MOV DWORD PTR 55:[ESP+4],EAX

40132d MOV DWORD PTR 55:[ESP],serial.00408016
401334 CALL <IMP.&msvcrt.scanf>

40137a PUSH EBP

40137b MOV EBP,ESP

40137d SUB ESP,18

401380 LEA EAX,DWORD PTR 55:[EBP+C]
401383 MOV DWORD PTR 55:[EBP-4],EAX
401386 MOV EAX,DWORD PTR 55:[EBP-4]
401389 MOV DWORD PTR 55:[ESP+4],EAX
40138d MOV EAX,DWORD PTR S5:[EBP+B]
401390 MOV DWORD PTR S5:[ESP],EAX
401393 CALL serial.00401BE0

401339 LEA EAX,DWORD PTR S5:[EBP-28]

40133c MOV DWORD PTR S5:[ESP+8],8

401344 MOV DWORD PTR 55:[ESP+4],5erial. 00408019
40134c MOV DWORD PTR 55:[ESP],EAX

40134F CALL <IMP.&msvcrt.strncmps

4063b8 IMP DWORD PTR DS:[<&msvcrt.scanf>]

401398 LEAVE

Figure 10. Screenshot for visited instructions file

How about setting the destination to 00401358 ag tio matter what serial number is

input, it always jumps to the address showing asags of “serial number is incorrect,”

even if the serial number is correct? As with thevpus problem, we have two solu-
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tions. One is to change the condition which wifluence flag bit, another is to change
the jump instruction to unconditional. Since thegln is implemented in the second
one, all the cases below show the solution foirtigementation. As the Figure 11

shows, the instruction must execute to 00401358.

\4a1z1d(] « EE PE8SEEEE CALL serial.884815E8
w\4a1z15(] « EE 16818888 CALL serial.88481438
waalsial) « CPedzd Basada Moy OWoRD PTR S5S5: [ESFI, serial.@8485060 ASCII BR,"Enter Seri™
wga1zz1(] « EE S4888888 CALL serial.8848137A

mdalzze(l o 2045 D8 LEA ERx,OWORD FTR 55: [EEBP-231

waa1zza(] - 894424 84 HMOY DWORD PTR S5:LCESP+41,ERX

w4alzz0l) o CPe424 168@4@ MOY OWORD PTR S5:[ESPI, serial.@B488016 ASCII "H="
E4Eiza4)l . E2 FFEBGEEE CALL <JMP.&mswcrt. scanf > scanf

maEizasll . 2045 D2 LEAR ERX,OWORD PTR S5: [EEF-221]
ad@izecl) . CP4424 82 @2 Mol DWORD PTR SS: [ESP+E21,2
wdEiz44( ) . CP4424 B4 1931 MOU OWORD PTR SS:L[ESP+4]1,sercial.0BdB261)| ASCITI "DERDBEEF™

wd4aiz4c| | . 298424 MOU OWORD PTR SS:[ESFI,EAX

wdE1z4F(l . EE SCEBEEEE CALL <{JMP.&mswvort. strncmps SErncrp

8481354 S5CE

E4E1286(  ~EB @8 JMP SHORT serial.88481358

EdE1zEE(] o CPBd424 248 O al.oa462024 ASCII "Errort Incorrect serial numb

\4a125F(] « EE 16888888 CAHLL serial.8848137H
a4a1ze4(] .~EB BC JHMP SHORT serial.d88481372

wdalzes() > CPed424 Sasada Moy OWoORD PTR S5S5:[ESFI, serial.@8485850 ASCII "Serial number is correct.@™
wdalzenll . EE Bansaaa CALL serial.884813vA

Figure 11. Screenshot for case one part two

Case Two:

This test case is similar to the previous one,\witicbe tested using the two algorithms.
However, the efficiency of the two algorithms istqudifferent from the previous exam-

ple. The Figure 12 shows the start point and thiepamnt.

GEd4E4cER| . 293424 SBEEEE1 MOU DWORD PTR SS: [ESP+90]1, EAX
HE4E4eED | » BBY424 74 MoV ESI,DWORD PTR S2: [ESP+74]
=] FHAA A
EF[ wviE 1 .
BE4E4aF1| . BB4CE24 7 MOL ECE, DWORD PTR 535: [ESP+74]
HE4E4eFE | . SB4424 20 MOW EAX, DWORD PTR S2: [ESP+28]
BE4E4EF S| . 294024 B MOL DWORD PTR S5:[ESF+4],ECK
GE4E4eFD| . 29R424 MO DWORD PTR =S: [ESFI, EAX
BE4E47EE| . ES BB1SEEEE CALL serial.B@485018
GEdEd et . 294424 20 MOW DWORD PTR S5: [ESP+281, EAX
BE4E47ES | > BB4CE4 23 MOL ECE, DWORD PTR_535: CESP+221
GEd4advoan . Baas ADD EYTE PTR DS:[ERX], AL
BE4Ed7EF| .«FE 13 JLE SHORT <cerial.@@4@4729
aEd4a4vil| . SBE424 22 MOW ED:, DWORD PTR S5: CESP+22]
BE4a4715| . BB4C24 24 MOL ECHE, DWORD PTR 55: CESP+241
aEd4a4v1isl . 295424 04 MOW DWORD PTR SS5:[ESF+4],EDK
Be4a47i0l . 89@C24 MOL DWORD PTR S5:[ESP1,ECH
aEd4adyzE| . ES EB1SGEEE CALL serial.B@48cD10
BE404725) . 894424 24 MO DWORD PTR SS: CESP+241, ERE
GEd4adrza) > BBE424 42 MOU EDE, DWORD PTR S5: [CESP+42]

Figure 12. Screenshot for case two
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For this case, the start point is at 004046ED hadehd point is at 0040472D. The path
between two points could be found very quickly loyhbalgorithms, the actual path is
004046ED->004046EF->00404709->0040470D->00404700460729->0040472D,

which can be seen in Figure 13.

004046ED-004046EF

<

00404 709-0040470F

O

00404729-00404720

Figure 13. Path for case two

However, the visited number of lines for the finglpprocess is quite different from the

previous case.

Table2: Result for case two

Start End Instruction in pafhVisited instructions
Depth-First 004046ED | 0040472D 6 lines 9 lines
Breadth-First | 004046ED | 0040472D 6 lines 20 lines

It's a little abnormalWhy is the visited length for Depth-First algorittsm much longer

than Breadth-First algorithm in the first case whhe Depth-First algorithm has a much
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shorter visited length than the Breadth-First atbar in this case? After closely exami-

nation, we found that the jumps occur ahead ofifstination, never beyond it. This is

why the path between the two points is getting t&ioHowever, for the last case, the

jumps go outside the function to call another suixfion, which is a waste of time, since

the destination is in the main function in thiseaSo, normally, if the jumps don’t ex-

ceed the address of the destination and don’otladir sub functions, Depth-First algo-

rithm could have more efficiency than Breadth-Faigforithm. But on the average,

Breadth-First algorithm is more efficient than Drefpirst.

Case Three:

Unlike the previous to cases, we are going to destnate an example in which the path

could not be found. Figure 14 shows an exampléatt t

[ L )

. B

. B9EE
BR4E1593|] . 83EC B8
HE4EIESE )] o AL BE7adaa8
BE481598 2338 B8

BE4a1E3E || v 7d 17
pada1EAG(| > FF1G

HE4E15A2)] « SB1E B2Va4888
BR4E15A|] - 8042 B4
HE4E15AE|] - 8B52 B4
HE4EISAE | - HS BE7adaa8
BE4E15E83 2E02

BE4815EE(] .~ 75 ED
BR4E15687 || > C9

BR4A15E8| L. C3

HE4E1cES . S0B426 BEEEEE
KU TSCH 55

an4aSci|] . 33es

Figure 14. Screenshot for case three

[y ST}

PUSH EEF

Moy EBP,ESP

SUE ESF, 2

MOL EFx, OWORD PTR OS: [4E78E3]1
CHP _DWORD PTR DS:LCERx].H

JE SHORT serialz.B@4815E7
CALL DWORD FPTR DS: [EAX]

MOV EDw, DWORD PTR DS: [4687E83]
LEA ER:,DOWORD FTR OS5: CEDX+41]
MO EDx, OWORD PTR OS5z CEDx+41
MOU OWORD PTR O5: C4@7EE3]1, EAX
TEST ED=, ED=

JHE SHORT serialZ.B84615R8
LEALUE

RETH

LEA ESI,OWNORD FTR DS5:[ESI]
FUSH EEBF

nou EerF, ESF

serial2. AR4EE3C

In this code, the start point is selected at addo€90401590 and the end point is chosen

at address of 004015B9. The messages box of thecessful path searching result

shows up in the OllyDbg as shown in Figure 15.
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B4E153E g OB @@

B24155F|  @a 0B 0a
weser £,
oaanicas|| | S3EC eg SUB ESP)3 Message information [
09401500 || o Al B8704988 | HOU ERX,DUDRD PTR DS: (4679091
opdaicoe|| o s3s8 ea CHP DWDRD PTR DSt LRI, 0
oa4a150E || w74 17 JE SHORT sevisl?. 0481567
TP
. [ H f | T didn" i
oadnicas | & 5042 a4 LEA EAY,DUORD PTR D5: [EDN+4] o Unlukyl didn't found the solution
pp4c1cae|| o ees2 a4 MOl ED;DUORD PTR DS: [EDK+4] -
0p401chE || o Az Bera4pee || MOU DWORD PTR DSt (4876821, EAK
pa4gices|| o a5 TEST EDX, EDX
pa4a1585|| 1475 E9 JNZ SHORT serial2. 60401588
padaicer|| 5 €3 LEALE
padaices|L. ca RETH
0P401CE5|  SDB42S GPPAGE|LEA ESI,DUORD PTR OS:[ESI] oK
BB4G15CE 0 > €5 PUSH EBP
padgicet(| . 89w HOU' EBF, ESP
padaiccs|| €3 PUSH EB!
pp4a1cid|| © 83ec a4 SUE ESP

o4
BE4E1EC7(] . AL FCE94E8E | MOV EAX,DWORD PTR DS: [48697C]

Figure 15. Screenshot of the unsuccessful patlclsegrresult

The execution starts to execute at 00401590 PUSIP, BBd goes down until it encoun-
ters conditional jJump instruction JE 004015B7 aA@IBLOE. There are two optional sub
paths for the execution. One is jump to 004015BY arother is to execute the fellow
instruction. For the Depth-First algorithm, it wjilimp to 004015B7 then meet the return
instruction at 004015B8. The return instructioniagaties the end of the searching path,
since we do not know where the instruction willretto. Then the algorithm will go
back to the jump point 0040159E to search the fsath the following instructions. In
this case, the next instruction is CALL EAX, in whithe jump address is stored in the
register and the value is available only at ruretife cannot predict the jump address
by static analysis. But we can expect it will retlvack to the original place after call in-
struction. And then go down to the follow instrects. It jumps back to 004015A0 when
it hit the JNZ 004015A0 instruction. It's a loopr fihis code section. We have to treat this
situation as a dead end since it is running inratfiess loop. Since two possible paths in
this case have both met dead ends, we concludétratis no solution for this case.

This situation will occur in the Breadth-First atgbm as well.
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Generally, there are two types of endings for #eching path. One is in the form of the
RETURN instruction, the executing will definitelgturn to the calling function and then
go down to the next instruction. Another one isduse the parameter for the jump in-
struction is not available during static analy3disst like the example in this case, jump to
an address which is stored in a register. The reagyy it cannot find a path is a limita-
tion of the software (cannot read register datapdy find a path when the program is

running.
Case Four:

The destination point is not always below the gtartt, or has a larger address than the
start point. This plug-in can find a path whosetsaddress is larger than its end address

as long as it has a path. Figure 16 shows an exaofiphat situation.

HEgElFES| ] . BR 1FEa@eas | MoU EDx, 1
aadai7EO)] . 25948 40 HDU DEDRDEPTR O=: [EEX+4C],EQY

dnanioio| . S3ce FHD R, ECH

toant ] - EBngEIS‘ NatyeMe ERkl o

AE4G1FEF(] . 1206 SRR EAW,EA

EE4E1ITES] . 24 28 AHD AL, 2@

sas4airee|] . Bice ADD ECH,ECH

pagaircol| . ed 41 ADD AL, #1

B4R FEE ] 88842H 48FFFF L E?TE FTR D% [EDH+EEP-EZ 1, AL
HE ST L 47 OEC EDH

BE4R1 707 *?9 E? w5 SHORT =serial.B8B84817CH

AEga170S)] . A1 ACEA4888 | MOU EMx, DWORD FTR O5: [48366C]
AEdaiy0E]] . 2985 BEFFFFFF| MOV OWORD FTR S5:[EEF-351.EAX

Figure 16. Screenshot for case four

In this piece of assembly code, users set themtart at 004017CF and the end point at
004017C2. The destination has a smaller addresdltlastart point. The instruction will
run from 004017CF and go down until the jump inginn JNS 004017CO0 at 00401707.

At that time it has two options, one is go down andther is jump to 004017CO0. After

30



tracing the two sub paths, the plug-in can finddestination is in the jump path. So the

plug-in will patch the file and get the result,sl®wn in Figure 17.

HAFETFEL[ [« 8943 4C MUY LWURD FIH US: LEBSH4L], EHE
ARaE1YCE | 8908 10U ER%, EBR

aa4a17Cz) | . 2168 HND ERX,ECH

padairCd . 83F8 81 CHE EAX, L

aa4a17ey| | . 1908 SEE ERAX,EAX

AR4E17CY ] . 24 28 AND AL, 23

AR4E17CE| | . BICY ROO EEH,EEH

aa4a1rColl . 84 41 HOD AL,41

BodEITCR . 299d2A 4EFFFFI| HOY BYTE FTR O%: CEDX+EEF-ES1,AL
aada1 708 | .« 4R ]

aa4a1707| | ~EB E7 <O TP SHORT serial.@Rda]

AR4ETYO9) | . Al GCERd6ER ; H ]

Figure 17. Snapshot for case four

At this moment, the execution will jump to 004017@Ren it hits the JIMP instruction,

and go down and reach the destination address46l1GC?2.

Case Five:

This case shows an example of changing mutipleitondl jumps to unconditional

jump to patch the executable. Figure 18 shows psérwa of the code.

Lo lal ol ) « SDhos B9 FIUY ELA, LMURL F IR Lol LEUATS ]
anan1 2ol 1 s9ticrart HOW_ECH ., EAX

g I 5 TeeT_DH 26

BEAALISZE|] o~ RT <erial.@aH

bodpiase|| " EE4E 18 Hol EFt DWORD TR Cite tEBS+10]
aaqnizzz|| L 2343 1c CHP DWORD PTR OS: [EBX+IC], EAX
aa4a1336(| .~ 7E 1 JLE SHORT <erial.@g4mi348
aaq122z|| ¥ Fece 1@ TEST

aa4a1338(| 75 14 N2 SHPET serisl,@B4@1551
aaqn1220(| . sB13 Mol EOX, DWORD PTR DS: [EEX]
aada122F || L EBaz 1s {OU ERX.DWORD PTR OS: [EBX+181 [
oadni34z|| . 2gaces MOU BYTE PTR DS:[EDW+EARI, CL
aaqa1245(| > 2Ba3 18 HOW EAX, DWORD PTR DS:[EBR+1%]
aa4a1343(| ¢ 4@ IHC EFAY

aadn1z4s(] L 2343 18 fOW DWORD PTR OS: [EBX+181, EAX
oada124c|| T 2304 Be AOD ESP. 3

aa4a134F (| . 5B FOP EEX

aada13sal| . 63 RETH

aaqa1251 (| ¢ 3ece MOW DWORD PTR SS:[ESFI,ECH
gosoiocdl] . shaddest inatimou EAX,DWORD PTR DS:EER]
[ETETESEIY. 894424 B4 | nOW DWORD PTR SS:[ESP+4]1,EAX

Figure 18. Snapshot for case five

The code will start at 00401929 and the destinaid@®401954. There are more than one

jump instructions between the two points. The progwill get the path by changing two
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conditional jumps at 0040192E and 00401938. Figdrshows the snapshot of the patched

code in the picture below.

KIS L 220 » ODDS EY oy CUS LWL FIR LD LEDATSH ]
BE4a1929|1 .« 89C1 MU ECH, ERX

BE4a192E|] « FECE 28 T bl

BE4Ea192E || .+EB B8 € JMF SHORT serial.@84a193
gE4niesn| ] . BB43 18 T 21
BE4E1933)] . 3943 1C CHMP DWORD FPTR DS:[EBR+1C1, ERX
GEdE1e2s || .+FE 18 JLE SHORT serial.@@d0icodsz

BE4E1922)] » FECE 18

HE46192E || .~EB 14 - F SHORT serial.88401951
HE461350(] . 8B13 MU ETmy D ErETTED
AE4a1sEF || - 8B43 18 MOW ERK, OWORD PTR DO5: [EEBX+121
HEdE1Z42 | - 22ECE2 MOW BYTE PTR DS:[CEDH+ERRXI, CL
AE4E1945|) > SB43 18 HMOW ERX, OWORD PTR DS5: [EEX+131
HE4R1948|] > IMC ERX

AE4E1949) ) . 8943 18 MO DWORD PTR DS:[EBX+181,ERX
HE4E194C) )« 9304 88 AOOD ESP, 2

HE46194F || . BB POP EEBEX

HE461956)] . C3 RETH

AEdE1es1 || ¥ 89ac24 MO DWORD FTR S5:[ESP1,ECH
HEGE1954 | . SBEZ MOW ERR, OWORD PTR DOS: [EEX]
oodaioSe|| D 94d24 aa MOV DUDRD PTR SSiLESP+d], Enx

Figure 19. Result for case five

4.4 Statistics for Testing Cases

Success Rate

0.8

0.7 -
0.6
0.5 ~

04 __

0.3 1

0.2 ~
] 457
0

length=10 length=20 length=40 length=80

Figure 20. Testing cases statistics by Depth-First

All the test cases in this part are testing onaghygication of Firefox 3.6 which can be
downloaded from here http://www.mozilla.com/en-
US/products/download.html?product=firefox-3.6.13&asn&lang=en-US. The statis-
tics are calculated by depth-first algorithm acaogdo the distances between the start

and end points which are randomly selected fromaféx. We have conducted the tests
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with distances of 10, 20, 40 and 80. For each nitstdength, we conducted 100 test cases
to generate the statistics of success rates. FRfusthows our experiment results. For the
length=10, the rate of finding a path successfigli§.74, but it drops to 0.46 for

length=20, 0.37 for length=40, and 0.18 for len@b¥espectively. It is obviously that

the success rate decreases when the length betweg@oints is getting longer. This is
because the relevance between the two functiowitth the start and end points belong
decreases when the distance between these twe jpunéases. For example, when these
two points are close, there is a good chance liegtdre within a same function, and

there is a path connects them. However, the disthatween these two points is long, it

is more likely that they belong to two unrelateddtions, and therefore no path can be

found.

Success Rate

0.8
0.7 4
0.6 +
0.51
0.3 +—
0.2 +—

3= -
0 T T T

length=10 length=20 length=40 length=80

Figure 21. Testing cases statistics by Breadth-Firs

The figure 21 shows the testing cases statisticBii@adth-First algorithm. As the same
process as the first one, we conduct the statiticsalculating the success rate of finding
path between two points which are randomly seleftted Firefox. The tests are con-

ducted with distances of 10, 20, 40 and 80. Finaly get the success rate 0.75 for length
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=10, 0.45 for length = 20, 0.34 for length = 40@,Dfor length=80. The conclusion is the
same as the first statistics that the successlestteeases when the distance increases for

the two points.

Additionally, we manually find 10 test cases whidve path between two points for
each different length of test cases (length=104R080). Then we use this tool to find
the path for these test cases automatically. Fhenexperimental results, we found that
all the paths that have been found manually aredday this tool. These results indicate
that the cases for which the tool fails (see Fi@irand 21) are due to the fact that no

path exists, rather than a failure of the toolinad fa possible path.

4.5 Optimization
There are two solutions to patch the code. One éhange the condition to true and

make sure the conditional jump will execute iféeals to jump. The other is to change
the conditional jump to unconditional jump. For fivet one, patching code can be di-
vided into several steps. First, get the conditiqurap instruction from the assembly
code and figure out whether it needs to jump. Seécdetermine which operation will
change this condition to true. Finally, patch tbedition and make it jump, if possible.
For the second one, we only need to change theataora jump to unconditional jump,
JMP. It could jump to the original destinationhktjump is required, otherwise just jump

to the next instruction. In the plug-in implemerdat the second solution is used.
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5.0 Future works

5.1 Improve The Algorithm for Tree Traversal
In the Breadth-First algorithm, | used an arragttwe the tree structure. It is not very ef-

ficient to implement it by array, and a lot of memepace will be wasted if it is not a

balanced tree. An extreme example is shown iniittang below.

/Q

Figure 22. Extreme case for binary tree

For this case,21 = 31 memory space is needed to store the wheseetven though there
are only six nodes in it. It is a tremendous wastememory. One possible solution is to
use linked list instead of array, which will savktlae memory space that is not used but
is occupied in an array. For linked list, there thiree more fields that are used to point to
the parent and child nodes. Combined with the filalid the linked list has four fields for
each node. It should use 4*6 =24 memory spacetah d/e should find that much space

is saved if the case has more layers.
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5.2 Optimize Depth-First Search Algorithm
The Depth-First algorithm will jump if the jump imsction is met. Normally, the main

function will call a sub function and repeat caktother sub function, but in most cases,
the destination is in the main function. A lot einecessary work is done to find the path.
We should find a way to judge whether the destomeis in the main function or in the
sub function, and then the algorithm can be op#ehizVe should not jump to the sub

function if the destination is in the main functjatherwise, go to the sub function.

5.3 Analyze the Functionality
In the implementation, we find a path between twm{s and change the jump instruc-

tions without considering the skipped functionsséme cases this is okay, but in others,
this can be a problem, since the skipped functidinniluence the following function.

For example, a division function will first chedkthe divisor is equal to zero. If not, then
continue calculating and get the result. But thecfion will cause a fault if we skip this
check function and directly jump to the calculatfanction. So the algorithm for finding
the path should be improved. A possible solutiaio isnd all the paths for the two points
and figure out which one requires less change andherefore be closest to the real

path.

6.0 Conclusion

The field of reverse engineering is wide, andtismc of great interest in Computer
Science. With the increasing requirements the imguReverse Engineering will become
much more mature in the future. This project exgdax small piece of this field, but it

shows that developers can change a feature otittatién even when the source code is
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not available. The Depth-First algorithm and Bréalgirst algorithm have advantages
and disadvantages. Each will achieve better patarege than the other in some cases.
In general, in this project, the Breadth-First ailon has shown better performance than
the Depth-First algorithm. Developing a plug-iraigood idea to implement a function,
since developers can use the existing functionssandly add new features to them. In
this case, we still need to decompile the binadecm assembly code if the OllyDbg is

not available.

Compared to creating a new program, developingig-jpl will take a lot of time to set
up the developing environment and get familiar vitshprinciples. It is a very good expe-
rience for developers, and we can learn a lot fileenexercise, including how to provide

the API and documentation.
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