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ABSTRACT

Metamorphic Detection via Emulation

by SushanPriyadarshi

In parallel with improvements in antirus technologies, computer virus writers have developed
innovative viruses that are challenging to detect. Metamorphic viruses change their appearance
from one generation to another by using varicade obfuscation techniques. Today, signature
detection is the most common method used imanis products, but well designed

metamorphic viruses cannot be detected using signatures. Hence, there is a need for a more

robust antivirus technology.

To counter metamorphic virus, a very successful tool based on hidden Markov models (HMM)
has been previously developed. This tool was able to detect all hacker produced metamorphic
viruses on which it was tested. However, a weakness of this tool was expiaiieetlop an

advanced metamorphic virus generator. These morphed viruses, which were not detected by the
HMM based technique or standard signato@sed detection, rely on carefully selected dead

code insertion for their success.

In this project, we haacreated a code emulator designed specifically to detect dead code in any
virus file. The output of this code emulator is then used to enhance-bi&s€d detection of
metamorphic viruses. We test our emulator on the previously mentioned metamorphimgenerat

using the existing HMM detector to determine the quality of our results.
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1 Introduction

A computer virus is a computer program that can copy itself and infetherprogram [7].A
virus inanexecutable code form can spread from one network/system to another [12]. Once a
virus attachestself to a programeach timethe programruns, the virus file is triggered and is

executed on the host machifidis process can result in additional infections.

In generalyiruses can be classified based on target and concealment strategi@si$@s

based on target can be B&ctor Infectors, File Infectors and Macro Infectors. And different
strategies on which viruses are based upon are encryption, stealth, oligomorphism,
polymorphism and metamorphisMirus is typically used to describé¢her type of malwares
such as Trojan horses, worms, [&t].

Anti-virus techniquescludeboth static and dynamapproachef9]. These techniques have
relative weaknesses and strengths and the effective combination of these tedarguels!
stronge detection Scanners, Static Heuristics and Integrity Checkers form the static approach
whereas Behavior Monitors andnilation form the dynamic approach in avitius techniques.

Signature detectiois the most common method implemented in-gimtis productg32]. A

signature iessentiallya ifipbhat t er n 6 whi ch i s char [B8tideally, st i c ¢
the signature is not common in other software. Signature detection is relédstelyd effective,

butit cannotdetectnew andunknownviruses since signatures must be available priathi

detection. Since signature detection is the most popular techaiqusewriters haveleveloped
manyinnovative techniques to evade signature detecitiba.most advanced such technique is

the use of metamorphic code that has the ability to morph its internal structure (but retain its

function) at each infection. Well designed metamorphic viruses cannot be detected using

signatures, since there is no common signature available.

The aim of ths project is to develop an awirus mechanism based on code emulation, and
specifically aimed at improved metamorphic detectidre advanced metamorphic virus
generator in [16] injects dead/junk code from +wimus files into its morphed copies, which
makes signature detection fail. This code injection also causes the-bddtl detection in [8]



to fail, which is noteworthy since the technique in [8] was able to successfully detect all hacker

produced metamorphic viruses on which it was tested.

The emuladr developed for this project will implement a virtual machine that will be used to

record the execution of a virus file in a simulated environment and thereby rémaoead

code. To test the effectiveness of our emulator, the output of this virtuaireadh then be

used as input to the HMM tool developed in [8].

This paper containge following section:

Section 2 contains the evolution of computer viruses and their types.

Section 3 discusses over the various-gintis techniques.

Section 4 shows vebus code obfuscation techniques.

Section 5 deals with the HMIboutits overview, example and how HMM is used as
antivirus.

Section 6 and 7 discusses about the metamorphic engines developed in [21] and [16].
Section 8 gives the details of code emuléit@ architecture, algorithm and
implementation.

Section 9 shows all the experiments and their respective analysis.

Section 10 discusses few weaknesses of our code emulator

Section 1ldraws coglusions and also discusdesture enhancements

2 Virus Evolution

The evolution of virustarted with an academic project done by Fred Cohen in 1983 after which

Len

computer viruseso though t hefteefistsucaessfuli r uses

Andl eman came up with the term Aviruso

[ 9
b

viruseswas t he fiCreeper Viruso which was written

make copy of itself and propagate through ARPANET [12].

As theinternet usagencreasedmore and more viruses started pouring into theord and

infecting computers all over the world at very high rate. According to network security experts,



2003 was the Ayear of wormo [13]. There has b

research of the antirus development.

2.1 Stealth Virus

Stealh viruses usa smart approach to defeat avitus products. It basically intercepts all the

callsmade bytheartii r us programs to the hostretamasc hi neds
back the instance of a fcl eanthemoredomlarstéaitodo, W

viruses [9.

2.2 Encrypted Virus

One of the advancedethodghat the virus writers use to hide their viruses is by encrypting the
virus body with different keys. So, a virus file will have two parts intite encrypted body and

the decrypting module [28]. Since the virus is being encryptéddifferent encryghg keys

each time, a virus scanner based on signaletection cannot detect ith& only way out is to

do an indirect detection by detecting the decrypting module which will always remain constant.
For example, a simple XOR operation of each byt@wfus file with a key will encrypt the

virus file. And again applying XOR operation on the encrypted virus file will decrypt it [8].

2.3 Polymorphic Virus

Polymorphic virus is just like an encrypted virus with the difference being in the decryption
module. The decryption module also gets changed/mutated after each infection and thus there is
no common part between different copies of same virus [30]. Also, polymorphic viruses can
generate many unique decryptors and can use many other encryption methodsyfioan8].

The Figure lllustratesvarious poymorphic virus variants [15].
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Figure 1 Polymorphic Virus Generations [15]

2.4 Metamorphic Virus

As opposed ta polymorphic virus where virus writers were trying to hide the decrypting

module, moreadvanced techniques were developadbling the virus writers to change the code

of one virus file and create multiple morphed copies but preserving its functior{éljt2s.

These are the type of viruses which have the ability to mutate itself with the code chainged
without changing its functionalitiedletamorphic virus can become a serious threat considering

the fact that there can be thousands of varianta@aus file with their signature being totally
different. Metamorphic viruses uses different kind of code obfuscation techniques like inserting
dead code, register swapping, equivalent code instruction insertion, etc to create morphed copies
of any basevirus file [15]. These obfuscation techniques helps in changing the virus signature to

avoid sgnature based detectidfigure 2 shows the gendts of metamorphic virus [15].
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Figure 2 : Metamorphic Virus Generations [15]

3 Anti-Virus Methods

The antivirus mechanism used today has to fulfill three functionalities so that they can locate

any virus. The three parameters are detection, identification and disinfection. Detection part

mainly deals in checking whether a given codaadicious in natureorngh ased on t he vi
behavior or appearance. The second parameter is identificaharh identifies a detected virus

based on the virus family it belongs to. The third Hredast parameter is disinfection or

cleaning which is removal d¢hedetected and/or identified virus. This project deals with the

detection phase.

Detection methods can be divided into two-palots which are dynamic and static detection.
This categorizadn is based on the fact whether the virus file is being executed on the infected

machine or not.



3.1 Signature Based Detection

Each virus is represented by a pattern whichsisquence of bytes. Most of the viruses are
uniquely characterized by these bytépatterrs. The antivirus software scans the part of file or
thewhole file or the boot sector in search of this-getermined signature of akpownvirus.
Considering the fact that the false alarms in this type of detection will be less, this method is
most commonly used in the awirus products available in the industry. The downside of this
method is that it cannaletecta new virussince its signature will not be saved in the database.

For example, if the signature afhinput file is 83EB 027£BOE 740A 81EB 0301 0000, then
the scanner will search in the database for
[2]. Similar to this, a Stoned virus can be d&tdas shown in Figure 3.

seq008:7C4D BE |84 80 nw =i, b + Try it 4 times
seq00g:7C4A :

SE0AG;TLY

caqiig: fCh3 HHH ; CODE XREF: sub JC3IA+2T)]
eqOBd:TCha noy a, | + Fead one seckor
seq0ag: 7E4G push €5

SE0Ag:TLYT fop E5

ceqiag: Ty ASSUNE P ceqiag

ceqOBd:TChe nov bx, 3 to hore
seq0Ag: 7C4E xor Cx, CX

seq0ag; 7LD iy %, Cx

ceniag: TLaF inc o

ceqiag:fC5A pushf

seqOfd:7651 2E FF AC 49 @0 call  dword ptr cs:9 ; int 1]

seg0Rd; 705G 73 9E jnb shork Fipe

ceqima:7cs8 33 oo Lor A%, ax

caqiid: 7C5A O pushf

seqObd:7C70 2E FF AE 62 @0 call  dword pkr cs:9 ; int 11
seqORd:7Ca0 4E dec s

SeqOAR:TLAT 75 ED ne shork negl

ceqlpd:vCe3 EB 35 jnp short giveup

Figure 3: Stoned Virus Search Rattern [2]



3.2 Heuiristics

This method | ooks-Ilfhkeocbdbatnavrnfabumdr mal act

known or even unknown viruses [9]. It is a static analygisch means that the code being

| ook ed aftor ifstdxeoated dn amfattgdmachine. Heuristics analysisdsne in

two steps [9] Data Gathering in whicthedata is collected using many heuristics and Analysis
in whichthetechniques like data mining, expert systems or neural networks can be used to

andyze. Heuristics method may give false alarms but it is effective in finding new viruses.

3.3 Code Emulation

Code emulation is a technique in which a virus is allowed to execute in a simulated environment
without actually impacting the host machine. This dgyaamic analysis method as the code of

the virus is run to see itehavior. A good emulat@omprisesf five functionalitieq9], which

are CPU emulation, Memory emulation, Hardware and Operating System emulation, Emulation
controller and Analyzer. Codamulation is a good method to find new viruses including the
metamorphic virus.Table llists the various weaknesses atidtngths ofariousdetection

methods.

Detection tec hnique Strength Wealmess
Signature based Efficient New malirare
Anemaly based New malware Costly 1o anplement, False

Posttrves, wnproven

Ermlation hasad Encrypted vimses Caostly to implement

Table 1: Strength and Weakness 6 Detection Techniques [10]

4 Techniques Useddr Code Obfuscation

Code obfuscation techniques canused by programmers to conceal any logic or purpose by
makingthe code difficult to understand. In the world of ges, use of these techniquea tsoon
for any virus writer to make the viruses hidden fribranti-virus software Metamorphic

7



engines execute many code obfuscation techniques which allow them to evade signature based
detection.These tehnigues helpnetamorphic engines toeate many morphed copies of a

singlebase virus file.

For assembly programs, code obfaisan basically wiks over thedata section anthe control

flow [1]. Insertion of jump statements to change the flow of execution is involved in Control
Flow obfuscation whereadealing with register renaming, subroutine permutation, insertion of
dead code constitutes edbfuscation techniques relatedhedata section. Table 2 shows the

code obfuscation techniques usedhmswell known metamorphic virgs([1].

Evor [ZLMieT|ZPERM|RECSWAP |METAFPHOR
(L0000 | (2001 | (20007 [ (2000) (2001)
Instruction Substitution v
Instruction Permutation v v v
Dead code Tnsertion v v "4
Variable Subsatitntion ¥ v v v
Changing the Control Flow v v v

Table 2 : Code Obfuscation Techniques [1]

4.1 Subroutine Permutation

This is a very basic technique used for code obfuscation whtreisubroutines are reordered

/shuffled around using ingtctions such as jump and lalégthout impacting he subr outi ne
functionality (Figure 4 shows one such scenar®y).if any program is having n number of

subroutines, then all the subroutines can be reordered in n! (n factorial) different ways.

W32/Ghost virus [1] had in total 10 subroutines which gave it the capacityrtterets

subroutine in 3,628,800 ways.



4.2 Transposition

EP —»

Lo

—
(54}

— EP

o

Figure 4 : Subroutine Permutation Example [21]

Modifying the order of execution of instructions in any program is called Transposition. This

method can be only applied aset of instructions which do not have any mutual dependencies.

If the output of first instruction is not taken into account by the second instruction, then these two

nstructi

ons

can

be

swapped

as

t hei

r tiamr der

In orderto swap two instructions, sagstruction one is ADD RIR2 and mstruction two is

MOV R3, R4, one needs to makeir® that the following rules are satisfied [3]:

1.R3E R2
2.R3!1=R1
3.R4!1=R1

of



For example, instructions MOV A, &1d ADD C, D can be swapped based on the above given

rule as it would not impact the outcome of the program.

4.3 Register Swapping

This method modifies the current registers used in a particular instruction by swapping it with
another equivalent registevhich is helpful in evading signature detection as this gbaihe
opcode pattern. W95/Reg@p virus [4] used this technique extensivélg.example of two

generations of Regf&p appears Figure 5.

a.)

5L pop erlx

EFm4 000000 i laks 2dl, 00040

il i) o e31, b

BanCoonoon wov eaR,000CHh

f1c:agnno0nn F={ali } edx, 00860

8ELL mov e, [edx]

f93CcsS1A110000 i nkTS [Esi+ear 4400001 115] , ehx
b.)

56 pogp B

BEEO4 000000 oV e, 00040

8ED 5 oo edx, ehp

BFOCO00000 wov edl,000ch

flcodsnnonnm il Pax 00860

8530 vy esi, [eax]

f9R4EL18110000 o [Edx+edl v44+00001115] ,esl

Figure 5: RegSwap Examplg21]

4.4 Instruction Substitution

Metamorphic engines use this technique very commonly for generating highly morphed virus

copies. The idea of this method is to replace instruction (even group of instructions) with an
equivalent instruction [6]. In assemblya n gu a g e , i NstTd uacan ome fAraedpdl ae@e

Ai nc Adew gxamples used by W32/MetaPljb} areshownin Table 3.

10



Single Instruction (Instruction block

XOR Reg,Reg MOV  Repg,0
FUSH Tmm

FOF EReg

MOV  Mem,Reg
OF HReg,Regl OF  Hem,Reg2
MOV  EReg,Mem

MOV  Reg,Imm

Table 3: W32 Example of Instruction Replacement [1]

4.5 Insertion of Junk/Dead Code

Most of themetamorphic engines insert junk or dead code in the virus file to vary the signatures
of individual virus files morphed from a base virus file. This technique is very effective if used
within a certain limit. Inserting dead code beyond a particular paggers an abnormality

which can be easily detected by intrusion detection systems. If an instruction or group of
instructions has been insert@dhich might be executed but does not alter the functionality of the

programitc an be ter me d daesdo . dal dritlordubhditpigsnit eax o f ol | o

e a Xfexecutedqwi I I not affect the programbébs nor mal f
block of instructions whichds been inserted afteuaconditionafimmp 6 i nstructi on t o
authenticAct u a l instruction, then this inserted co

will never be executed.

The Win95/Zperm is onef the virus which has used this technique in ordarg¢ate

metamorphic copield]. Figure 6illustrates an example amstruction reordering.

11



Instzuction 4 ¢ [nstyustion 1 ¢ [nstruation

[nstavetion § inp - [nstruetion

np ELP el L Inp ~

garbage Tustruction J ¢ ja1bage J

start Inp [nstruction *

[nstyvetion | ELY b L np

Instzucticn J [ngtrustion § « start

g 18p instruction |

Arbage ] start inp

Instruetion 3 [pstrugtion | garhage ]

Jay — y — Cos b Liun

garbage [notruction 4 &— Inp —-
INp garbage

Figure 6 : Win85 Instruction Reordering [1]

5 Hidden Markov Model

5.1 Introduction

A Markov process in probability and statistics is a random phenangs=pendentipon time for
which the phenomam holds apecific property [1P Hidden Markov Model (HMM) is a tool
based on pattern analysis this analysisthe systemwhich isbeing modeled isothing buta
Markov processA few areas where HMM igsed ardioinformatics protein modeling, gesture

recogniton and speech recogniti@pplications [10

First, HMM is fed with an input/training data. HMM then tries to extract a list of unique symbols
from the training data. In addition, it also identifies their respective positions in the training data.
The daa obtained bythese extractions and identificatgis treated as a model with which HMM

will determine whether there is similarity of pattern between the model and a new set of input.

The HMM makes use dhe followingnotationg20]:

12



T = Length of the observed sequence

N = Number of states in the model

M = number of distinct observation symbols

O = Observation sequence

A = State transition probability matrix

B = Observation probability distribution matrix

1t = Initial state distribution matrix

Figure 7 depic the HMM in generic forni20]. The state at time t is represented hraXxdO;
represents thebservation at time t. The dashed line shows the Markov process which is
calculated based on State transition probability matrix and the initial staf@ixXe\ery statewe
have an Observation sequence represent-ing

Observation probability distribution matrf) andState transition probability matr{d).

A | . /
‘\[-_1['1-;!_-\' process: _\-“ - _\’] - -\'_, e - -Xx'~1

Observations Op o)) (o Ve Or_

Figure 7 : Generic HMM [20]

5.2 HMM Example

The inner working of HMM is illugated through an example in|[&ets assume about the
annual temperature of any given place. Itloareither cold (C) or hot (H).r@ can determine

the annual temperature afyayear inthe future by observing the various size of the trees (size
can be Largd,, Medium-M or SmaltS). To solve this problem, we have the following

information :

13
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a. The probability ofahot yearoccurring before cold year is 0.4r the probability of two
consecutive hot years is 0.7. The probabilitaobld year occurring befor@hot year is
0.3 or he probability otwo consecutive cold yeais0.6. Figure &hows the

probabilitiesd matri X

H (!
I 0.7 0.3
- 4 0.6

Figure 8 : Probability B ased on Temperature Transition [8]

b. This information deals whtthe temperature and tree sfzargeL, MediumM or Smalt
S). The probability of tree being smallarnot year is 0.1 and small axold year is 0.7.
The probability of tredeing medium irahot year is 0.4 and mediumarcold year is
0.2. And the probability of tree being largeaihot year is 0.5 andiige inacold year is
0.1. The matrix representatias shownin Figure 9

5 M L

d | 01 04 0.5
Lo 0.2 01

Figure 9 : Probability B ased on Tree Size [8]

Now correlating the above imfmation with the HMM notationkere its states areepresented

by the annual temperatures. The observable symbols are identified as tree sizes. In each state, the
probability of observadn symbols are represented by tree sizes at each temperature 1Bigure

shows theesultingHMM model [20].
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0 1 'v"" Qv:z)____.-" \ . . | ",’
_L_ 0.4 T 0
Small Medium

Figure 10: Resulting HMM Model [20]

For a given observation like (S,M,S,L) having length T=4, to deterthegtate trasition, the

HMM would performthe followingsteps.
1. Determine N, which arethestate transitions.

2. N ow for each state transition (4 in this exampt&Jculateobservations sequere 6 s

probability[8].

P(HHCC) =My 8 bH(S) * dHH * bH(hD * dyc * 11(3(5) * acc * h()(L)

= (0.6) * (0.1) * (0.7) * (0.4) * (0.3) * (0.7) * (0.6) * (0.1)
=0.000212

Table 4 shows all the probabilities.

15




stale sequence probability
HHHH 0.000412
HHHC 0.000035
HHGH 0.000706
HHCC 0.000212
HCHH 0.000050
CHG 0.000004
HUGH 0.000302
HCCC 0.0000291
CHHH 0.001098
CHHG 0.000094

L HCH 0.001382
CHOG 0.000564
COGHH 0.000470
CCHC 0.000040
CCCH 0.002822
ZLGG 0.000847

L prooability 0009629
max praobability 0.002822

Table 4 : Probabilities of all the State quenceg20]

3. From the Tble4, we can see that thheaxmum probability is 0.002822. This
corresponds t otheimGsCptodablarwualitecnperature sequence.

5.3 Detecting Metamorphic Virus using HMM

To detect a mamorphic virus using HMM, we need training data. This traidiaig is nothing

but virus files generated from same virus generator, and converted to .asm file (assembly files)
using IDA Pro [22]. HMM needs a unique observation sequence and observation symbols to
train a model. Concatenating the opcodes of viruseégjiwe the unique observation sequence

and unique assembly opcodes forms the observation symbols. For example, considering the

training data in Figure 1HMM model can be constructed as shown in Figure 12.
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Figure 11: Training Data [21]
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Figure 12: HMM Model [21]
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After constructing the model for a particular virus family, now HMM is used to check whether a
particular virus belongs to th&amily or not. The HMM would produce the resag shown in
Figure 13.

G0 IBEN NP ED e b (AR 00 S =G5 20785,
B Edit Tock Syniax Buffers Window Help
AdRas 2@ o ™ S =

Result/168 _TDAN_H2_E8.score

Files in the sane fFanily:

1DANG
1DANT
1DAN2 ~-2_8560531805089328
IDANT -2 _684675694L49917

TDANK -2.78985333757361

Files not in the family (normnal files):
1DARG -20.3522145949011

IDARZ =TT
TDARA ~-27 6756861283017
TDARK =-22.7756h607 78066

Figure 13: HMM Output [21]

Considering a threshold value-df38, the virus files IDANOIDAN1, IDAN2, IDAN3 and
IDAN4 belongs to same virus family as their scores are greater than the threshold. The other files
have scores less than the threshstdthey canot be consideredsbdonging to the same virus

family.

5.4 HMM Results Observation

200 viruses generated biext Generation Virus Creatidiit in [8] were tested with HMM. In
total, 25 models were trained and used to differentiateviras (normal files) from that of 200
virus files. Out of 25 models, 23 were able to identify normal programs depending upon their
scoreswhich meant NGVCK viruss were easily detecteeéigure 14 shows an example of a
result which shows the difference of scores between theaildites andhevirus files [16].
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Figure 14 : Sample HMM Result [16]

6 Metamorphic Engine

A metamorphic engine was developed?21], which used many code futscation techniques to
producehighly morphed copies of any base virus file. These morphed copies were made by
copying cods from normal files which werey@win utility files. The metamorphic generator
used code obfuscation techniques such as dead code insertion, NOP sequence insertion,
equivalent instruction substitution and transposition. Special algorithms were developed to
incorporate the above discussed code obfistétchniques. The morphed virus copies were
then tested against the commercial virus scanners and later with the Hidden Markov Model

developedn [8].

The experiments conducted with the commercial availablevans scanners were very
successful. The tests showed that the base virus file was detected by-tiisuptioducts and
thus quarantined. But when the awitus scanners were tested agaihstmorphed copies, it

failed. The scanners were not able to detect the morphed copies of the same base virus file which

19



was detectable and thus showing the high level of metamorphism created by the metamorphic
generator.

Then the morphed copies were teshgainst the virus detection tool based on HMM. For one of
the test case, 90 virus files were used to make HMM model and then 30 virus files were tested
against this generated model. Even with high degree of metamorphism involved, HMM was
successful in dierentiating between the normal files and the virus files as shown in Figure 15
[21].

Figure 15: HMM Results [21]
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7 Improved Metamorphic Engine

Even though the metamorphic engine developed in [21] as discugs&vious section was able
to develop highly metamorphic virus files, HMM developeddjwvfas able to classify the virus
files into the same virus family. Thdrawback of the metamorphic engine developed in [21] was
becausehe engire was randomly applyghcode obfuscation techniqué&hereforean improved
version of metamorphic engine was developed 6 fo remove this randomness feature. A
scoring algorithm known as Dynamic Scoring Algorithm was developgdwhich basically

made sure that the codbfuscation techniques are applied only if they make the virus file look

like a normal file/program.

7.1  Dynamic Scoring Algorithm
The Dynamic Scoring Algorithm developed in [16] has been mainly divided into three steps :
1. Algorithm Initialization- After passing a virus file and a normal file as parameters, four
master lists are createdh&e lists maintais theinformation which arendividual
opcode count and opcoghair counts of botthe normal file andhevirus file. Consider

the opcodes as shownTiable 5as present in the normal and virus files.

Virus opeode Normal file opcode
Mov Mov

Add Mov

Mov Sub

Pop Pop

Fetn Fetn

Table 5: Opcodes in Virus and Normal Hles [16]

Thenthe four lists generated by the algorithm will haveftilewing contents as shown
in Table 6. The algorithm also computbe difference between each opcgudgr and

opcode count and adds them.
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Vs opeode | Nommal file difference WVires opcode-pair | Normal file difference
count list cpcode connt count list opcode-pair count
list list

Mov (2) Movw (2) 0 Mov_add (1) Mov_add (0) 1

Add (1) Add (D) 1 Add mov(l) Add mow(0) 1

Pop (1) Pop(l) 0 Mov_pop(l) Mov_pop{0) 1

Retn(1) Retn(l) 0 Pop_retn(1) Pop_retn(1) 0

Sub (0) Sub (1) 1 Mov_mow(0) Mov_mowi(l) 1
Mow_sub{0) Mov_subil) 1
Sub pop(0) Sub pop(1) 1

Table 6 : List M aintained by the Algorithm [16]

2. Score he ChangesBefore making any change permanently, a new score is calcudated t
see whether the new change will bring the virus file closer to the normat fit&.0A
score less than O makiee virus file closer to the normal file. An exact score of 0 means
there is no lsange. A score more than 0 mehat the virus file and the normal file is less

similar to each other. For example, if
transposition, the two opcode sequeagea s s ed wi | | be Amov add
original subseqguenc enhichasnhe neiv subsequencey add

A change in score is computed as followidg|[
a. Calculate and save the-be-affectedcounts. Table 8hows this calculation.

The tebe-affected score in this case will be 5.

Tobe-affected | Nommal file | Difference | To-be-affected | Normal file Difference

Vims opeode | opeode count | before Virus opeode-pair | opeode-pair count | before

counf list list changes count list list changes

Mov (2) Mov (2) 0 Mov add (1) Mov add (0) 1

Add (1) Add (0) l Add mov(1) Add mov(0) l

Pop (1) Pop(1) 0 Mov pop(1) Mov pop(0) 1
Mov_mow(0) Mov_maov(1) 1

Table 7 : Original Subsequence Score [16]

b. From the master lissudractt h e
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c. Counts of the new subsequence should be added to the master lists. Table 8

t hat

shows the steps b and c. Noti ce
table.
Subtract criginal Add new Subtract original Add new subsequence
subsequence subsequence opcode-pair count list | opcode-pair count
Mo (2-2=0) Mov ((H2=2) Mov_add (1-1=0) Mov_add ((H1=1)
Add (1-1=0) Add (0+1=1) Add mow(1-1=0) Add mow((H0=0)
Pop (1-1=0) Pop(l+1=1) Mov_pop(1-1=0) Mov_pop(0=0=0)
Mov_mow(0) Mov_mow{H1=1)
Add_pop(l)

Table 8 : Subtraction and Addition of New Count [16]

d. Now compute the affected counts. Tablsh®ws thathenew score will be 3

and the original score was 5, which indicates that if the transposition is done,

then the virus file will become closer ttee normal file by 2 points.

New Virus Normal file Difference new Vims opcode | Normal file Difference
opcode count | opcode count | affer changes | sequence count opcode sequence | after changes
List List list count list
Mow (2) Mow (2) a Mov_add (1) Mov_add (0) 1
Add (1) Add (D) 1 Add maow(0) Add mow(l) 0
Pop(l) Pop(1) a Mov_pop(0) Mov_pop(0) 0
Mov_mew(1) Mov_mow(1) 0
Add pop(l) Add _popi) 1

Table 9 : New Score Calculation [16]

3. Updating the changesThis step deals with making the changes in the master list

permanently. The master score now will decrease from 8 taoh@ asore was improved

by 2. TablelO shows the updated master lists
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7.2

Vius opeode | Nommal file difference WVires opcode-pair | Normal file difference
count list cpcode connt count list opcode-pair count
list list

Mow (2) Mov (2) a Mov add (1) Mov_add (0) 1

Add (1) Add (D) 1 Add mow(0) Add mow(0) 0

Pop (1) Pop(1} 0 Mov_pop(0) Mov_pop(0) 0

Retn(1) Retn(l) 0 Pop_retn(1) Pop_retn(1) 0

Sub (1) Sub (1) 1 Mov_mow(1) Mov_mov(1) 0
Mov_sub{0) Mov_subil) 1
Sub pop() Sub pop(l1) 1
Add pop(1) Add_pop(0) 1

Table 10: Updated Master Lists [16]

Experimental Results

The improved metamorphic generator was successful in evading HMM detectvas. possible

only by generating highly morphed viruses and also maintathia similarity between thérus

file and the normal filgbased on the Dynamic Scoring Algorithm. Figlifsshows one of the

test case resylvhich depicts the failure of HMM tdassify correctly between the virus and

normal files.

35% dead code
block, 30% sub-

1o routine, N=3x% 35

w L ¥ o EEEEEE EEEEEE

- = BN S b Family Virus

b ®Normal Files

w

Figure 16 : HMM Results with 30% Subroutines and 35% Dead Cod¢§l6]
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8 Code Emulator for Metamorphic Code Detection

8.1 Introduction

In general, the code emulator should htnesability to run the virus code being analyzed in an
emulated environment. In this way, there is a very high chance that the virus will expose itself
about its functionalities. Using virtual flags and registers, the code emulator will run the
instructionset of the CPUEven hough ode emulatbn may be a costly solutiobut given the

task at hand to detect the metamorphic virus, it can be a very effective solution in the long run.

In order to implement a metamorphic virus detector though code emulagdmd to make sure
that most of the code obfuscation techniques were taken care of. Code obfuscation techniques
such as equivalent code substitution, dead code insertion, junk block insertion and dead
subroutine insertion were the primary targets ofamge emulator. The aim of our code emulator
is to bring the morphed copies of virus file as close (statistically) as possible to the base virus
file. By doing this we can make sure that when thesmarphed copies are given as an input to
the HMM, it will detect them with ease.

8.2 Goals
The main goals that we wanted to achieveulgh the implementation of code emulator are:

1. The code emulator should implement as many assembly level language instructions
as possible.

2. The code emulator should have the cajighio emulate all the important CPU
registers.

3. The emulator should be able to filter out or change thieuations/subroutines
which are because obde obfuscation techniques such as: equivalent code
substitution, dead code insertion, junk block itiearand dead subroutine insertion.

4. The emulator should also preserve the basic functionality of the virus program.

5. The code emulator should try to bring theraarphed copies clos#o the base virus

file Astatisticallyo.
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8.3 Experimental Process

In an effort to detect the metamorphic virus ogémerateghe metamorphic virus, significant
background research and work has been done previously. A logicabgdpveloped in the
continued research between ttevelopments dfiMM [8] and the metamorpic code generator
[16]. So where does exactly our code emulator will fit in? To get the complete picture, Figure

shows the entire flow of actions that will be taken to test and validate the results.

For our research, we need two types of data whiethawirus files and normal files. For virus

files, we used the Next Generation Virus Creation Kit (NGMCWersion 0.3 stable released on

June 2001) to create 200 virus fil edDANB®S5] . Th
t o Al DAN1 Mhldiles, weahose €ygwin utility files [25] which were randomly

chosen. These utility files have pretty much same low level system functionalities/ass

files and thus are ideal candidates for comparison and morphing. These normal files were named
from Al DAROO to Al DAR390.

1. We collected 200 virus files belonging to the same family generated by the NGVCK.
These virus files are the base virus files which will be used in our project.

2. IDA Pro [22] is used to dissemble the files into .asm virus files.

3. Out of those 200, 160 virus files are used to make models for the ,Midh will
be used later for detection.

4. Remaining 40 virus files and 40 normal files are taken as an input to the metamorphic
code generator developed @6], which are used to createghly morphed copies of
all the virus fileswith different morphing percentage

5. Once we have a collection of morphed virus files, we feed those files into our code
emulator.

6. The output of the code emulator will be-omorphed virus files which will be serde
as an input to the HMM.

7. The HMM on its behalf will now try to distinguish these virus files based on the
model which we had constructed in step 3.

8. The last step will be to analyze the different scores given by the HMM.
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8.4 Architecture

8.4.1 Introduction

Figure 17 : Code Emulator ProcessFlow

One of the main goal for the development of code emulator was to have a robust architecture

where proper subsystems were identified. We tried to ensure that though implementing the code
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emulator is complex, each layer or subsystem is built over relatively clean and simple concepts.
Since the code emulator will be having lot of interaction with the files system and database, we
chose to implement the emulator in JAVA becaus@eerled bdter hold and greater

flexibility over the program and the data. The code emulator has been basically divided into
seven main components like Execution Path Recorder, Equivalent Instruction Sobstituti

Finder, etc. Figure 18hows the overall architectuo¢ our code emulator displaying the various

components involved.

CODE EMULATOR
Execution Path
Recorder D
A
T
F A
I 7N
t Junk Block or Junk ’2
Subroutine Finder c k_/
File System | H E | Database
(Virus Files) A s | " (Registers)
N S
D
L Equivalent Instruction L
E Substitution Finder A v
R Y
E
R
Dead Code Finder
Detector

Figure 18: Code Emulator Architecture
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8.4.2 Components
Thevarious components afur code emlator haghefollowing functions:

1. DatabaseAccess Layer Thislayer has been implemented based on the Singleton
Pattern [27] to have more efficiency. The data access layer provides a database
connection to all the other requesting components. The singleton pattern makes
sure that the only one instance of the claggeatedand thus providing global
point of accessto thet a t a bohjexte 0 s

2. File Handleri This component deals with the writing and reading of various virus
files. These operations of accessing file system has been given exclusively to this
component.

3. Detectori This module is the main component where the instructions read from
the file are passed. This component has been designed as GedeéhEmulation
Algorithm. The main task of this component is to act as a contraltéch
decides over whichamponent will be executed next.

4. Dead Code Finder This module is responsible for finding the dead code as per
theCode Emulation AlgorithmThis module maintains a list of already known
series of dead code instructions through which it finds the eguivdéad codes
in the virus file.

5. Equivalent Instruction Substitution FindeiThis module is responsible for
finding the equivalent instructions based on pattern matching.

6. Junk Block/Junk Subroutine Findeihis component finds all the subroutines
which are not called from anywhere and marks them appropriately.

7. Execution Path RecorderThis module is the last one to be called by the
Detector module. This is where the emulation takes place and along witio

marks all the instructions which haveeimeexecuted.

8.5 Code Emulation: The Algorithm

8.5.1 Introduction
To make sure that our code emulator is following a specific path or process, we came up with an

algorithmknown ashe Code Emulation AlgorithmThis algorithm consists of steps specific for
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acertain types of code obfuscation techniques. Keeping in mind the various code obfuscation
techniques that needs to be handled, the algorithm is designed to make couple of parsing before

the actual emulation of registers take place. The sections beloarmresp steps in detail.

8.5.2 Initializing the Data Structure

As a first logical step, virus file will be read into a particular data structure. So it was important
to have a data structure defined for our emulatbich should be easy to handle and maintain.
One observation which was very much evident froemdisassembled virus files wihe way the
instructiors were laid out. Every location/subroutine individually had a different set of

instructionsas shown inte Figure 19.

loc_40105F: ; CODE XREF: CODE-004013E2]
mov  ebx, 31h
sub ehyx, 10h
mov  eax, offset dword_401480
mov  ss:dword_4014CE[ebp], ebx

add eax, ebp
call sub_401131
inc £ax
jz short loc_401096
sub_401114 proc near ; CODE XREF: CODE-0040108CH

jmp  loc_101%de
lea edi,dword_401402[ebp]
push  edi
push 0O
pop  edx
add edx, ss:dword_4014BA[ebp]
push edx
call ssodwaord_401460[ebp]
jmp  loc_101%fe
sub_401114  endp

Figure 19: Sample Virus File

So, we maintained a separate JAVA class for each location where it was populated with their
respective instructions and opcodes saved as array lists. We also maintained separate flag for
each location (at class level) and also for each instruction. Tipectes flags were made true if

a particular location/subroutine is called and/or if a particular instruction is executed. This was
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the optimal way to keep track of all the instiians being executed. Figure &Bows a

representation of the class witheavfmethods included.

LocationSaver

{gVisited: Boolean

-nstructionList<5tring=: ArrayList
-opCodeToPart<String=: Arraylist
-opCodeFromPart<String=: ArrayList
{sInstructionExecuted <Boolean=: Arraylist

+setlsVisited(value: Boolean)
+removelnstruction(position: int)
+removeOpCodeFromPart{position: int)
+removedpCodeToPart{position: int)

Figure 20: Class Diagram for Data Structure Maintained

8.5.3 First Pass- Finding Junk Blocks and Junk Subroutines

This is a helper pass which is basically run to ensure that less strain is put over therexecutio
recorder phase (where the emulation of registers take place). In this pass, the emulator will try to
find any junk block or junk subroutine which has been embedded into the morphed virus file.
This pass does not deal with the emulation of the register#, scans all the instructions

looking for specific property related to junk block or junk subroutine code.

To improve efficiency, warema i nt ai ni ng a | i st kWhideweadigs nACal |
the data fromlte file into the data structurdnis list was being populated with the names of any
subroutine which has been called, @b enever we encountered with t
subroutine name or the location name was fed into the CalledSubroutine list. This step provided
uswiththeim or mati on about the subroutines which dan
scenari o. Once the ACall edSubroutineodo |ist is

data structure whose names are not included in our list.

The second part of thisaps is to find the probable junk blocks of code. This part deals with the

searching ofinconditionafi j] mp o6 i nstructi ons. Il f therg are a
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t hen we <can

mar k the remaining i nstforbengi ons

never executed. Note that at this stage do not delete these instructions from the data

structure but we just mark them so that later in execution recorder,stegean coss check

whether these instructions are executed or not througsteegimulationThe Figure 2E5hows

a similar condition.

jmp
push
mov
sub
loc_100b6e:
or
sub
push
mov
Xor

sub_411696  proc near

; CODE XREF: CODE:OD411AECD

loc_100b6e

ebp Mark As “probable”
ebp, esp junk code

esp, 8

eax, 20BC294h
edy, edx

edx

edy, ebx
edx,ebx

Figure 21 : Sample Junk Block

To sum up, the algorithm to be followéat this round is shown in Figure 22.
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Note : From previous phase, we have the list of called subroutines in the list
“CalledSubroutine”
Step 1: For every subroutine in the data structure
Step 2: If this subroutine exists in the list “CalledSubroutine”
then goto Step 3 else Step 6
Step 3: For every instruction in the subroutine or location, if
it is unconditional “jmp” then goto step 4.
Step 4 : Mark the REMAINING instructions in that subroutine as
“unvisited” in the data structure
Step 5: Repeat step 3 and 4 until end of instructions
Step 6: Delete all the instructions and opcodes of this subroutine,
Step 7: Repeat steps 2 to 6 until all subroutines/locations are covered

Figure 22: First Pass Algorithm

8.5.4 Second Pass: Findquivalent Instruction Substitution

One of the steps to make morphed copies of the base virus file was to substitute an equivalent
instruction [L6]. The equivalent instruction substitution does make a lot of difference for
scannerswhich are based on signature detection and HMM, too. Since substitution of an
equivalent instruction will not make any difference to the existing functionality, catching it
through the emulation process solely will be very tough as we cannot impose any lggieral
behind it. To overcome this problem, we used the list of instructions and their equivalent
instructions listed ing1] and used them in our implementati@eé AppendiA for a complete

list of instructions and their equivalent ingttions). Thereare close to 50 instructions and their

substitute instructions in this list.

In order to implement this scenario, we did pattern matching of various instructions and their

operands to reverse it back to the original instruction. For example, consittdiaveng

instruction substitution for i nstruction fAdec
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Instruction Substitution

dec R 1. negR
not R

dec mam 1. neg mem
not mem

Table 11: Equivalent Substitution Example

Now in this pass, as the emulator goes through all the instructions, it will try to match all the new
patterns with the patterns thfe equivalent instructions already saved in the emulator. Referring

from the Tablell, it can be seen that a simpleinstricon of Adec RO or Adec
red aced with AnBdgoRORbOol bowBddedymemo foll owed
emulator at this stage will be to find the matching patterns and replacing those instructions with

their original counterpart$. n t hi s case, wherever the emul at o
consecutive instructions for a particular location or subroutine, these instructions will be replaced

with Adec RO.

8.5.5 Finding Dead Code and Recording Execution Path

This is the laséind the most important step in the execution of a virus file. Till this step, ttse viru

file which has been put into tltata structurehnas been cl eaned up of AmMmo:
which was result of various code obfuscation techniques. But thibtwevetill many more

instructions left to be founavhether they are actually impacting over the functionality of the

virus program or not.

As a first part of this step, while the code emulator goes instruction by instruction, it tries to find
out the @ad code (instruction which executes but will not impact over the functionality). We
took the list of possible dead cod@4][(See AppendiB for a complete list) and the code

emulator will keep looking for them during the execution of the virus filenyf of the sequence

of instructions were found in the file, the code emulator will simply block them from being

executed and mark them as unvisited.

The rext phase of this step was the actual emulation of a virus file. In order to run this step, we

emulaed the various registers present in the 8086 architecture in our database. All the registers
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were created as a new column inside a table of our database. For example, if we have 2 registers
EAX and EBX to be emulated, then we will have 2 columns named &#&MEBX in our

dat abaseds table. So whenever the emul ator wi
registers, database table will be updated appropriately. Our emulator is supporting most of the

registers (Se8ection 8.6 forist of Supported Registers).

Other emulation that our code emulator is dealing with is the emulation of different kind of
instructions. We implemented the functionality of many instructions $&eton 8.7 forist of

Supported Instructions). Ferx ampl e, i f t he emul ator encounter
emul ator will use database query to remove th
ebx) and then insert it into the column eax. Each instruction was implemented separately based

on ther functionality in our emulatgiso that they perform the same operation with our emulated

registers as it would have done with the real CPU registers.

To get a complete pigre of emulation, consider an example wheeemulator encounters two

instruct ons as fAmov ebp, espod and then Adec ebxo.
instructions in our emulator. So in this case, the emulator will pick up the value from column
Aespo Iin the database and i ns e wlatorwiltdedreméno t he

the value present i ndepittsthis scenbrio.mn fiebx o . Figur
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Database Representation of Registers

mov  ebp, esp - EBP | ESP | EBX

1 ) 2
1 4

Database Repre/gentation of Registers

dec ebx - EBP ESP { EBX
:

1 1

Figure 23: Register Emulation through Database

The code emulator while executing these instructials® keeps updating in the dagtructure
whether or not any particular instruction has been visited/executed. In this way, when the
emulation stopghe code emulator would have marked all the possible instructions which were
exeated for a particular path.aBically the code emulattnes to follow a particular path and

record all subroutines/locations/instructions that have been executed.

At the end of this stephé code emulator will produce @asm file which will have the

instructions that were marked as visited/executed in our data structure.
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8.6 List of Registers Supported

For performing an effgive code emulation, thede emulator will attempt to capture as many

registers as possible dwat most of theasm file of Intel 8086 could be executed. Registers are

fast memory, almost always connected to circuitry that allows various arithmetic, logical,

control, and other manipulations, as well as possibly setting interna[ 2dig$mplemenation

of various registers will be based over the functionalities of individual register set. Below are the

register sets which have beeentified for implementabn:

1.

Accumulators All the operations such aetate logical, arithmetic shift or similar
operations are done by the registers known as Accumulat@886,AX is the one

word accumulator of size 16 bits. Variation is that higher order byte of AX is called
AH, whereas lower order byte is called AL

Geneal Purpose Registersseneral Purpose Registers in 8086 are BP, BX, AX, CX,
SP and DI. To cover thesge needed to have both the lower order twadhigher

order bytes variations. Higher order for general purpose registers areBid|lédH,

DH, and G and the lower order bytes are named asAlL, DL, and CL

Index Registers : In 8086, index registers are nothing but use of general purpose
registers. So we have used the general purpose registers as index registers itself. A
more complicated version cée made by combining the index register dred

addess register

BaseRegisters : Thesare used to segment memory. In 808@éy¢ are six of them :

GS- data segment, SStack segment ES extra segmengS- data segment register
CS code segmerandDS- data segment

Program Counter We did not emulate the program counter as we had other
mechanism to follow the execution path. Program Counter basically stores the next
executable instructiondés address

Stack Pointer tn 8086,SP stack pointecombined withSS- stack segment pointer

is used to create address of the stack

37



8.7 Instructions Supported

Forthe implementation of our code emulator, target was to include most of the 8086/8088
instructions sets. Refer to Appendix C for a complete list of instructions [23] suppottesl by
8086/8088 architecture. There are close to 100 individual instruetitmsnany instructions
havingdifferentvariations (which meant different approach for each variation). So to avoid
unnecessary implementation of less used instructions, we wrote a utility java pragiraim

took input as 15 of the virus files and created a list of most frequently used instructions in these
virus files. So we implemented close to 30 instructions in total based on the figures thus

collected. Figure 24 shows the list of those instructaonstheir average frequency of
occurrence in those 15 virus files.

Instructions
60

m Count

&=
[%2]
2 E
o

Figure 24 : Opcode Frequency of 15 Wus Files
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9 Experiments and Analysis

9.1 HMM Test for Base Virus Files

To make sure that HMM is detecting our 40 basesviles; we ran a test for HMM detection. If
the scores obtained by HMM ftrevirus files are lower than the scores obtainedenormal
files, then the HMM will be able to distinguish between them. This is beddifd maintains

a threshold valuescore of any file lower than the threshold is considereal rsrmal file and

score of file higher than the threshold is considereaivirsis file.

Figure 25shows the HMM result for our 40 base virus filEee HMM was successfully able to

differentiate between the normal files from theus files.

Virus File

¥ Normal File

Figure 25: HMM Results for 40 Base Virus Rles
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It can be observed from the above figure that the minimum score of virus fardil@8473and
the maximum score of normal file48.90711 so the HMM was able to make a clear distinction

of both type of files (Refer to Appendix F for the complete list of HMM scores).

9.2 HMM Test without Code Emulation

To conducthis step in the experimeptocess, we took the 40 base virus files and morphed them
using Metamorphic Virus Generator Engid®][ The engine will take one normal file and one

virus file as input and apply various code obfuscation techniques in an effort to make the base
virus file closer to the normal file. For our experiment, we have 40 base virus files and 40 normal
files. So, we took the*virus file with 1% normal file, 29 virus file with 2'Y normal file and so

on. At this stage we expect that there will be many morphed files which would not be

detected by the HMM. We morphed the base virus files with different settings (different

percentage of morphing).

9.2.1 HMM Test with 15% Morphing

We started our experiments by morphing the base virus files bywbih was having 5%
subroutine copied into from the normal file. Then we ran the HMM test again for these set of
morphed virus files. The HMM was not able to detect allhtiogphedvirus files as it did before
the morphing had happened. FiguresBéws the rsult of our HMMtest. With the raximum

score of normalifes being-8.90711, we found that there were 20 virus files whose score was
less than the maximum score of the normal file (Refer to Appendix G for a complete list of
HMM scores).
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Morphed Virus File

™ Normal File

Figure 26: HMM Test with 15% Morphing

9.2.2 HMM Test with 25% Morphing

For this round, we started our experiments by morphing the base virus files bywRisbowas

having 15% subroutine copied into from the normal file. Then we ran the HMM test again for
these set of morphed virus files. The HMM was not able to diéseantiremorphedviruses

Figure 27shows the rsult of our HMM test. With the aximum score of normalifes being-

8.90711, we found that there were 20 virus files whose score was less than the maximum score

of the normal file (Refer to Appendix H for a complete list of HMM scores).
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Morphed Virus File

» Normal File

Figure 27: HMM Test with 25% Morphing

9.2.3 HMM Test with 35% Morphing

We started our experiments by morphing the base virus files byv@bizh was having 25%
subroutine copied into from the normal file. Then we ran the HMM test again for these set of
morphed virus files. The HMM was not able to detect all the virus files as it did before the
morphing had happened. Figure®ws the reult of our HMM test. With the mximum score

of Normal Files being8.90711, we found that there were 16 virus files whose score was less
than the maximum score of the normal file (Refer to Appendix | for a complete list of HMM

scores).
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Morphed Virus File

® Normal File

Figure 28: HMM Test with 35% Morphing

9.3 HMM Testswith Code Emulation

From the tests conducted in the previous section, we got sure that HMM was not able to detect

all the virus files after morphing. Now we took the 40 morphed virus files generated from the

above tests (for various morphing percentage) to run with our Qudé&aor. The code emulator

will try to remove as much as code obfuscation techniques applied to the virus files and create
AUMor phedo virus cop imophed Villes copiéslwith the ENMMtook he s e u
The expectation was that as the HMM was ébléetect base virus files, it will also detect the

corresponding wmorphed virus files.

9.3.1 HMM T est with 15% Morphing

We took the 40 morphed virus files (having 15% morplaind 5% subroutine copyih@nd run
them in our code emulatawhose output wasrumorphed virus files. We then tested the 40 un
morphed virus files to see whether HMM can now detect these or not. Figsine\&9 that the

HMM was able to distinguish between themorphed virus files and the normal files. The
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minimum score of wmorphal virus files is-6.39854and the maximum score for the normal file
was-8.90711. Thus from the HMM scores generated, we can show that the code emulator was
successful in detecting the code obfuscation techniques (Refer to Appendix J for a complete list
of HMM scores).

* Un-Morphed Virus File

¥ Normal File

Figure 29: HMM Test with 15% Morphing

9.3.2 HMM Test with 25% Morphing

In this step, we took the 40 morphed virus files (having 25% morphin@=®dsubroutine
copying) and run them in our code emulateiose output was umorphed virus fileswe now
tested thee40 unmorphed virus fileso see whether HMM can now detect these or not. Figure
30shows that the HMM was able to distinguish between thmaorphed virus files and the
normalfiles. The minimun score of urmorphed virus files is6.26291 and the maximum score

for the normal file was8.90711 (Refer to Appendix K for a complete list of HMM scores).
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» Un-Morphed Virus File

» Normal File

Figure 30: HMM Test with 25% Morphing

9.3.3 HMM Test with 35% Morphing

The Figure 3khows that the HMM was able to distinguish between themaoiphed virus files

and the normal files. This test was aimed to see whether the code emulator can remove code
obfuscation techniques from virus file@shich have been morphed as hagh35%with 25%
subroutine copyingrhe minimum score ain-morphed virus files is6.73408 and the maximum
score for the normal file wa8.90711 (Refer to Appendix L for a complete list of HMM scores).
Thus from the HMM scores generated, we can showthieatode emulator was successful in

detecting the code obfugaan techniques
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Un-Morphed Virus File

¥ Normal File

Figure 31: HMM scores with 35% Morphing

9.4 PerformanceAnalysis of Code Emulator

To analyze the performance of our code emulator, we conductedgtgavhich have been
discussed in this section. The first analysis deals with the execution time of the virus file by our
code emulator. In the second analysis, we tried to ascertain the percentage of actual code

(undead)which our code emulator misselliring emulation of a virus file.

9.4.1 Execution Time Analysis

We wanted to get an idea about the performance of our code emulator. Figure 32 shows the time
analysis graph where theaxis represents the virus file size in KB dhdy-axis represents their
execution time in milliseconds (Rafto Appendix M to see the tinas per virus file name and

their size). As the virus file size increased, the code emulator took more time to finish its

operation.
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Execution Time Analysis
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Figure 32: Execution Time Analysis

9.4.2 Instruction Count Comparison

The code emulator tries to remove those instructions from the virus file which paeskeat due

to various morphing techniques. While performing emulation, there can be instructions which are
legitimate(undead,)but arestill removedby the code emulato5q we compared the number of
instructions inthebase virus file to the number of instructions left in the virus files after

emulation. According to Figure33we lost an average 25 instructionsper virus fileafter

emulation (Refer to AppendiX for the exact valugs.e. around average 3.35% of original
instructions There were cases whate difference in the instruction counts found lfke the

virus files IDAN127 and IDAN13p butat the same tim#here were cases where the number of

instructiors lost due to emulatiowas116 like the virus file IDAN125.
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I:;-ng Instructions Instruction Count Comparisor

= No. of Instructiong
in base Virus File

® No. of Instructions
after Emulation

1 3 5 7 9 11131517 19 21 23 25 27 29 31 33 35 37 39

File Number

Figure 33: Instruction Count Comparison
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10 Attacks on Code Emulator

Theimplemented code emulator does have certain limitations which a virus writer can exploit to
make the virus more complicated for any code emuld@toe. NGVCK generated viruses had one
entry point from where our code emulator starts its process. Virugswcae introduce multiple
entry points for any virus for which an advanced emulator will have to perform its operations
from all the respective entry points.our code emulator, we took the exception of Dummy

Loops Detection. Based on some conditionsséhloops are inserted to make the emulator run
thousands of instruction unnecessarily thus preventing it from rebuilding the original base virus

file.

In the Code Execution Recording phase, we followed the path of the instructions being executed.
But thee can be viruses where the instructions are based over the CPU properties. The overhead
will be that the emul ator wil/ have to run ov

behaviors.

11 Conclusions and Future Work

The emulator we developedas able to emulate the execution of virus files and rertiwve
unexecuted instructions/subroutines successfully. The code emulator was also able to remove or
change the instructions which were result of various code obfuscation techniques such as
equivalent instruction substitution, junk code/block insertion and dead code insertion. Once the
virus files were urmorphed by our code emulator, the HMM tool which watsafube to classify

the virus files from th@ormal files (after the virus files weneorphed by the metamorphic

engine) are now able to classify them.

The virus files which were morphed up to as high as 35% (with 15% to 25% subcmgyieg
also exposed themselves in our code emulator. We also showed that though code emulator is
compkex to implement, but with a good design and algorithm it can be a very powerful tool to

detect not only metamorphic viruses but also any kind of virus.
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Thecode emulator can be made a real powerful tool once many new techniques have been
incorporaté to the existing one. We listed few of our weaknesses with which our code emulator
can be attacked. Handling these issues could be the next logical step in an attempt to improve the
code emulator. One very challenging task what we anticipate is to neakedd emulator very
efficient. Our code emulator had a few steps

emulation. To remove these steps will be a beneficial step towards increasing its efficiency.

Other very interesting work which can be done is to combine the HMNMhardde emulator in

one package. The automation of processes like disassembling .exe files and making HMM
models would be very beneficial. This will be full of new challenges, bupsrdlict, if

achieved, can be a wonderful tool to find metamorphic viruses. The present code emulator did
not take care of I/O devices emulatideven though special treatments are required for each 1/0
device which will be very comprehensive to implemgigiw common features like managing

interrupts (both hardware and software) and physical memory access can be implemented.
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