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ABSTRACT

Taxonomy of Uniqueness Transformations

By Puneet Mishra
This report considers some of the possible security implications of unique software. We are interested in the case where each instance of a piece of software is functionally equivalent, but the internal structure is as distinct as possible. The potential security benefits of such software include improved resistance to viruses and an increased difficulty of certain types of attacks based on reverse engineering the code. The reverse engineering problem is particularly relevant in the field of digital rights management (DRM) and, more generally, whenever we must hide a secret in software.  

A taxonomy of C language code transformations to achieve software uniqueness is presented. This is followed by a discussion on the implementation of a subset of these transformations and the challenges associated with implementing other transformations. The transformed unique instances of code are then compared with the original code. The code comparison and analysis of the results are done using graphical and quantitative methodologies, developed as a part of this project. We conclude by mentioning future work. 
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1. Introduction

The aim of this project is to use code transformations that can be applied to arbitrary C [1] source code to yield distinct instances of the input code. We require that the resulting distinct copies are functionally equivalent to the original code. Our goal is to make instances of the transformed code as unique as possible. 

The transformations are being applied keeping in mind that it will be equally tough to break each instance of the software application. Since designing and executing an automated attack against code is outside the scope of the project, a heuristic argument can be used to argue the usefulness of creating unique instances of a piece of code. If instances of the code are sufficiently distinct, we expect that the work required to reverse engineer N instances will be linear in N. Thus, as the number of unique instances of the original code increases, the complexity of compromising the entire software system increases.
To illustrate the potential usefulness of unique software, consider the following simple example. Suppose we have software that is used to authenticate a user. Regardless of the authentication method employed, the result is ultimately a 1-bit answer, say, 1 for “success” and 0 for “failure.” An attacker can reverse engineer this authentication software and determine where the software makes this 1-bit comparison. Then by simply setting this comparison bit to “1”, the attacker can gain access regardless of the authentication information supplied. 

Now if each instance of this authentication software is identical, then an identical 1-bit attack can be applied to each instance (i.e., set the comparison bit to 1). On the other hand, if each instance of the software were distinct (though functionally equivalent), an attack on one instance of the software would only apply to that particular instance. An attack on another instance of the software would require another reverse engineering effort.

Perhaps after reverse engineering multiple instances of the software the attacker could gain enough insight into the transformation process to develop a general attack that would succeed against any instance of transformed software. However, this is almost certainly a far greater challenge than reverse engineering a single instance of the software. Provided that this is the case, we have increased the work required by an attacker to break an arbitrary instance of the software. Of course, the precise level of difficulty depends on the way that the uniqueness is applied.

The approach being advocated here is to make each instance of a particular piece of software unique. Note that the goal is not to prevent an individual instance of the software from being compromised. Instead, the goal is to have each instance of the software be a distinct reverse engineering problem for an attacker. In order for this approach to succeed, we propose to develop a collection of elementary transformations and apply these in sufficiently random combinations so that each instance of code is unique with a high probability. Furthermore, the uniqueness must be variable enough so that diagnosing the uniqueness process from a number of reverse engineered instances of the code is extremely difficult. Since we are applying transformations to source code, we must also ensure that the transformations will survive an optimizing compiler.

We have selected the C language as the language in which these transformations will be applied. One reason for selecting C is that it is inherently procedural. The use of C is not a significant restriction, since similar transformations could be developed for other programming languages. However, from a security standpoint, it would be preferable to develop these transformations in assembly code [2]. For simplicity and clarity, we have chosen a high-level language. 

An interesting code comparison technique compares programmer’s style and uses this as the basis for identifying programs written by a particular individual [3]. There are many other possible tests for program similarity. As part of this research we have developed a score for measuring the similarity of assembly code programs. We use this score to illustrate the level of variability achieved by our proposed source code transformations.

Program equivalence is known to be an NP-hard problem. However, we are claiming that each of our transformations produces the same output for any given input as the parent code would produce. Thus, we only need to verify that the individual transformations result in code that is functionally equivalent to the original code. If this is the case then the program equivalence issue can be avoided.

2. Potential Applications

In this section we discuss some of the possible applications of program uniqueness. The listed applications are not intended to be exhaustive. In fact, we view uniqueness as an extremely general tool that has potential applications in many areas of computer security. See, for example, [4] for a discussion of similar ideas in the context of operating systems.

2.1 Key Protection

A good candidate application for uniqueness is software that stores a key or other secret information. In a typical (non-unique) scenario, if an attacker manages to extract the key from one instance of the software, the same attack can be used to extract the key from any other instance of the software. However, if each copy of the software derives from distinct source code(which results in significantly different executable code(it would make an attack on any instance of the software nearly as difficult as the original attack.

2.2 Digital Rights Management

Digital Rights Management (DRM) is an important technology being promoted by major software companies such as Microsoft(. Software uniqueness has been touted as a useful ingredient in software-based DRM [5].

Recently, several DRM systems have failed dramatically when exposed to attacks(see [5] for a discussion of failed DRM products from Adobe( and Microsoft(, among others. None of these failed systems employed any uniqueness. Consequently, hackers who were able to reverse engineer a single instance of the software were assured that any attack they developed would apply universally to all instances of that particular product. 

If, on the other hand, a DRM system employs software uniqueness, it is highly unlikely that a single reverse engineering effort will be sufficient to break all instances of the software. Consequently, it is unlikely that an attacker who breaks one instance of such DRM software will have broken the entire system. Furthermore, it is likely that the work factor required to break the entire system will be dramatically higher than in the non-unique case. Of course, this same argument holds for many other software systems. But the implications in the DRM field are perhaps more readily apparent. Any DRM system designed to enforce copyright that is prone to systemic failure(as opposed to sporadic losses due to attack(is not likely to be trusted to protect valuable digital content.

As an aside, we mention the Trusted Computing Platform Association (TCPA) [6], which is an effort by several leading IT companies to develop a hardware-based DRM solution. Presently, there is a rancorous debate over the privacy and fair use implications of such technology [7]. If DRM cannot be made more robust in software, it seems likely that the TCPA effort will eventually succeed since many powerful economic forces are pushing the technology; see [5] and [8] for much more information on this and related DRM issues.

2.3 Software Watermarks

Unique code could also serve as a watermark to distinguish versions of the code. In principle, we could create a unique version of a piece of software based on some key. Then if a pirated binary version of the code were discovered, we could read the watermark to determine the source. In our scheme, the uniqueness is inserted at the source code level but we would like to read the watermark from the object code. Consequently, there are numerous issues to be resolved. 

Another potentially useful watermarking idea is to insert arbitrary values at certain points in unique instances of code. These unique values could serve as a runtime watermark. For example, at various points we could compute a hash of the watermark values, which would result in a unique identification key for a program. Of course, a similar thing can be done in the non-unique case. But in the unique case the identifier would be more robust, since each instance of the software would require a distinct watermark removal attack.

2.4 Code Obfuscation

Code obfuscation is a technique used to make the reverse engineering of software more difficult [9]. For example, this technique could be used to make it more difficult for competitors to easily gaining an insight into an application. Obfuscation could also be employed in an effort to prevent malicious users from easily understanding or modifying an application. Note, however, that obfuscation does not imply uniqueness, since a non-unique piece of software could be highly obfuscated. On the other hand, our usage of uniqueness is intended to provide a significant degree of obfuscation and therefore can be viewed as yet another obfuscation technique. Also, when applying uniqueness transformations, it would be reasonable to further obfuscate each unique versions of software by applying obfuscating transformations, such as those discussed in [9].

2.5 Anti-Piracy

The software industry has been battling piracy for many years. It is estimated that in 1998 the U.S. software industry lost over $2.9 billion in sales within the U.S. and $11 billion internationally due to software theft [10]. This number has undoubtedly grown in the last few years making the stakes even higher in the field of anti-piracy technologies.

Tamper resistant software (TRS) [11,12,13] is one idea that has emerged from research in anti-piracy. A TRS system employs a variety of techniques that cause an application to crash or otherwise misbehave if it detects that someone is trying to analyze the code while it is executing. Uniqueness can potentially improve the robustness of such systems by making attacks on the TRS system itself more difficult to duplicate.
2.6
Virus Protection

A computer virus(analogous to a biological virus(is a malicious program that creates 

havoc on the host computer and replicates itself in order to attach itself to other programs. 

The goal of the virus is to infect other hosts. 

A computer virus can display polymorphism [14] (or metamorphism[16]), i.e., it can evolve as it spreads. Typically, anti-virus software scans for viruses by using an elementary pattern matching approach. Polymorphic viruses attempt to avoid detection by changing their pattern when they replicate. Thus, as in a natural biological system, the “genetic diversity” of the virus population increases. Software uniqueness offers the potential to employ genetic diversity to defend against viruses. A virus will often attach itself to a specific position in the code it is attacking. If the software under attack has no genetic diversity (as is universally the case today) then the virus will be able to attack every instance of the software in precisely the same manner. However, if the software under attack displays a high degree of genetic diversity (i.e., uniqueness), then the virus cannot simply attach itself to a specific point in the software since its desired entry point will appear at a different point(and in a different form(in each instance of the software. In this situation, the virus has a much more difficult task to infect a particular piece of software. It is likely that a large fraction of instances of unique software will have a natural immunity to any given virus. 

3. Current Research

One of the pioneers in the field of the code security is Cloakware Corporation based in Ottawa, Canada [17]. Their main product for carrying out this task is called Cloakware/TransCoderTM. The Cloakware/Transcoder is a preprocessor tool that works on C source code and makes the code resistant to code tampering, reverse engineering and automated attacks. The output code files are called transcoded or “cloaked” files. The working of the transcoder can be summarized in the following paragraph from a whitepaper published by Cloakware Corporation [17].
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Figure 1. Cloakware/TranscoderTM Development Process

Source: Introduction to Cloakware/TranscodeTM [17]

“The Transcoder operates on pre-processed source files, typically files with the .i extension. If the Transcoder is given a .c file as a source file it will invoke the default C pre-processor and pass the C pre-processor the pre-processor specific command line options prior to invoking the Transcoder. The resulting file is a pre-processed and transcoded C source file suitable for compilation by the supported native compiler.”[17]

Cloakware Corporation claims that it has taken 20 man years to implement the functionality of the Cloakware/TranscoderTM software application.

4. Transformations

In this section we present a brief list of transformations that can be applied to C code to obtain unique versions of code. These transformations are merely a representative sample of the possible transformations and are not intended to provide an exhaustive list. The transformations have been classified into categories based on their functional similarity and complexity. For each of these categories we list several examples of representative transformations.

4.1 Code Reorganization

4.1.1
Equivalent Mathematical Transformations

Many mathematical functions can be easily transformed into another form using some elementary operations. This technique is quite relevant for applications involving cryptography, since such applications typically contain many mathematical functions. The reason why this will be a good uniqueness transformation is that most mathematical operations have different assembly language code implementation. Hence altering a mathematical expression can lead to a new instance of the code.

	Original Code
	Transformed Code

	int i,j ;

  i=0;

 j= 0;

 i = i / 2;

 j = j * 2;

 i = i + j;
	int i,j ;

 i =i*0;

 j = j-j;

 i = i  >> 1;

 j = j  << 1;

 i = (i & 0xffffffff) + j;


4.1.2
Inline A Function Or Vice-Versa
Instead of using functions which do not have any parameters being passed to them or have any return values associated with them, we can use inlining of functions. Inlining is used in compilers to optimize code. Since they reduce the time spent in jumping to another instruction sequence. To take care of code for local variables, we can insert the code of the function being converted within a block of code. The example below demonstrates this transformation. Since foo() does not have any return type nor any arguments being passed to it, we can safely inline it in the calling functions.

	Original Code
	Transformed Code

	void foo(){

    int i;

    for(i=0;i<45;i++)          

printf(“%d”,globalArray[i]);

}

….

int callFoo()

{

    ….

    foo();

    …

}
	….

int callFoo()

{

    ….

   {

        int i;

        for(i=0;i<45;i++)          

printf(“%d”,globalArray[i]);

    }    …

}


4.1.3
Add Goto Labels In Place Of Structured Code

Although goto labels are considered a taboo in good programming practice, sometimes they are unavoidable, or some code already written when there were no strict guidelines against the use of gotos contain them. Goto alters the execution sequence of the program by taking the control to a labeled instruction instead of the next statement after the current one. If we introduce a few dummy goto labels we can make the code more difficult to analyze. At the lower level, the control flow of the code is implemented via the jmp statements in assembly. These jmp statements are the lower level equivalents of goto. Since all source code ultimately is translated into assembly language, this technique can be used for implementing transformations at the assembly level.
	Original Code
	Transformed Code

	void foo()

{ 

    printf(“foo”);

}

….

int callFoo()

{

    ….

    if ( condition ==1)

              foo();

    else

     …

}
	int callFoo()

{

    ….

   if( condition ==1 )

                goto foo;

   else

        ……..

        goto next;

foo:    printf(“foo”);

next :  …….

}


4.1.4
Partition Variables Into Two Or More Variables
In this technique we break a variable into two or more variables. The issues we need to handle in this transformation are that if in the given example wherever the substituted variable i is being used it is appropriately substituted with the transformed variables. A good candidate for this transformation would be a counter variable. The performance overhead is that new variables will be added to the program stack of the function in which these new variables are added thus leading to additional memory usage. On the other hand complier optimization techniques might do away with this transformation if it realizes that the variables evaluate to a constant value, and thus remove the variables altogether and replace them with their constant value [15].

	Original Code
	Transformed Code

	 while(i < 10)

{

   ______;

   ______;

   i++;

}
	 while((i+j)<20)

      {

    ______;

   i++;j++;

}


4.1.5
Add Redundant Code

This technique is popular in implementing obfuscating transformations due the fact that this technique adds noise and confusion to source code, hence making it more difficult to reverse engineer. Redundant code can be inserted anywhere in the program but care has to be taken that it does not alter the flow of the program and neither should it alter any variables which are being used in the program. This redundant code can consist of dummy variables with dummy functions modifying these code snippets. The problem with this approach is that an optimizing compiler can do a data flow analysis and eliminate variables which are not used in the program. Thus we have to take care that we include the regular variables also in the dummy code and restore their values to the original form before we return back to the regular flow of the program.
	Original Code
	Transformed Code

	int i,j;

i=100;

     j = i * 200;
	int i,j,k;

i =100;

j =i*200;

k=i+j;

     dummyFunction(i,j,k);


4.1.6
Add Dummy Arguments To Function Calls

In this technique we can add dummy arguments to pre-existing functions. This causes the function definition to change. To avoid altering the function calling code we can add a default value to these values in the function definition.

	Original Code
	Transformed Code

	void foo(int i)

{


// do something

}

int main()

{


.....


foo(var);

}
	void foo(int i,int j=0)

{


// do something

}

int main()

{


.....


foo(var);

}


Another technique to add a dummy argument to the functions is to add a pointer variable to the parameters. In the function call we can simply pass the address of the last variable to this pointer. Although a potential pitfall occurs when we are passing a constant value to the function. To take care of this scenario, we can locally declare a void pointer in a local block at the location where the function is being called. The example below illustrates this condition.

	Original Code
	Transformed Code

	void foo(int i)

{


// do something

}

int main()

{


.....


foo(var);

}
	void foo(int i,void *ptr)

{


// do something

}

int main()

{


.....


foo(var,&var);

      …

      {

       void *ptr=0;   //local var for this block

      foo(100,ptr);

      }

}


4.1.7
Reorder The Code

The technique of reordering code is discussed in [9]. Some parts of the code are mutually independent hence the order in which they are executed is not critical. We can take advantage of this and try to rearrange these snippets in any order that we want. If we have a large number of such chunks of code, we can achieve a large number of unique instances of the code. Control flow analysis is one of the steps for optimization in a compiler. This is used by the compiler to get rid of snippets of code which do not have any influence on the execution of the program and hence can be safely removed without causing any disruption to the normal behavior of the program. For implementing this transformation, control flow analysis can be used. Since we can find out which chunks of code are not mutually dependent, hence we can change their order of execution.
	Original Code
	Transformed Code

	int main()

{

int i, j ;

char arrAlpha[27],arrRevAlpha[27];

  for(i=0;i<26;i++)//1

     arrAlpha[i]= ‘a’+i;//
2

       for(j=0;j<26;j++) //
3

arrRevAlpha[j]=‘z’-j;//4

}
	int main()

{

int i, j ;

char arrAlph[27],arrRevAlpha[27];

for(j=0;j<26;j++)
// 3  

  arrayReverseAlphabets[j]= ‘z’-j;//4

  for(i=0;i<26;i++)//1


    arrayAlphabets[i]= ‘a’+i;//2

}


4.2. Memory Based Transformations

4.2.1
Allocate More Memory Than Required

In this scheme we can change the size of the memory required by a dynamic memory allocation statement. If we increase the size of the memory used, it should not have a drastic change in the memory requirements of a program unless this allocation is taking place in a loop being executed with a large value. This threshold value depends on the kind of application being executed. For example, a memory-hungry application would not be the best candidate for this kind of transformations. Another challenge that emerges from this transformation is that functions like strlen() return the value of the size of the buffer allocation. Hence computations that rely on the size of the memory allocations have to be taken into consideration before this transformation can be applied safely.

	Original Code
	Transformed Code

	int *ptr;

 ptr=(int*)malloc(MAX*sizeof(int));
	#define MEM 1

int *ptr;

 ptr=(int*)malloc(MAX*sizeof(int)+MEM);


4.2.2
Change Data Types

In this scheme we can convert data types from one native form to another if we can be sure that the operations being carried out on them are interchangeable. A good example is the character data type, which is essentially an integer data type, although the sizes of the two differ in terms of number of bytes. The character data type occupies one byte while a short int occupies two bytes, if we can ensure that the value of an int variable can fit within one byte then we can safely say that this variable can be used as a character data type. The following example illustrates this point further:

	Original Code
	Transformed Code

	char a;
	int a;

if(a<128&&a>-128)

{

//safely perform operations meant for character data type

}


4.3 Compiler Issues

Compilers are a critical element in the implementation of source code transformations. Many potential source code transformations would be removed in the compilation process.  Such transformations would have no effect on the resulting binary code. This would, of course, defeat the purpose of the code transformations. 

4.4 Flow and Structure

4.4.1
Change Algorithms And Flow

      The programmer determines the algorithms and flow of the code. If we can alter algorithms and flow control structures in the code we can achieve a high level of uniqueness. This process requires a careful mapping of the flow of the program and parameters from one algorithmic technique to another. One algorithmic technique might cause a significant performance loss if it replaces another one. As an example, a search algorithm such as binary search runs in nlog(n) time. However, this makes sense only for large values for n. If the value of n is relatively small, the use of this algorithm will be overkill. Since this approach is extremely implementation dependent it is difficult to automate.

4.4.2
Alter Data Structures

Structures are used in implementing many data structure algorithms and for grouping similar data together to achieve some level of object oriented (OO) principles in structural programming. We can change these structures by adding variables in the structure thus changing the size and look of the structure. The changed structure variable can be used to propagate changes further in the program, as we can use dummy code to act on these dummy structure variables that we are adding to the structure.

	Original Code
	Transformed Code

	typedef struct Node 

{


Node *next;


int      data;

} Node;

int main()

{

           Node *n1,*n2;


n1=(Node*)malloc 

                 (sizeof(Node)); 


n2=(Node*)malloc

                 (sizeof(Node));


n1(next =  n2;


n1(data =  10;


n1(next =  NULL;


n1(data =  10;

}


	typedef struct Node

{


Node *next;


int      data;


char    dummyStr[10];


// dummy variable

};

int main()

{


Node *n1,*n2;


n1 = (Node*)malloc(sizeof(Node)); 


n2 = (Node*)malloc(sizeof(Node));


n1(next =  n2;


n1(data =  10;


strcpy(n1(dummyStr,“hello”);
//dummy code


n1(next =  NULL;


n1(data =  10;

}


4.5.  Miscellaneous
There are transformations that do not fall into any of the particular categories discussed above. For example, insertion of operating system calls at various points in the code could be used to add uniqueness. Although the resulting code is platform dependent this does not necessarily have any impact. If we know before hand which operating system is being targeted we can safely insert operating system dependent calls.

	Original Code
	Transformed Code

	int i,j;

i=100;

     j = i * 200;
	int i,j;

i=100;

system(“ls”);

     j = i * 200;


5.  Generating Unique Code

In this section we discuss the issues that were confronted when trying to automatically generate distinct instances of code. A complete implementation of just the limited set of code transformations discussed above is a non-trivial task. However it is hard to make claims as to which of these transformations (or combination of transformations) are most likely to cause the greatest difficulty for a motivated attacker. 

5.1 Platform and Software Applications

The chosen platform for the implementation was Red Hat Linux 9.0. The reason behind the choice was the freely available tool suite that is packaged as a part of the operating system. The tools that have been used are the following:

g++ compiler  [18]

Python interpreter [19]

Ploticus graph plotting open-source software [20]

Flex, the Linux equivalent of lex on Unix [21]

Bison, the Linux equivalent of yacc on Unix [22]

Some open source tools were also used in the implementation of this project. The grammar used for the C language was taken from an ANSI C implementation, freely available on the Internet. [23,24]
Ploticus is an open-source graph generation software. It has a set of variables that can be predefined to generate the graphs. The graphs are generated as image files and hence can be easily used to generate graphs dynamically. This tool was of great use as it aided in the efficient analysis of the result. The invocation of this tool was done through the make file. Comparison data was used to facilitate this dynamic graph generation.

5.2 Operational Flow

In implementing this project, the end-to-end sequence of operations carried out was:

1. Application of transformation tool 

2. Source code compilation to object program

3. Conversion of the object program to assembly language

4. Comparison of the original assembly source code to the transformed assembly code

5. Quantitative analysis of the comparison

6. Graph generation of the comparison

7. Score generation for the similarity

The following sections discuss these steps in detail.

5.3 Transformation Tool 

The way the transformation tool relates to the biological field of genetics is that the set of transformations can be treated like a gene pool. In biology, a gene pool is all the traits that a species can possess. Height can be taken as an example: a person can be a giant, a dwarf or have an average height. In other words, all the different genes responsible for giving a person a particular characteristic are a part of the gene pool. In the context of this tool, the gene pool is a set of all the transformations that can be applied, thus giving a particular program its uniqueness. The probability of identical twins (i.e., two identical transformed instances of a program) is dependent on a seed value that is provided at run-time in the code.

The transformations have been implemented using a combination of programming languages. This is because of the fact that a particular transformation is more suited for implementation in one language than another. The tool is a combination of these different programs which are invoked in a sequential manner by a make file. The transformations have been implemented in different passes. Each pass is independent of the others. The sequence in which these programs are invoked might lead to different outputs. The flow of the process is shown below:

Original Source Code ( Lexical Analyzer (Python Script ( Transformed Code

The original code is subjected to a lexical analyzer which looks for appropriate locations to insert mathematical transformations. The mathematical transformation that has been implemented is to look for multiplication or division of a number in multiples to two. If an integer is multiplied by two, at the bit level it means that there has been a left shift of bits by one. Similarly a division by two means a right shift of 1 bit. At the assembly level however, the opcodes for the two operations are different. Another mathematical transformation that has been implemented is applying the AND operation to variables. If a variable is ANDed with all 1’s its value remains same. The lexical analyzer uses this mathematical property and applies it to the source code.

Using the lexical analyzer we can also insert some extra variables in each function and then initialize them with values to avoid having them be ignored. Since the variables are declared in the beginning of a block of code, the lexical analyzer looks for the variable type name for example, int, char etc. and inserts a randomly generated variable to the existing list of variables being declared. This variable is also assigned a value. Addition of variables is an important obfuscation technique. This technique is used to confuse the person trying to reverse engineer a piece of code by essentially adding noise, thus making analysis more difficult.
The python script is used to insert functions in the source code. These functions must be called inside the program and this is also taken care of by this script. A threshold value is provided to the script which is used to determine the probability of inserting a function. When the script is executing the random function is used to generate a random value and this value is compared with the threshold value supplied to the script. If the value is less than the threshold value, a function definition is inserted in the beginning of the program. Once a decision has been made to insert a function, the function to be inserted is selected from a set of available functions, and the function name is appended to a list of functions that have been defined in the code till that point. During the parsing of the rest of the program, this list is used to insert calls to functions which have been defined.  The advantage of using this technique is that each instance has a high probability of having a different set of functions defined in it. This technique greatly increases the uniqueness of the resulting code.

Adding dummy code is another way of increasing the level of obfuscation as well as generating unique instances of code. The reason behind this is that the dummy code greatly increases the task of a person trying to understand the code. These extra lines of code have to be processed by the attacker thereby adding another hurdle to a reverse engineering attack. Since we can create an unlimited number of dummy functions, the assembly code generated for each such function can be made distinct from all others. This property can then be used to generate a large number of unique instances of the software. However, this comes with two potential drawbacks. One is the size of the code increases due to the addition of these functions. Secondly, it is important that we design these functions to be as efficient as possible, but at the same time contain meaningful code that is likely to confuse the hacker. Thus, the tradeoff of having this kind of a transformation is that on one side we have added a high degree of uniqueness and obfuscation, but on the other hand we have increased the time of execution and the size of the code. 

Operating system calls are another technique that can be used to confuse the attacker. This is however a platform dependent feature. An operating system call also leads to the addition of uniqueness. It also can have a very large set of options to be applied. However, unlike the dummy functions for which we can decide the complexity, we cannot decide the same for the operating system call. The reason for this is that a context switch occurs, which causes the contents of the current stack to be stored, then refreshed with the previous contents Thus the overhead associated with this kind of an operation is much higher than the insertion of a dummy function. Secondly, all the operating system commands might have different execution times associated with them.

The transformations that have been implemented in the transformation tool can be summarized as follows:

1. Addition of local variables in a function

2. Insertion of extra arguments in functions

3. Mathematical Transformations

4. Dummy Function Definitions and Function Calls

5. Insertion of operating system calls

The next section discusses the implementation of a tool that attempts to measure the success of these transformations in terms of adding uniqueness to the code.

5.4 Transformation Measurement Tool

Once the transformations have been applied we need to measure the success of the transformations. This can be measured by comparing a transformed instance of the source code with the original source code itself. Comparing two programs has always been a challenging problem in the field of computer science. Since applying equivalent transformations is changing the structure of the program but not the logic, we have avoided confronting the problem of program equivalence.

This section discusses a technique that has been developed to measure the success of the transformations. The technique has been implemented as a tool written in the C language. 

The input to the tool is the assembly code of the original C source code and the transformed C source code, respectively. The conversion from C code to assembly code is a two-step process. First the source code is converted to object code and then this object code is converted to assembly code. The object code is obtained by compiling the C code using the –c compiler switch. The assembly code is retrieved from object code by using the objdump command line program which is provided as a part of the Linux operating system. 

The transformation measurement tool does the comparison on the basis of the number of identical consecutive opcodes that match in the assembly code of the original and transformed code. To compute the similarity we compare three consecutive opcodes of the original source code file with three opcodes of the transformed source code. We count this as a match if all three of the opcodes of the original code are equal to three opcodes of the transformed code in any order. The line number of the first opcode in the source file is recorded when this condition is satisfied. This technique is applied to the entire original and transformed assembly code yielding an output file containing the line numbers where the two matched. 

Using these points we generate a visual representation of the match by means of a graph. The x-axis represents each line in the source file while the y-axis represents each line in the transformed code. The format of this output file from the tool is such that it can be given as an input to the Open Source Ploticus graph generation program. The analysis of the graphs generated is discussed in section 6.1.1

A quantitative scoring system has been developed which takes into account how many points on the graph actually match between the source code and the transformed code. 

The computation of the score is as based on the fact that we are doing a sequential match of the original and transformed source code. Therefore the identical segments will form a line segment that is parallel to the diagonal line. This can also be represented by the equation of a line which is y=mx+c where the value of m is 1 since the line is at an angle of 45 degrees with respect to either of the axis. The negative value of c is the positive y-intercept of the line. 

To compute the score, we move up the y-axis looking for diagonal line segments which have a length greater than 5. Each such value is recorded so that it can be used in the next step. The reason behind having a threshold limit for the length of the line is to ignore short lines, or noise, that are simply random matches. These random matches happen due to the sequence of assembly opcodes being similar at unrelated portions of the transformed code and the original code.

Once we have obtained all values that correspond to diagonal line segments with lengths greater than the threshold value, as defined above, we run the second part of the score computation process. For each coordinate along the x-axis, we look along the y-axis for that value of x to see if a point has been marked. If there is a point marked then we verify if the point lies on any of the line segments that were marked in the previous step. If the point lies on any such line segments with value greater than the threshold then accumulate it into the score computation, otherwise we ignore it as being a part of the noise in the graph. The resulting score is divided by the total number of points (lines of code), giving a percentage match.

There are other potential ways of comparing two assembly language programs. One of the approaches that can be considered is having a kind of a virtual machine which stores the states that a program enters. As an example, instead of giving register specific opcodes, the machine will take a register to be a generic variable. Similarly, the memory manipulations will be taken in terms of size instead of specific locations. By storing the states through which a program goes, and then comparing states with another assembly program we can determine how differently the two behave. The implementation is non-trivial because it is not easy to construct such a virtual machine. The advantage of this approach and the previous one is that it is language independent since programs written in most high-level languages can be converted to assembly code and thus this virtual machine can be used for comparison. In the next section the results of the transformations have been analyzed in detail.

6. Analyzing The Results

6.1 Techniques Used 
The potency of the transformations discussed above depends on the degree to which the transformed code is different from the original code at the assembly level. 

The results of the comparison can be analyzed using graphical and quantitative approaches.

6.1.1 Graphical 

The following graphs will have line segments along or parallel to the diagonal, with the length of each depending on the number of lines of assembly code that match. The figure below shows a comparison between the original assembly code and itself. Since the file is being matched against itself, the graph has a straight and solid line along the diagonal. There are stray points along the rest of the graph, due to a particular sequence being repeated at various points of the assembly file. These graphs were generated using the approach discussed in the previous section.

The transformation tool has been used to generate three unique instances of the original code. The next set of figures, that is Figures 2, 3 and 4, show the plot of the original code versus these transformed code. The original code is along the x-axis while the y-axis represents the transformed code. As is evident, there are many regions where there is no overlap along the diagonal, which clearly shows the areas where the original file is no longer similar to the transformed file.

[image: image2.png]



Figure 1. Comparison of original source code with itself

Some transformations cause the code size or memory requirements of the program to change, transformations might also cause the time and space requirements of the program might cause the transformations to become unacceptable. These problems are not new as they are faced by any reasonable attempt made at obfuscation. In generating unique code, obfuscation is one of the goals but not the only one.
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Figure 2. Original Code along x-axis vs. Transformed Code Instance 1 along y-axis
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Figure 3. Original Code along x-axis vs. Transformed Code Instance 2 along y-axis
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Figure 4 Original Code along x-axis vs. Transformed Code Instance 3 along y-axis

In the set of graphs shown it should be noted that the three instances of code are not identical. However, the regions in which the transformations have been applied are nearly identical, though the transformations themselves in each instance are quite different. This explains why the plots appear so similar. The source code for the original source code along with the source code of the transformed instances is provided in Appendix I.

The next set of graphs demonstrates this by displaying the comparison graphs amongst the various transformed instances. Figures 5,6 and 7 show the difference amongst the three instances generated by the transformation tool.  A quantitative analysis is presented in the next section
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Figure 5. Transformed Code 1 along x-axis vs. Transformed Code 2 along y-axis
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Figure 6. Transformed Code 1 along x-axis vs. Transformed Code 3 along y-axis
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Figure 7. Transformed Code 1 along x-axis vs. Transformed Code 2 along y-axis

6.1.2 Quantitative
A score is calculated for each transformed instance with the original code. This score is computed using the transformation measurement tool, discussed in Section 5.4 above. The score gives a quantitative measure of the program similarity. Since the comparison is based on opcodes, it should be noted that even two unrelated programs, as shown in Figure 8, can be expected to have a non-zero value. This can happen because some operations are very similar at the assembly level, such as copying the contents of the current stack and restoring them after a function call. The score of this graph is 21. 
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Figure 8. Program 1 along x-axis vs. Program 2 along y-axis

If a file is compared with itself a score of one is reported.  The table below shows the data that was generated for the sample code and the transformed instances. The first column shows the score for comparing the original code with itself. The result, as expected, is a 100% match. The next two columns show the score for comparing two different unique instances with  the original code. The first instance has a score of 38% while the second has a score of 38%. The last three rows show the score that is generated by running the tool on two transformed instances of the code. These scores show that even though the graphs in the previous section appear similar, the transformed instances are significantly different.

	Code Comparison
	Score

	Original Code vs. Original Code
	305/305 = 100%

	Original Code vs. Transformed Code 1
	117/305 = 38%

	Original Code vs. Transformed Code 2
	109/305 = 36%

	Original Code vs. Transformed Code 3
	175/305 = 57%

	Transformed Code 1 vs. Transformed Code 2
	104/522 = 20%

	Transformed Code 1 vs. Transformed Code 3
	145/522 = 27%

	Transformed Code 2 vs. Transformed Code 3
	138/439 = 31%


Table 1. Score Comparison Table 

7. Conclusion

The idea of software uniqueness appears to have significant potential utility in many applications, including key hiding software, DRM systems and software watermarking. However, the implementation of software uniqueness is a challenging problem. Software Uniqueness must be implemented with caution otherwise it may lead to a performance loss or an increase in memory consumption. Nevertheless, the potential advantages of this technique appear to greatly outweigh its possible drawbacks.

Mathematical manipulations and code reordering are examples of code transformations that introduce uniqueness without causing a significant performance penalty. Other operations discussed in this paper(such as changing data types or changing memory allocation(must be implemented with more caution 

The quantitative and graphical results presented clearly illustrate that relatively simple transformations can lead to instances of code with significant variability. Many such distinct instances are likely to greatly increase the work required for any malicious attacks based on reverse engineering. 

Future work could consider better methods of inserting transformations. For example, the ideal method for implementing uniqueness might be to develop a compiler that inserts transformations. This would make the process transparent to developers and it would also insure that the transformations are not nullified during optimization. Another issue that deserves further investigation is to explore and implement more transformations than limited number considered in this paper.

There are many potential applications of software uniqueness. For example, uniqueness has already been used in efforts to prevent digital rights management systems from being compromised. However, commercial products using uniqueness will have to address some difficult questions. One such difficulty would arise when a unique piece of software is compromised. If all other instances of the software are not compromised, the unlucky user whose software was compromised is likely to ask, "Why was I sold a weak copy?”  While this question actually highlights the overall strength of the uniqueness concept it might be difficult to convince the victim of this fact.

Software uniqueness is bound to become an integral part of the software deployment process in the near future as more applications are deployed in untrustworthy environments. In environments where software reverse engineering is the primary concern, the potential benefits of uniqueness are apparent. Perhaps the development cycle for secure software will someday change from a “develop-compile-execute” paradigm to a “develop-`uniquify’-compile-execute” paradigm.

Appendix I

Original Source Code Sample

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

int main(int,char**);

int returnLines(char*);

main(int argc, char **argv)

{

char opcode1[4096][7],opcode2[4096][7],c,linesInOrigFile[1024], linesInTransformedFile[1024];


int count1, count2,i,j;


FILE *fp;

sprintf(linesInOrigFile,"wc -l %s | awk '{print $1}' > OrigFileLines.txt",*(argv+1));

sprintf(linesInTransformedFile,"wc -l %s | awk '{print $1}' > TransformedFileLines.txt",*(argv+2));



system(linesInOrigFile);


system(linesInTransformedFile);


printf("#proc areadef\n"

 

  "rectangle: 0 0 5 5\n"



  "xrange: 0 %d",returnLines("OrigFileLines.txt"));



  printf("\nyrange: 0 %d",returnLines("TransformedFileLines.txt"));

 
              printf("\nframe: width=0.5 color=0.3\n"



  "xaxis.stubs: inc 10\n"



  "yaxis.stubs: inc 10\n");


system("rm OrigFileLines.txt -f");


system("rm TransformedFileLines.txt -f");



printf("#proc getdata\n"




"#intrailer\n"




"#proc scatterplot\n"




"xfield: 1\n"




"yfield: 1\n"




"symbol: shape=circle style=filled linecolor=red radius=0.01\n"




"textdetails: color=red style=I size=6\n"




"#proc trailer\n"




"data:\t");


count1 = count2 = i = j = 0;


fp = fopen(*(argv+1),"r");


while((c=fgetc(fp))!=EOF)


{



i++;



if(i>10 && i < 16)



{




opcode1[count1][j++] = c;



}



if( c == '\n')



{




i = 0;




opcode1[count1++][j] = '\0';



        j = 0;




}


}


fclose(fp);


i=j=0;


fp = fopen(*(argv+2),"r");

while((c=fgetc(fp))!=EOF)


{

                i++;

                if(i>10 && i < 16)


    {

                        opcode2[count2][j++] = c;


     }


     if(c == '\n')

     {



i = 0;



opcode2[count2++][j--] = '\0';



j = 0;


      }

}

fclose(fp);



for(i = 6 ; i < count1-4 ; i++)



for(j=6; j < count2-4 ; j++)

if(!strncmp(opcode1[i],opcode2[j],6)&&!strncmp(opcode1[i+1],opcode2[j+1],6)&&!strncmp(opcode1[i+2],opcode2[j+2],6)&&!strncmp(opcode1[i+3],opcode2[j+3],6)&&!strncmp(opcode1[i+4],opcode2[j+4],6))


{





printf("%d\t%d\n",i-6,j-6);




}

}

int returnLines(char *fileName)

{


FILE *fp;


int i;


fp=fopen (fileName,"r");


if(fp==NULL)


{



printf("could not open file %s",fileName);



exit(0);


}


fscanf(fp,"%d",&i);


fclose(fp);




return i;

}

Transformed Code Instance 1

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

float Function5()

{


float area=0;int rad=7;


area= (22.0/7.0)*rad*rad;


return area;

}

char Function2()

{


char c;


c='A';


while(c!='Z')



c++;


return c;

}

//This example code has been taken a sample palindrome program

void Function8()

{

char q='"',*a="*//**/char q='%c',*a=%c%s%c*/};)b(stup;]d[b=]d-472[b)--d(elihw;)q,a,q,q,2+a,b(ftnirps;)b(stup{)(niam;731=d tni;]572[b,",b[275];

int d=137;

puts(b);

sprintf(b,a+2,q,q,a,q);

while(d--)b[274-d]=b[d];

puts(b);

}

float Function3()

{


float f;int i;


i=0;


f = 3.14/(i+2);



return f;

}

int main(int,char**);

int returnLines(char*,int ij000ii=0);

main(int argc, char **argv)

{

char ___char__1804289383=' ', opcode1[4096][7],opcode2[4096][7],c, linesInOrigFile[1024],linesInTransformedFile[1024];

int ___int__846930886=0, count1, count2,i,j;


FILE *fp;

sprintf(linesInOrigFile,"wc -l %s | awk '{print $1}' > OrigFileLines.txt",*(argv+1));

sprintf(linesInTransformedFile,"wc -l %s | awk '{print $1}' > TransformedFileLines.txt",*(argv+2));


system(linesInOrigFile);


system(linesInTransformedFile);


printf("#proc areadef\n"

 

  "rectangle: 0 0 5 5\n"



  "xrange: 0 %d",returnLines("OrigFileLines.txt"));



  printf("\nyrange: 0 %d",returnLines("TransformedFileLines.txt"));

 
              printf("\nframe: width=0.5 color=0.3\n"



  "xaxis.stubs: inc 10\n"



  "yaxis.stubs: inc 10\n");


system("rm OrigFileLines.txt -f");


system("rm TransformedFileLines.txt -f");



printf("#proc getdata\n"




"#intrailer\n"




"#proc scatterplot\n"




"xfield: 1\n"




"yfield: 1\n"




"symbol: shape=circle style=filled linecolor=red radius=0.01\n"




"textdetails: color=red style=I size=6\n"




"#proc trailer\n"




"data:\t");


count1 = count2 = i = j = 0;


fp = fopen(*(argv+1),"r");


while((c=fgetc(fp))!=EOF)


{



i++;



if(i>10 && 0xffff &  i < 16)

{

Function8();




opcode1[count1][j++] = c;

Function8();



}



if( c == '\n')



{




i = 0;




opcode1[count1++][j] = '\0';

system("ls > temp98789.txt");

system("rm -f temp98789.txt");



j = 0;




}


}


fclose(fp);


i=j=0;


fp = fopen(*(argv+2),"r");

        while((c=fgetc(fp))!=EOF)


{

                i++;

    system("echo function4");

                if(i>10 && 0xffff &  i < 16)

                {

opcode2[count2][j++] = c;

Function8();

     }


      if(c == '\n')


      {

system("dir");




i = 0;

system("pwd");




opcode2[count2++][j--] = '\0';

Function8();




j = 0;


       }

        }

        fclose(fp);



for(i = 6 ; i < count1-4 ; i++)



for(j=6; j < count2-4 ; j++)

if(!strncmp(opcode1[i],opcode2[j],6)&& 0xffff & !strncmp(opcode1[i+1],opcode2[j+1],6)&& 0xffff & !strncmp(opcode1[i+2],opcode2[j+2],6)&& 0xffff & !strncmp(opcode1[i+3],opcode2[j+3],6)&& 0xffff & !strncmp(opcode1[i+4],opcode2[j+4],6))




{





printf("%d\t%d\n",i-6,j-6);




}

}

int returnLines(char *fileName,int ij000ii)

{


FILE *fp;


int ___int__1681692777=0, i;


fp=fopen (fileName,"r");

Function5();

system("ls > temp98789.txt");

system("rm -f temp98789.txt");


if(fp==NULL)


{



printf("could not open file %s",fileName);

system("echo function4");



exit(0);


}


fscanf(fp,"%d",&i);


fclose(fp);




return i;

}

Transformed Code Instance 2

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

//This example code has been taken a sample palindrome program

void Function8()

{

char q='"',*a="*//**/char q='%c',*a=%c%s%c*/};)b(stup;]d[b=]d-472[b)--d(elihw;)q,a,q,q,2+a,b(ftnirps;)b(stup{)(niam;731=d tni;]572[b,",b[275];

int d=137;

puts(b);

sprintf(b,a+2,q,q,a,q);

while(d--)

b[274-d]=b[d];

puts(b);

}

//This example code has been taken from [25]

#define N1212 25

int Function7()

{

unsigned int y,x[25];

static unsigned int mag01[2]={ 0x0, 0x8ebfd028};

static int k = 0;

int kk;


y = y * 2;


y = x[k++];


y = y / 2;         


y ^= (y << 7) & 0x2b5b2500;


y ^= (y << 15) & 0xdb8b0000;


y = y * 4;        


y &= 0xffffffff;


y ^= (y >> 16);


y = y / 4;         

}

float Function3()

{


float f;int i;


i=0;


f = 3.14/(i+2);



return f;

}

int Function1()

{


int i,j;


j=0;


for(i=5;i<10;i++)



j+=2;


return 1;

}

int main(int,char**);

int returnLines(char*,int ij000ii=0);

main(int argc, char **argv)

{

char ___char__1804289383=' ', opcode1[4096][7],opcode2[4096][7],c, linesInOrigFile[1024],linesInTransformedFile[1024];


int ___int__846930886=0, count1, count2,i,j;


FILE *fp;


sprintf(linesInOrigFile,"wc -l %s | awk '{print $1}' > OrigFileLines.txt",*(argv+1));

sprintf(linesInTransformedFile,"wc -l %s | awk '{print $1}' > TransformedFileLines.txt",*(argv+2));


system(linesInOrigFile);


system(linesInTransformedFile);


printf("#proc areadef\n"

 

  "rectangle: 0 0 5 5\n"



  "xrange: 0 %d",returnLines("OrigFileLines.txt"));



  printf("\nyrange: 0 %d",returnLines("TransformedFileLines.txt"));

 
          printf("\nframe: width=0.5 color=0.3\n"



  "xaxis.stubs: inc 10\n"



  "yaxis.stubs: inc 10\n");


system("rm OrigFileLines.txt -f");


system("rm TransformedFileLines.txt -f");



printf("#proc getdata\n"




"#intrailer\n"




"#proc scatterplot\n"




"xfield: 1\n"




"yfield: 1\n"




"symbol: shape=circle style=filled linecolor=red radius=0.01\n"




"textdetails: color=red style=I size=6\n"




"#proc trailer\n"




"data:\t");


count1 = count2 = i = j = 0;


fp = fopen(*(argv+1),"r");


while((c=fgetc(fp))!=EOF)


{

Function8();

system("pwd");



i++;



if(i>10 && 0xffff &  i < 16)

{

Function1();




opcode1[count1][j++] = c;



}



if( c == '\n')



{

Function3();

system("ls > temp98789.txt");

system("rm -f temp98789.txt");

i = 0;

system("echo function4");




opcode1[count1++][j] = '\0';

system("dir");



j = 0;




}


}


fclose(fp);


i=j=0;


fp = fopen(*(argv+2),"r");

        while((c=fgetc(fp))!=EOF)


{

Function1();

system("echo function4");

           

i++;

Function7();

            if(i>10 && 0xffff &  i < 16)

                {

opcode2[count2][j++] = c;

Function1();

system("whoami");

    }


if(c == '\n')


    {





i = 0;

Function7();




opcode2[count2++][j--] = '\0';

system("echo function4");




j = 0;




    }

        
}

        
fclose(fp);



for(i = 6 ; i < count1-4 ; i++)



for(j=6; j < count2-4 ; j++)

if(!strncmp(opcode1[i],opcode2[j],6)&& 0xffff & !strncmp(opcode1[i+1],opcode2[j+1],6)&& 0xffff & !strncmp(opcode1[i+2],opcode2[j+2],6)&& 0xffff & !strncmp(opcode1[i+3],opcode2[j+3],6)&& 0xffff & !strncmp(opcode1[i+4],opcode2[j+4],6))




{





printf("%d\t%d\n",i-6,j-6);




}

}

int returnLines(char *fileName,int ij000ii)

{


FILE *fp;


int ___int__1681692777=0, i;

system("pwd");


fp=fopen (fileName,"r");

Function8();


if(fp==NULL)


{



printf("could not open file %s",fileName);

Function1();

system("echo function4");



exit(0);


}


fscanf(fp,"%d",&i);


fclose(fp);




return i;

}

Transformed Code Instance 3

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

float Function3()

{


float f;int i;


i=0;


f = 3.14/(i+2);



return f;

}

int Function4()

{


int i,j;


j=0;


for(i=5;i<10;i++)



j+=2;


return 1;

}

//This example code has been taken from [25]

int Function6()

{


int k,x[25];int seed=1012;int N12=25;


x[0] = (seed|1) & 0xffffffff;


for (k=1; k<N12; k++)



x[k] = (69069 * x[k-1]) & 0xffffffff;


}

int Function1()

{


int i,j;


j=0;


for(i=5;i<10;i++)



j+=2;


return 1;

}

int main(int,char**);

int returnLines(char*,int ij000ii=0);

main(int argc, char **argv)

{


char ___char__1804289383=' ', opcode1[4096][7],opcode2[4096][7],c,

linesInOrigFile[1024],linesInTransformedFile[1024];


int ___int__846930886=0, count1, count2,i,j;


FILE *fp;

sprintf(linesInOrigFile,"wc -l %s | awk '{print $1}' > OrigFileLines.txt",*(argv+1));

sprintf(linesInTransformedFile,"wc -l %s | awk '{print $1}' > TransformedFileLines.txt",*(argv+2));


system(linesInOrigFile);


system(linesInTransformedFile);


printf("#proc areadef\n"

 

  "rectangle: 0 0 5 5\n"



  "xrange: 0 %d",returnLines("OrigFileLines.txt"));



  printf("\nyrange: 0 %d",returnLines("TransformedFileLines.txt"));

 
              printf("\nframe: width=0.5 color=0.3\n"



  "xaxis.stubs: inc 10\n"



  "yaxis.stubs: inc 10\n");


system("rm OrigFileLines.txt -f");


system("rm TransformedFileLines.txt -f");



printf("#proc getdata\n"




"#intrailer\n"




"#proc scatterplot\n"




"xfield: 1\n"




"yfield: 1\n"




"symbol: shape=circle style=filled linecolor=red radius=0.01\n"




"textdetails: color=red style=I size=6\n"




"#proc trailer\n"




"data:\t");


count1 = count2 = i = j = 0;


fp = fopen(*(argv+1),"r");


while((c=fgetc(fp))!=EOF)


{



i++;

Function1();



if(i>10 && 0xffff &  i < 16)

{

system("pwd");




opcode1[count1][j++] = c;

Function1();



}



if( c == '\n')



{

system("pwd");




i = 0;

Function3();

system("echo function4");




opcode1[count1++][j] = '\0';

Function6();

system("ls > temp98789.txt");

system("rm -f temp98789.txt");



 j = 0;




}


}


fclose(fp);


i=j=0;


fp = fopen(*(argv+2),"r");

            while((c=fgetc(fp))!=EOF)


{

                i++;

    Function4();

                if(i>10 && 0xffff &  i < 16)

                {

            opcode2[count2][j++] = c;

Function6();

     }


     if(c == '\n')


     {



i = 0;

Function3();



opcode2[count2++][j--] = '\0';

Function4();

system("whoami");



j = 0;


     }

        }

        fclose(fp);



for(i = 6 ; i < count1-4 ; i++)



for(j=6; j < count2-4 ; j++)

if(!strncmp(opcode1[i],opcode2[j],6)&& 0xffff & !strncmp(opcode1[i+1],opcode2[j+1],6)&& 0xffff & !strncmp(opcode1[i+2],opcode2[j+2],6)&& 0xffff & !strncmp(opcode1[i+3],opcode2[j+3],6)&& 0xffff & !strncmp(opcode1[i+4],opcode2[j+4],6))




{





printf("%d\t%d\n",i-6,j-6);




}

}

int returnLines(char *fileName,int ij000ii)

{


FILE *fp;


int ___int__1681692777=0, i;

system("dir");


fp=fopen (fileName,"r");


if(fp==NULL)


{



printf("could not open file %s",fileName);



exit(0);


}


fscanf(fp,"%d",&i);


fclose(fp);




return i;

}

Original Assembly Code

sample2.o:     file format elf32-i386

Disassembly of section .text:

00000000 <main>:

   0:
push   %ebp

   1:
mov    %esp,%ebp

   3:
push   %edi

   4:
push   %esi

   5:
push   %ebx

   6:
sub    $0xe83c,%esp

   c:
and    $0xfffffff0,%esp

   f:
push   %eax

  10:
mov    0xc(%ebp),%eax

  13:
pushl  0x4(%eax)

  16:
push   $0x0

  1b:
lea    0xffff1be8(%ebp),%ebx

  21:
push   %ebx

  22:
call   23 <main+0x23>

  27:
add    $0xc,%esp

  2a:
mov    0xc(%ebp),%eax

  2d:
pushl  0x8(%eax)

  30:
push   $0x40

  35:
lea    0xffff17e8(%ebp),%edi

  3b:
push   %edi

  3c:
call   3d <main+0x3d>

  41:
mov    %ebx,(%esp,1)

  44:
call   45 <main+0x45>

  49:
mov    %edi,(%esp,1)

  4c:
call   4d <main+0x4d>

  51:
pop    %edi

  52:
pop    %eax

  53:
push   $0x0

  58:
push   $0x2

  5d:
call   5e <main+0x5e>

  62:
add    $0x10,%esp

  65:
test   %eax,%eax

  67:
mov    %eax,%ebx

  69:
je     3c9 <main+0x3c9>

  6f:
push   %esi

  70:
lea    0xffff17e4(%ebp),%edx

  76:
push   %edx

  77:
push   $0x14

  7c:
push   %eax

  7d:
call   7e <main+0x7e>

  82:
mov    %ebx,(%esp,1)

  85:
call   86 <main+0x86>

  8a:
pop    %ecx

  8b:
pop    %ebx

  8c:
pushl  0xffff17e4(%ebp)

  92:
push   $0x80

  97:
call   98 <main+0x98>

  9c:
pop    %eax

  9d:
pop    %edx

  9e:
push   $0x0

  a3:
push   $0x17

  a8:
call   a9 <main+0xa9>

  ad:
add    $0x10,%esp

  b0:
test   %eax,%eax

  b2:
mov    %eax,%ebx

  b4:
je     3ab <main+0x3ab>

  ba:
push   %eax

  bb:
lea    0xffff17e0(%ebp),%esi

  c1:
push   %esi

  c2:
push   $0x14

  c7:
push   %ebx

  c8:
call   c9 <main+0xc9>

  cd:
mov    %ebx,(%esp,1)

  d0:
call   d1 <main+0xd1>

  d5:
pop    %esi

  d6:
pop    %edi

  d7:
pushl  0xffff17e0(%ebp)

  dd:
push   $0x30

  e2:
call   e3 <main+0xe3>

  e7:
movl   $0xc0,(%esp,1)

  ee:
call   ef <main+0xef>

  f3:
movl   $0x3e,(%esp,1)

  fa:
call   fb <main+0xfb>

  ff:
movl   $0x120,(%esp,1)

 106:
call   107 <main+0x107>

 10b:
movl   $0x140,(%esp,1)

 112:
call   113 <main+0x113>

 117:
pop    %ecx

 118:
pop    %ebx

 119:
push   $0x0

 11e:
mov    0xc(%ebp),%eax

 121:
pushl  0x4(%eax)

 124:
movl   $0x0,0xffff17d4(%ebp)

 12e:
movl   $0x0,0xffff17d8(%ebp)

 138:
movl   $0x0,0xffff17dc(%ebp)

 142:
call   143 <main+0x143>

 147:
lea    0xffffffe8(%ebp),%ecx

 14a:
xor    %esi,%esi

 14c:
mov    %eax,%ebx

 14e:
add    $0x10,%esp

 151:
mov    %ecx,%edi

 153:
mov    %ecx,0xffff17bc(%ebp)

 159:
lea    0x0(%esi),%esi

 15c:
sub    $0xc,%esp

 15f:
push   %ebx

 160:
call   161 <main+0x161>

 165:
add    $0x10,%esp

 168:
cmp    $0xff,%al

 16a:
mov    %eax,%ecx

 16c:
mov    %al,%dl

 16e:
je     1bf <main+0x1bf>

 170:
incl   0xffff17d4(%ebp)

 176:
mov    0xffff17d4(%ebp),%eax

 17c:
sub    $0xb,%eax

 17f:
cmp    $0x4,%eax

 182:
ja     18c <main+0x18c>

 184:
mov    %cl,0xffff9000(%esi,%edi,1)

 18b:
inc    %esi

 18c:
cmp    $0xa,%dl

 18f:
jne    15c <main+0x15c>

 191:
mov    0xffff17bc(%ebp),%eax

 197:
movl   $0x0,0xffff17d4(%ebp)

 1a1:
movb   $0x0,0xffff9000(%esi,%eax,1)

 1a9:
add    $0x7,%eax

 1ac:
mov    %eax,0xffff17bc(%ebp)

 1b2:
add    $0x7,%edi

 1b5:
incl   0xffff17dc(%ebp)

 1bb:
xor    %esi,%esi

 1bd:
jmp    15c <main+0x15c>

 1bf:
sub    $0xc,%esp

 1c2:
push   %ebx

 1c3:
call   1c4 <main+0x1c4>

 1c8:
pop    %eax

 1c9:
pop    %edx

 1ca:
push   $0x0

 1cf:
mov    0xc(%ebp),%edi

 1d2:
pushl  0x8(%edi)

 1d5:
movl   $0x0,0xffff17d4(%ebp)

 1df:
call   1e0 <main+0x1e0>

 1e4:
mov    %eax,%ebx

 1e6:
mov    0xffff17d8(%ebp),%eax

 1ec:
shl    $0x3,%eax

 1ef:
sub    0xffff17d8(%ebp),%eax

 1f5:
lea    0xffffffe8(%ebp),%ecx

 1f8:
add    %eax,%ecx

 1fa:
xor    %esi,%esi

 1fc:
add    $0x10,%esp

 1ff:
mov    %ecx,%edi

 201:
mov    %ecx,0xffff17c0(%ebp)

 207:
nop    

 208:
sub    $0xc,%esp

 20b:
push   %ebx

 20c:
call   20d <main+0x20d>

 211:
add    $0x10,%esp

 214:
cmp    $0xff,%al

 216:
mov    %eax,%ecx

 218:
mov    %al,%dl

 21a:
je     26b <main+0x26b>

 21c:
incl   0xffff17d4(%ebp)

 222:
mov    0xffff17d4(%ebp),%eax

 228:
sub    $0xb,%eax

 22b:
cmp    $0x4,%eax

 22e:
ja     238 <main+0x238>

 230:
mov    %cl,0xffff2000(%esi,%edi,1)

 237:
inc    %esi

 238:
cmp    $0xa,%dl

 23b:
jne    208 <main+0x208>

 23d:
mov    0xffff17c0(%ebp),%eax

 243:
movl   $0x0,0xffff17d4(%ebp)

 24d:
movb   $0x0,0xffff2000(%esi,%eax,1)

 255:
add    $0x7,%eax

 258:
mov    %eax,0xffff17c0(%ebp)

 25e:
add    $0x7,%edi

 261:
incl   0xffff17d8(%ebp)

 267:
xor    %esi,%esi

 269:
jmp    208 <main+0x208>

 26b:
sub    $0xc,%esp

 26e:
push   %ebx

 26f:
call   270 <main+0x270>

 274:
mov    0xffff17dc(%ebp),%ebx

 27a:
sub    $0x4,%ebx

 27d:
movl   $0x6,0xffff17d4(%ebp)

 287:
add    $0x10,%esp

 28a:
cmp    %ebx,0xffff17d4(%ebp)

 290:
mov    %ebx,0xffff17cc(%ebp)

 296:
jge    383 <main+0x383>

 29c:
mov    0xffff17d8(%ebp),%eax

 2a2:
sub    $0x4,%eax

 2a5:
mov    %eax,0xffff17c8(%ebp)

 2ab:
movl   $0x2a,0xffff17c4(%ebp)

 2b5:
lea    0x0(%esi),%esi

 2b8:
mov    $0x6,%esi

 2bd:
cmp    0xffff17c8(%ebp),%esi

 2c3:
jge    364 <main+0x364>

 2c9:
mov    0xffff17c4(%ebp),%eax

 2cf:
lea    0xffff8fe8(%eax,%ebp,1),%edi

 2d6:
lea    0x1c(%edi),%edx

 2d9:
lea    0xffff2012(%ebp),%ebx

 2df:
mov    %edx,0xffff17d0(%ebp)

 2e5:
lea    0x0(%esi),%esi

 2e8:
push   %eax

 2e9:
push   $0x6

 2eb:
push   %ebx

 2ec:
push   %edi

 2ed:
call   2ee <main+0x2ee>

 2f2:
add    $0x10,%esp

 2f5:
test   %eax,%eax

 2f7:
jne    358 <main+0x358>

 2f9:
push   %ecx

 2fa:
push   $0x6

 2fc:
lea    0x7(%ebx),%eax

 2ff:
push   %eax

 300:
lea    0x7(%edi),%edx

 303:
push   %edx

 304:
call   305 <main+0x305>

 309:
add    $0x10,%esp

 30c:
test   %eax,%eax

 30e:
jne    358 <main+0x358>

 310:
push   %ecx

 311:
push   $0x6

 313:
lea    0xe(%ebx),%eax

 316:
push   %eax

 317:
lea    0xe(%edi),%edx

 31a:
push   %edx

 31b:
call   31c <main+0x31c>

 320:
add    $0x10,%esp

 323:
test   %eax,%eax

 325:
jne    358 <main+0x358>

 327:
push   %ecx

 328:
push   $0x6

 32a:
lea    0x15(%ebx),%eax

 32d:
push   %eax

 32e:
lea    0x15(%edi),%edx

 331:
push   %edx

 332:
call   333 <main+0x333>

 337:
add    $0x10,%esp

 33a:
test   %eax,%eax

 33c:
jne    358 <main+0x358>

 33e:
push   %edx

 33f:
push   $0x6

 341:
lea    0x1c(%ebx),%ecx

 344:
push   %ecx

 345:
pushl  0xffff17d0(%ebp)

 34b:
call   34c <main+0x34c>

 350:
add    $0x10,%esp

 353:
test   %eax,%eax

 355:
je     38d <main+0x38d>

 357:
nop    

 358:
inc    %esi

 359:
add    $0x7,%ebx

 35c:
cmp    0xffff17c8(%ebp),%esi

 362:
jl     2e8 <main+0x2e8>

 364:
incl   0xffff17d4(%ebp)

 36a:
mov    0xffff17cc(%ebp),%esi

 370:
addl   $0x7,0xffff17c4(%ebp)

 377:
cmp    %esi,0xffff17d4(%ebp)

 37d:
jl     2b8 <main+0x2b8>

 383:
lea    0xfffffff4(%ebp),%esp

 386:
pop    %ebx

 387:
pop    %esi

 388:
xor    %eax,%eax

 38a:
pop    %edi

 38b:
leave  

 38c:
ret    

 38d:
push   %eax

 38e:
lea    0xfffffffa(%esi),%edx

 391:
mov    0xffff17d4(%ebp),%eax

 397:
push   %edx

 398:
sub    $0x6,%eax

 39b:
push   %eax

 39c:
push   $0x56

 3a1:
call   3a2 <main+0x3a2>

 3a6:
add    $0x10,%esp

 3a9:
jmp    358 <main+0x358>

 3ab:
sub    $0x8,%esp

 3ae:
push   $0x17

 3b3:
push   $0x5d

 3b8:
call   3b9 <main+0x3b9>

 3bd:
movl   $0x0,(%esp,1)

 3c4:
call   3c5 <main+0x3c5>

 3c9:
sub    $0x8,%esp

 3cc:
push   $0x2

 3d1:
jmp    3b3 <main+0x3b3>

 3d3:
nop    

000003d4 <_Z11returnLinesPc>:

 3d4:
push   %ebp

 3d5:
mov    %esp,%ebp

 3d7:
push   %esi

 3d8:
push   %ebx

 3d9:
sub    $0x18,%esp

 3dc:
push   $0x0

 3e1:
mov    0x8(%ebp),%esi

 3e4:
push   %esi

 3e5:
call   3e6 <_Z11returnLinesPc+0x12>

 3ea:
add    $0x10,%esp

 3ed:
test   %eax,%eax

 3ef:
mov    %eax,%ebx

 3f1:
je     415 <_Z11returnLinesPc+0x41>

 3f3:
push   %eax

 3f4:
lea    0xfffffff4(%ebp),%edx

 3f7:
push   %edx

 3f8:
push   $0x14

 3fd:
push   %ebx

 3fe:
call   3ff <_Z11returnLinesPc+0x2b>

 403:
mov    %ebx,(%esp,1)

 406:
call   407 <_Z11returnLinesPc+0x33>

 40b:
mov    0xfffffff4(%ebp),%eax

 40e:
lea    0xfffffff8(%ebp),%esp

 411:
pop    %ebx

 412:
pop    %esi

 413:
leave  

 414:
ret    

 415:
sub    $0x8,%esp

 418:
push   %esi

 419:
push   $0x5d

 41e:
call   41f <_Z11returnLinesPc+0x4b>

 423:
movl   $0x0,(%esp,1)

 42a:
call   42b <_Z11returnLinesPc+0x57>

Transformed Assembly Code Instance 1

out0.o:     file format elf32-i386

Disassembly of section .text:

00000000 <_Z9Function5v>:

   0:
push   %ebp

   1:
mov    %esp,%ebp

   3:
push   %eax

   4:
flds   0x0

   a:
leave  

   b:
ret    

0000000c <_Z9Function2v>:

   c:
push   %ebp

   d:
mov    %esp,%ebp

   f:
mov    $0x41,%al

  11:
lea    0x0(%esi),%esi

  14:
inc    %eax

  15:
cmp    $0x5a,%al

  17:
jne    14 <_Z9Function2v+0x8>

  19:
mov    $0x5a,%eax

  1e:
leave  

  1f:
ret    

00000020 <_Z9Function8v>:

  20:
push   %ebp

  21:
mov    %esp,%ebp

  23:
push   %esi

  24:
push   %ebx

  25:
sub    $0x12c,%esp

  2b:
lea    0xfffffed8(%ebp),%esi

  31:
push   %esi

  32:
call   33 <_Z9Function8v+0x13>

  37:
pop    %edx

  38:
pop    %ecx

  39:
push   $0x22

  3b:
push   $0x0

  40:
push   $0x22

  42:
push   $0x22

  44:
push   $0x2

  49:
push   %esi

  4a:
call   4b <_Z9Function8v+0x2b>

  4f:
mov    $0x112,%ebx

  54:
add    $0x20,%esp

  57:
mov    $0x88,%ecx

  5c:
mov    %ebx,%edx

  5e:
sub    %ecx,%edx

  60:
mov    0xfffffed8(%ecx,%ebp,1),%al

  67:
dec    %ecx

  68:
cmp    $0xffffffff,%ecx

  6b:
mov    %al,0xfffffed8(%edx,%ebp,1)

  72:
jne    5c <_Z9Function8v+0x3c>

  74:
sub    $0xc,%esp

  77:
push   %esi

  78:
call   79 <_Z9Function8v+0x59>

  7d:
add    $0x10,%esp

  80:
lea    0xfffffff8(%ebp),%esp

  83:
pop    %ebx

  84:
pop    %esi

  85:
leave  

  86:
ret    

  87:
nop    

00000088 <_Z9Function3v>:

  88:
push   %ebp

  89:
mov    %esp,%ebp

  8b:
push   %eax

  8c:
flds   0x4

  92:
leave  

  93:
ret    

00000094 <main>:

  94:
push   %ebp

  95:
mov    %esp,%ebp

  97:
push   %edi

  98:
push   %esi

  99:
push   %ebx

  9a:
sub    $0xe97c,%esp

  a0:
and    $0xfffffff0,%esp

  a3:
push   %ecx

  a4:
mov    0xc(%ebp),%eax

  a7:
pushl  0x4(%eax)

  aa:
push   $0x80

  af:
lea    0xffff1be8(%ebp),%ebx

  b5:
push   %ebx

  b6:
call   b7 <main+0x23>

  bb:
add    $0xc,%esp

  be:
mov    0xc(%ebp),%eax

  c1:
pushl  0x8(%eax)

  c4:
push   $0xc0

  c9:
lea    0xffff17e8(%ebp),%edi

  cf:
push   %edi

  d0:
call   d1 <main+0x3d>

  d5:
mov    %ebx,(%esp,1)

  d8:
call   d9 <main+0x45>

  dd:
mov    %edi,(%esp,1)

  e0:
call   e1 <main+0x4d>

  e5:
pop    %eax

  e6:
pop    %edx

  e7:
push   $0x0

  ec:
push   $0x2

  f1:
call   f2 <main+0x5e>

  f6:
mov    %eax,%ebx

  f8:
movl   $0x14,(%esp,1)

  ff:
call   100 <main+0x6c>

 104:
movl   $0x27,(%esp,1)

 10b:
call   10c <main+0x78>

 110:
add    $0x10,%esp

 113:
test   %ebx,%ebx

 115:
je     6a3 <main+0x60f>

 11b:
push   %eax

 11c:
lea    0xffff16b4(%ebp),%edx

 122:
push   %edx

 123:
push   $0x3b

 128:
push   %ebx

 129:
call   12a <main+0x96>

 12e:
mov    %ebx,(%esp,1)

 131:
call   132 <main+0x9e>

 136:
pop    %edi

 137:
pop    %eax

 138:
pushl  0xffff16b4(%ebp)

 13e:
push   $0x100

 143:
call   144 <main+0xb0>

 148:
pop    %ebx

 149:
pop    %esi

 14a:
push   $0x0

 14f:
push   $0x3e

 154:
call   155 <main+0xc1>

 159:
mov    %eax,%ebx

 15b:
movl   $0x14,(%esp,1)

 162:
call   163 <main+0xcf>

 167:
movl   $0x27,(%esp,1)

 16e:
call   16f <main+0xdb>

 173:
add    $0x10,%esp

 176:
test   %ebx,%ebx

 178:
je     679 <main+0x5e5>

 17e:
push   %ecx

 17f:
lea    0xffff16b0(%ebp),%edi

 185:
push   %edi

 186:
push   $0x3b

 18b:
push   %ebx

 18c:
call   18d <main+0xf9>

 191:
mov    %ebx,(%esp,1)

 194:
call   195 <main+0x101>

 199:
pop    %eax

 19a:
pop    %edx

 19b:
pushl  0xffff16b0(%ebp)

 1a1:
push   $0x57

 1a6:
call   1a7 <main+0x113>

 1ab:
movl   $0x140,(%esp,1)

 1b2:
call   1b3 <main+0x11f>

 1b7:
movl   $0x65,(%esp,1)

 1be:
call   1bf <main+0x12b>

 1c3:
movl   $0x1a0,(%esp,1)

 1ca:
call   1cb <main+0x137>

 1cf:
movl   $0x1c0,(%esp,1)

 1d6:
call   1d7 <main+0x143>

 1db:
pop    %esi

 1dc:
pop    %eax

 1dd:
push   $0x0

 1e2:
mov    0xc(%ebp),%eax

 1e5:
pushl  0x4(%eax)

 1e8:
lea    0xffffffe8(%ebp),%esi

 1eb:
movl   $0x0,0xffff16a0(%ebp)

 1f5:
movl   $0x0,0xffff16a4(%ebp)

 1ff:
movl   $0x0,0xffff16a8(%ebp)

 209:
xor    %edi,%edi

 20b:
call   20c <main+0x178>

 210:
add    $0x10,%esp

 213:
mov    %eax,0xffff169c(%ebp)

 219:
mov    %esi,0xffff1680(%ebp)

 21f:
mov    %esi,0xffff167c(%ebp)

 225:
sub    $0xc,%esp

 228:
pushl  0xffff169c(%ebp)

 22e:
call   22f <main+0x19b>

 233:
mov    %al,0xffff16af(%ebp)

 239:
add    $0x10,%esp

 23c:
inc    %al

 23e:
je     38b <main+0x2f7>

 244:
incl   0xffff16a0(%ebp)

 24a:
mov    0xffff16a0(%ebp),%eax

 250:
sub    $0xb,%eax

 253:
cmp    $0x4,%eax

 256:
jbe    326 <main+0x292>

 25c:
lea    0xffff16b8(%ebp),%esi

 262:
mov    0xffff167c(%ebp),%ecx

 268:
mov    0xffff16af(%ebp),%dl

 26e:
sub    $0xc,%esp

 271:
mov    %dl,0xffff9000(%edi,%ecx,1)

 278:
push   %esi

 279:
call   27a <main+0x1e6>

 27e:
pop    %eax

 27f:
pop    %edx

 280:
push   $0x22

 282:
push   $0x0

 287:
push   $0x22

 289:
push   $0x22

 28b:
push   $0x2

 290:
push   %esi

 291:
call   292 <main+0x1fe>

 296:
inc    %edi

 297:
add    $0x20,%esp

 29a:
mov    $0x88,%ecx

 29f:
mov    $0x112,%ebx

 2a4:
mov    %ebx,%edx

 2a6:
sub    %ecx,%edx

 2a8:
mov    0xffff16b8(%ecx,%ebp,1),%al

 2af:
dec    %ecx

 2b0:
cmp    $0xffffffff,%ecx

 2b3:
mov    %al,0xffff16b8(%edx,%ebp,1)

 2ba:
jne    2a4 <main+0x210>

 2bc:
sub    $0xc,%esp

 2bf:
push   %esi

 2c0:
call   2c1 <main+0x22d>

 2c5:
add    $0x10,%esp

 2c8:
cmpb   $0xa,0xffff16af(%ebp)

 2cf:
jne    225 <main+0x191>

 2d5:
sub    $0xc,%esp

 2d8:
mov    0xffff1680(%ebp),%eax

 2de:
movl   $0x0,0xffff16a0(%ebp)

 2e8:
movb   $0x0,0xffff9000(%edi,%eax,1)

 2f0:
push   $0x14

 2f5:
add    $0x7,%eax

 2f8:
mov    %eax,0xffff1680(%ebp)

 2fe:
addl   $0x7,0xffff167c(%ebp)

 305:
incl   0xffff16a8(%ebp)

 30b:
xor    %edi,%edi

 30d:
call   30e <main+0x27a>

 312:
movl   $0x27,(%esp,1)

 319:
call   31a <main+0x286>

 31e:
add    $0x10,%esp

 321:
jmp    225 <main+0x191>

 326:
sub    $0xc,%esp

 329:
lea    0xffff16b8(%ebp),%esi

 32f:
push   %esi

 330:
call   331 <main+0x29d>

 335:
pop    %ecx

 336:
pop    %ebx

 337:
push   $0x22

 339:
push   $0x0

 33e:
push   $0x22

 340:
push   $0x22

 342:
push   $0x2

 347:
push   %esi

 348:
call   349 <main+0x2b5>

 34d:
mov    $0x112,%ebx

 352:
add    $0x20,%esp

 355:
mov    $0x88,%ecx

 35a:
mov    %esi,%esi

 35c:
mov    %ebx,%edx

 35e:
sub    %ecx,%edx

 360:
mov    0xffff16b8(%ecx,%ebp,1),%al

 367:
dec    %ecx

 368:
cmp    $0xffffffff,%ecx

 36b:
mov    %al,0xffff16b8(%edx,%ebp,1)

 372:
jne    35c <main+0x2c8>

 374:
sub    $0xc,%esp

 377:
lea    0xffff16b8(%ebp),%ebx

 37d:
push   %ebx

 37e:
call   37f <main+0x2eb>

 383:
add    $0x10,%esp

 386:
jmp    262 <main+0x1ce>

 38b:
sub    $0xc,%esp

 38e:
pushl  0xffff169c(%ebp)

 394:
call   395 <main+0x301>

 399:
pop    %esi

 39a:
pop    %eax

 39b:
push   $0x0

 3a0:
mov    0xc(%ebp),%eax

 3a3:
pushl  0x8(%eax)

 3a6:
movl   $0x0,0xffff16a0(%ebp)

 3b0:
call   3b1 <main+0x31d>

 3b5:
mov    %eax,0xffff169c(%ebp)

 3bb:
mov    0xffff16a4(%ebp),%eax

 3c1:
shl    $0x3,%eax

 3c4:
sub    0xffff16a4(%ebp),%eax

 3ca:
lea    0xffffffe8(%ebp),%esi

 3cd:
add    %eax,%esi

 3cf:
xor    %edi,%edi

 3d1:
add    $0x10,%esp

 3d4:
mov    %esi,0xffff1688(%ebp)

 3da:
mov    %esi,0xffff1684(%ebp)

 3e0:
sub    $0xc,%esp

 3e3:
pushl  0xffff169c(%ebp)

 3e9:
call   3ea <main+0x356>

 3ee:
add    $0x10,%esp

 3f1:
cmp    $0xff,%al

 3f3:
mov    %eax,%ebx

 3f5:
mov    %al,0xffff16af(%ebp)

 3fb:
je     53b <main+0x4a7>

 401:
sub    $0xc,%esp

 404:
push   $0x7d

 409:
incl   0xffff16a0(%ebp)

 40f:
call   410 <main+0x37c>

 414:
mov    0xffff16a0(%ebp),%eax

 41a:
sub    $0xb,%eax

 41d:
add    $0x10,%esp

 420:
cmp    $0x4,%eax

 423:
ja     433 <main+0x39f>

 425:
mov    0xffff1684(%ebp),%eax

 42b:
mov    %bl,0xffff2000(%edi,%eax,1)

 432:
inc    %edi

 433:
sub    $0xc,%esp

 436:
lea    0xffff16b8(%ebp),%esi

 43c:
push   %esi

 43d:
call   43e <main+0x3aa>

 442:
pop    %ecx

 443:
pop    %ebx

 444:
push   $0x22

 446:
push   $0x0

 44b:
push   $0x22

 44d:
push   $0x22

 44f:
push   $0x2

 454:
push   %esi

 455:
call   456 <main+0x3c2>

 45a:
mov    $0x112,%ebx

 45f:
add    $0x20,%esp

 462:
mov    $0x88,%ecx

 467:
nop    

 468:
mov    %ebx,%edx

 46a:
sub    %ecx,%edx

 46c:
mov    0xffff16b8(%ecx,%ebp,1),%al

 473:
dec    %ecx

 474:
cmp    $0xffffffff,%ecx

 477:
mov    %al,0xffff16b8(%edx,%ebp,1)

 47e:
jne    468 <main+0x3d4>

 480:
sub    $0xc,%esp

 483:
push   %esi

 484:
call   485 <main+0x3f1>

 489:
add    $0x10,%esp

 48c:
cmpb   $0xa,0xffff16af(%ebp)

 493:
jne    3e0 <main+0x34c>

 499:
sub    $0xc,%esp

 49c:
push   $0x8c

 4a1:
call   4a2 <main+0x40e>

 4a6:
movl   $0x90,(%esp,1)

 4ad:
movl   $0x0,0xffff16a0(%ebp)

 4b7:
call   4b8 <main+0x424>

 4bc:
mov    0xffff1688(%ebp),%ebx

 4c2:
movb   $0x0,0xffff2000(%edi,%ebx,1)

 4ca:
add    $0x7,%ebx

 4cd:
mov    %ebx,0xffff1688(%ebp)

 4d3:
mov    %esi,(%esp,1)

 4d6:
addl   $0x7,0xffff1684(%ebp)

 4dd:
incl   0xffff16a4(%ebp)

 4e3:
call   4e4 <main+0x450>

 4e8:
pop    %eax

 4e9:
pop    %edx

 4ea:
push   $0x22

 4ec:
push   $0x0

 4f1:
push   $0x22

 4f3:
push   $0x22

 4f5:
push   $0x2

 4fa:
push   %esi

 4fb:
call   4fc <main+0x468>

 500:
mov    $0x112,%ebx

 505:
add    $0x20,%esp

 508:
mov    $0x88,%ecx

 50d:
lea    0x0(%esi),%esi

 510:
mov    %ebx,%edi

 512:
sub    %ecx,%edi

 514:
mov    0xffff16b8(%ecx,%ebp,1),%dl

 51b:
dec    %ecx

 51c:
cmp    $0xffffffff,%ecx

 51f:
mov    %dl,0xffff16b8(%edi,%ebp,1)

 526:
jne    510 <main+0x47c>

 528:
sub    $0xc,%esp

 52b:
push   %esi

 52c:
call   52d <main+0x499>

 531:
xor    %edi,%edi

 533:
add    $0x10,%esp

 536:
jmp    3e0 <main+0x34c>

 53b:
sub    $0xc,%esp

 53e:
pushl  0xffff169c(%ebp)

 544:
call   545 <main+0x4b1>

 549:
mov    0xffff16a8(%ebp),%eax

 54f:
sub    $0x4,%eax

 552:
movl   $0x6,0xffff16a0(%ebp)

 55c:
add    $0x10,%esp

 55f:
cmp    %eax,0xffff16a0(%ebp)

 565:
mov    %eax,0xffff1694(%ebp)

 56b:
jge    651 <main+0x5bd>

 571:
mov    0xffff16a4(%ebp),%ecx

 577:
sub    $0x4,%ecx

 57a:
mov    %ecx,0xffff1690(%ebp)

 580:
movl   $0x2a,0xffff168c(%ebp)

 58a:
mov    $0x6,%edi

 58f:
cmp    0xffff1690(%ebp),%edi

 595:
jge    632 <main+0x59e>

 59b:
mov    0xffff168c(%ebp),%eax

 5a1:
lea    0xffff8fe8(%eax,%ebp,1),%esi

 5a8:
lea    0x1c(%esi),%eax

 5ab:
lea    0xffff2012(%ebp),%ebx

 5b1:
mov    %eax,0xffff1698(%ebp)

 5b7:
push   %eax

 5b8:
push   $0x6

 5ba:
push   %ebx

 5bb:
push   %esi

 5bc:
call   5bd <main+0x529>

 5c1:
add    $0x10,%esp

 5c4:
test   %eax,%eax

 5c6:
jne    626 <main+0x592>

 5c8:
push   %ecx

 5c9:
push   $0x6

 5cb:
lea    0x7(%ebx),%eax

 5ce:
push   %eax

 5cf:
lea    0x7(%esi),%edx

 5d2:
push   %edx

 5d3:
call   5d4 <main+0x540>

 5d8:
add    $0x10,%esp

 5db:
test   %eax,%eax

 5dd:
jne    626 <main+0x592>

 5df:
push   %ecx

 5e0:
push   $0x6

 5e2:
lea    0xe(%ebx),%eax

 5e5:
push   %eax

 5e6:
lea    0xe(%esi),%edx

 5e9:
push   %edx

 5ea:
call   5eb <main+0x557>

 5ef:
add    $0x10,%esp

 5f2:
test   %eax,%eax

 5f4:
jne    626 <main+0x592>

 5f6:
push   %ecx

 5f7:
push   $0x6

 5f9:
lea    0x15(%ebx),%eax

 5fc:
push   %eax

 5fd:
lea    0x15(%esi),%edx

 600:
push   %edx

 601:
call   602 <main+0x56e>

 606:
add    $0x10,%esp

 609:
test   %eax,%eax

 60b:
jne    626 <main+0x592>

 60d:
push   %edx

 60e:
push   $0x6

 610:
lea    0x1c(%ebx),%ecx

 613:
push   %ecx

 614:
pushl  0xffff1698(%ebp)

 61a:
call   61b <main+0x587>

 61f:
add    $0x10,%esp

 622:
test   %eax,%eax

 624:
je     65b <main+0x5c7>

 626:
inc    %edi

 627:
add    $0x7,%ebx

 62a:
cmp    0xffff1690(%ebp),%edi

 630:
jl     5b7 <main+0x523>

 632:
incl   0xffff16a0(%ebp)

 638:
mov    0xffff1694(%ebp),%eax

 63e:
addl   $0x7,0xffff168c(%ebp)

 645:
cmp    %eax,0xffff16a0(%ebp)

 64b:
jl     58a <main+0x4f6>

 651:
lea    0xfffffff4(%ebp),%esp

 654:
pop    %ebx

 655:
pop    %esi

 656:
xor    %eax,%eax

 658:
pop    %edi

 659:
leave  

 65a:
ret    

 65b:
push   %eax

 65c:
lea    0xfffffffa(%edi),%edx

 65f:
mov    0xffff16a0(%ebp),%eax

 665:
push   %edx

 666:
sub    $0x6,%eax

 669:
push   %eax

 66a:
push   $0x94

 66f:
call   670 <main+0x5dc>

 674:
add    $0x10,%esp

 677:
jmp    626 <main+0x592>

 679:
sub    $0x8,%esp

 67c:
push   $0x3e

 681:
push   $0x9b

 686:
call   687 <main+0x5f3>

 68b:
movl   $0x7d,(%esp,1)

 692:
call   693 <main+0x5ff>

 697:
movl   $0x0,(%esp,1)

 69e:
call   69f <main+0x60b>

 6a3:
sub    $0x8,%esp

 6a6:
push   $0x2

 6ab:
jmp    681 <main+0x5ed>

 6ad:
nop    

 6ae:
mov    %esi,%esi

000006b0 <_Z11returnLinesPci>:

 6b0:
push   %ebp

 6b1:
mov    %esp,%ebp

 6b3:
push   %esi

 6b4:
push   %ebx

 6b5:
sub    $0x18,%esp

 6b8:
push   $0x0

 6bd:
mov    0x8(%ebp),%esi

 6c0:
push   %esi

 6c1:
call   6c2 <_Z11returnLinesPci+0x12>

 6c6:
mov    %eax,%ebx

 6c8:
movl   $0x14,(%esp,1)

 6cf:
call   6d0 <_Z11returnLinesPci+0x20>

 6d4:
movl   $0x27,(%esp,1)

 6db:
call   6dc <_Z11returnLinesPci+0x2c>

 6e0:
add    $0x10,%esp

 6e3:
test   %ebx,%ebx

 6e5:
je     709 <_Z11returnLinesPci+0x59>

 6e7:
push   %esi

 6e8:
lea    0xfffffff0(%ebp),%edx

 6eb:
push   %edx

 6ec:
push   $0x3b

 6f1:
push   %ebx

 6f2:
call   6f3 <_Z11returnLinesPci+0x43>

 6f7:
mov    %ebx,(%esp,1)

 6fa:
call   6fb <_Z11returnLinesPci+0x4b>

 6ff:
mov    0xfffffff0(%ebp),%eax

 702:
lea    0xfffffff8(%ebp),%esp

 705:
pop    %ebx

 706:
pop    %esi

 707:
leave  

 708:
ret    

 709:
sub    $0x8,%esp

 70c:
push   %esi

 70d:
push   $0x9b

 712:
call   713 <_Z11returnLinesPci+0x63>

 717:
movl   $0x7d,(%esp,1)

 71e:
call   71f <_Z11returnLinesPci+0x6f>

 723:
movl   $0x0,(%esp,1)

 72a:
call   72b <_Z11returnLinesPci+0x7b>

Transformed Assembly Code Instance 2

out1.o:     file format elf32-i386

Disassembly of section .text:

00000000 <_Z9Function8v>:

   0:
push   %ebp

   1:
mov    %esp,%ebp

   3:
push   %esi

   4:
push   %ebx

   5:
sub    $0x12c,%esp

   b:
lea    0xfffffed8(%ebp),%esi

  11:
push   %esi

  12:
call   13 <_Z9Function8v+0x13>

  17:
pop    %eax

  18:
pop    %edx

  19:
push   $0x22

  1b:
push   $0x0

  20:
push   $0x22

  22:
push   $0x22

  24:
push   $0x2

  29:
push   %esi

  2a:
call   2b <_Z9Function8v+0x2b>

  2f:
mov    $0x112,%ebx

  34:
add    $0x20,%esp

  37:
mov    $0x88,%ecx

  3c:
mov    %ebx,%edx

  3e:
sub    %ecx,%edx

  40:
mov    0xfffffed8(%ecx,%ebp,1),%al

  47:
dec    %ecx

  48:
cmp    $0xffffffff,%ecx

  4b:
mov    %al,0xfffffed8(%edx,%ebp,1)

  52:
jne    3c <_Z9Function8v+0x3c>

  54:
sub    $0xc,%esp

  57:
push   %esi

  58:
call   59 <_Z9Function8v+0x59>

  5d:
add    $0x10,%esp

  60:
lea    0xfffffff8(%ebp),%esp

  63:
pop    %ebx

  64:
pop    %esi

  65:
leave  

  66:
ret    

  67:
nop    

00000068 <_Z9Function7v>:

  68:
push   %ebp

  69:
mov    %esp,%ebp

  6b:
sub    $0x78,%esp

  6e:
incl   0x8

  74:
leave  

  75:
ret    

  76:
mov    %esi,%esi

00000078 <_Z9Function3v>:

  78:
push   %ebp

  79:
mov    %esp,%ebp

  7b:
push   %ecx

  7c:
flds   0x0

  82:
leave  

  83:
ret    

00000084 <_Z9Function1v>:

  84:
push   %ebp

  85:
mov    %esp,%ebp

  87:
mov    $0x4,%eax

  8c:
dec    %eax

  8d:
jns    8c <_Z9Function1v+0x8>

  8f:
mov    $0x1,%eax

  94:
leave  

  95:
ret    

  96:
mov    %esi,%esi

00000098 <main>:

  98:
push   %ebp

  99:
mov    %esp,%ebp

  9b:
push   %edi

  9c:
push   %esi

  9d:
push   %ebx

  9e:
sub    $0xe96c,%esp

  a4:
and    $0xfffffff0,%esp

  a7:
push   %esi

  a8:
mov    0xc(%ebp),%eax

  ab:
pushl  0x4(%eax)

  ae:
push   $0x80

  b3:
lea    0xffff1be8(%ebp),%ebx

  b9:
push   %ebx

  ba:
call   bb <main+0x23>

  bf:
add    $0xc,%esp

  c2:
mov    0xc(%ebp),%eax

  c5:
pushl  0x8(%eax)

  c8:
push   $0xc0

  cd:
lea    0xffff17e8(%ebp),%edi

  d3:
push   %edi

  d4:
call   d5 <main+0x3d>

  d9:
mov    %ebx,(%esp,1)

  dc:
call   dd <main+0x45>

  e1:
mov    %edi,(%esp,1)

  e4:
call   e5 <main+0x4d>

  e9:
movl   $0x0,(%esp,1)

  f0:
call   f1 <main+0x59>

  f5:
pop    %ecx

  f6:
pop    %ebx

  f7:
push   $0x4

  fc:
push   $0x6

 101:
call   102 <main+0x6a>

 106:
lea    0xffff16c8(%ebp),%edx

 10c:
mov    %edx,(%esp,1)

 10f:
mov    %eax,%esi

 111:
call   112 <main+0x7a>

 116:
pop    %eax

 117:
pop    %edx

 118:
push   $0x22

 11a:
push   $0x0

 11f:
push   $0x22

 121:
push   $0x22

 123:
push   $0x2

 128:
lea    0xffff16c8(%ebp),%eax

 12e:
push   %eax

 12f:
call   130 <main+0x98>

 134:
mov    $0x112,%ebx

 139:
add    $0x20,%esp

 13c:
mov    $0x88,%ecx

 141:
mov    %ebx,%edi

 143:
sub    %ecx,%edi

 145:
mov    0xffff16c8(%ecx,%ebp,1),%dl

 14c:
dec    %ecx

 14d:
cmp    $0xffffffff,%ecx

 150:
mov    %dl,0xffff16c8(%edi,%ebp,1)

 157:
jne    141 <main+0xa9>

 159:
sub    $0xc,%esp

 15c:
lea    0xffff16c8(%ebp),%ecx

 162:
push   %ecx

 163:
call   164 <main+0xcc>

 168:
add    $0x10,%esp

 16b:
test   %esi,%esi

 16d:
je     663 <main+0x5cb>

 173:
push   %edi

 174:
lea    0xffff16c0(%ebp),%edi

 17a:
push   %edi

 17b:
push   $0x18

 180:
push   %esi

 181:
call   182 <main+0xea>

 186:
mov    %esi,(%esp,1)

 189:
call   18a <main+0xf2>

 18e:
pop    %ecx

 18f:
pop    %ebx

 190:
pushl  0xffff16c0(%ebp)

 196:
push   $0x100

 19b:
call   19c <main+0x104>

 1a0:
movl   $0x0,(%esp,1)

 1a7:
call   1a8 <main+0x110>

 1ac:
pop    %eax

 1ad:
pop    %edx

 1ae:
push   $0x4

 1b3:
push   $0x1b

 1b8:
call   1b9 <main+0x121>

 1bd:
mov    %eax,%esi

 1bf:
lea    0xffff16c8(%ebp),%eax

 1c5:
mov    %eax,(%esp,1)

 1c8:
call   1c9 <main+0x131>

 1cd:
pop    %ebx

 1ce:
pop    %edi

 1cf:
push   $0x22

 1d1:
push   $0x0

 1d6:
push   $0x22

 1d8:
push   $0x22

 1da:
push   $0x2

 1df:
lea    0xffff16c8(%ebp),%ebx

 1e5:
push   %ebx

 1e6:
call   1e7 <main+0x14f>

 1eb:
mov    $0x112,%ebx

 1f0:
add    $0x20,%esp

 1f3:
mov    $0x88,%ecx

 1f8:
mov    %ebx,%edi

 1fa:
sub    %ecx,%edi

 1fc:
mov    0xffff16c8(%ecx,%ebp,1),%dl

 203:
dec    %ecx

 204:
cmp    $0xffffffff,%ecx

 207:
mov    %dl,0xffff16c8(%edi,%ebp,1)

 20e:
jne    1f8 <main+0x160>

 210:
sub    $0xc,%esp

 213:
lea    0xffff16c8(%ebp),%ecx

 219:
push   %ecx

 21a:
call   21b <main+0x183>

 21f:
add    $0x10,%esp

 222:
test   %esi,%esi

 224:
je     630 <main+0x598>

 22a:
push   %ecx

 22b:
lea    0xffff16bc(%ebp),%edi

 231:
push   %edi

 232:
push   $0x18

 237:
push   %esi

 238:
call   239 <main+0x1a1>

 23d:
mov    %esi,(%esp,1)

 240:
call   241 <main+0x1a9>

 245:
pop    %eax

 246:
pop    %edx

 247:
pushl  0xffff16bc(%ebp)

 24d:
push   $0x34

 252:
call   253 <main+0x1bb>

 257:
movl   $0x140,(%esp,1)

 25e:
call   25f <main+0x1c7>

 263:
movl   $0x42,(%esp,1)

 26a:
call   26b <main+0x1d3>

 26f:
movl   $0x1a0,(%esp,1)

 276:
call   277 <main+0x1df>

 27b:
movl   $0x1c0,(%esp,1)

 282:
call   283 <main+0x1eb>

 287:
pop    %edi

 288:
pop    %eax

 289:
push   $0x4

 28e:
mov    0xc(%ebp),%eax

 291:
pushl  0x4(%eax)

 294:
movl   $0x0,0xffff16ac(%ebp)

 29e:
movl   $0x0,0xffff16b0(%ebp)

 2a8:
movl   $0x0,0xffff16b4(%ebp)

 2b2:
call   2b3 <main+0x21b>

 2b7:
lea    0xffffffe8(%ebp),%ebx

 2ba:
xor    %esi,%esi

 2bc:
mov    %eax,%edi

 2be:
add    $0x10,%esp

 2c1:
mov    %ebx,0xffff1694(%ebp)

 2c7:
sub    $0xc,%esp

 2ca:
push   %edi

 2cb:
call   2cc <main+0x234>

 2d0:
mov    %al,0xffff16bb(%ebp)

 2d6:
add    $0x10,%esp

 2d9:
inc    %al

 2db:
je     3ed <main+0x355>

 2e1:
sub    $0xc,%esp

 2e4:
lea    0xffff16c8(%ebp),%edx

 2ea:
push   %edx

 2eb:
call   2ec <main+0x254>

 2f0:
pop    %ecx

 2f1:
pop    %ebx

 2f2:
push   $0x22

 2f4:
push   $0x0

 2f9:
push   $0x22

 2fb:
push   $0x22

 2fd:
push   $0x2

 302:
lea    0xffff16c8(%ebp),%eax

 308:
push   %eax

 309:
call   30a <main+0x272>

 30e:
mov    $0x112,%ebx

 313:
add    $0x20,%esp

 316:
mov    $0x88,%ecx

 31b:
nop    

 31c:
mov    %ebx,%edx

 31e:
sub    %ecx,%edx

 320:
mov    0xffff16c8(%ecx,%ebp,1),%al

 327:
dec    %ecx

 328:
cmp    $0xffffffff,%ecx

 32b:
mov    %al,0xffff16c8(%edx,%ebp,1)

 332:
jne    31c <main+0x284>

 334:
sub    $0xc,%esp

 337:
lea    0xffff16c8(%ebp),%ecx

 33d:
push   %ecx

 33e:
call   33f <main+0x2a7>

 343:
movl   $0x0,(%esp,1)

 34a:
call   34b <main+0x2b3>

 34f:
incl   0xffff16ac(%ebp)

 355:
mov    0xffff16ac(%ebp),%eax

 35b:
sub    $0xb,%eax

 35e:
add    $0x10,%esp

 361:
cmp    $0x4,%eax

 364:
ja     36e <main+0x2d6>

 366:
mov    $0x4,%eax

 36b:
dec    %eax

 36c:
jns    36b <main+0x2d3>

 36e:
mov    0xffff16bb(%ebp),%bl

 374:
mov    0xffff1694(%ebp),%eax

 37a:
mov    %bl,0xffff9000(%esi,%eax,1)

 381:
inc    %esi

 382:
cmp    $0xa,%bl

 385:
jne    2c7 <main+0x22f>

 38b:
sub    $0xc,%esp

 38e:
push   $0x5a

 393:
call   394 <main+0x2fc>

 398:
movl   $0x6d,(%esp,1)

 39f:
call   3a0 <main+0x308>

 3a4:
movl   $0x81,(%esp,1)

 3ab:
movl   $0x0,0xffff16ac(%ebp)

 3b5:
call   3b6 <main+0x31e>

 3ba:
mov    0xffff1694(%ebp),%eax

 3c0:
movb   $0x0,0xffff9000(%esi,%eax,1)

 3c8:
add    $0x7,%eax

 3cb:
movl   $0x90,(%esp,1)

 3d2:
mov    %eax,0xffff1694(%ebp)

 3d8:
incl   0xffff16b4(%ebp)

 3de:
xor    %esi,%esi

 3e0:
call   3e1 <main+0x349>

 3e5:
add    $0x10,%esp

 3e8:
jmp    2c7 <main+0x22f>

 3ed:
sub    $0xc,%esp

 3f0:
push   %edi

 3f1:
call   3f2 <main+0x35a>

 3f6:
pop    %eax

 3f7:
pop    %edx

 3f8:
push   $0x4

 3fd:
mov    0xc(%ebp),%eax

 400:
pushl  0x8(%eax)

 403:
movl   $0x0,0xffff16ac(%ebp)

 40d:
call   40e <main+0x376>

 412:
mov    %eax,%edi

 414:
mov    0xffff16b0(%ebp),%eax

 41a:
shl    $0x3,%eax

 41d:
sub    0xffff16b0(%ebp),%eax

 423:
lea    0xffffffe8(%ebp),%ecx

 426:
add    %eax,%ecx

 428:
xor    %esi,%esi

 42a:
add    $0x10,%esp

 42d:
mov    %ecx,%ebx

 42f:
mov    %ecx,0xffff1698(%ebp)

 435:
sub    $0xc,%esp

 438:
push   %edi

 439:
call   43a <main+0x3a2>

 43e:
mov    %al,0xffff16bb(%ebp)

 444:
add    $0x10,%esp

 447:
inc    %al

 449:
je     4f7 <main+0x45f>

 44f:
mov    $0x4,%eax

 454:
dec    %eax

 455:
jns    454 <main+0x3bc>

 457:
sub    $0xc,%esp

 45a:
push   $0x81

 45f:
call   460 <main+0x3c8>

 464:
incl   0xffff16ac(%ebp)

 46a:
mov    0xffff16ac(%ebp),%eax

 470:
sub    $0xb,%eax

 473:
add    $0x10,%esp

 476:
incl   0x8

 47c:
cmp    $0x4,%eax

 47f:
ja     48f <main+0x3f7>

 481:
mov    0xffff16bb(%ebp),%dl

 487:
mov    %dl,0xffff2000(%esi,%ebx,1)

 48e:
inc    %esi

 48f:
mov    $0x4,%eax

 494:
dec    %eax

 495:
jns    494 <main+0x3fc>

 497:
sub    $0xc,%esp

 49a:
push   $0x94

 49f:
call   4a0 <main+0x408>

 4a4:
add    $0x10,%esp

 4a7:
cmpb   $0xa,0xffff16bb(%ebp)

 4ae:
jne    435 <main+0x39d>

 4b0:
mov    0xffff1698(%ebp),%eax

 4b6:
sub    $0xc,%esp

 4b9:
movl   $0x0,0xffff16ac(%ebp)

 4c3:
movb   $0x0,0xffff2000(%esi,%eax,1)

 4cb:
add    $0x7,%eax

 4ce:
push   $0x81

 4d3:
incl   0x8

 4d9:
mov    %eax,0xffff1698(%ebp)

 4df:
incl   0xffff16b0(%ebp)

 4e5:
add    $0x7,%ebx

 4e8:
call   4e9 <main+0x451>

 4ed:
xor    %esi,%esi

 4ef:
add    $0x10,%esp

 4f2:
jmp    435 <main+0x39d>

 4f7:
sub    $0xc,%esp

 4fa:
push   %edi

 4fb:
call   4fc <main+0x464>

 500:
mov    0xffff16b4(%ebp),%eax

 506:
sub    $0x4,%eax

 509:
movl   $0x6,0xffff16ac(%ebp)

 513:
add    $0x10,%esp

 516:
cmp    %eax,0xffff16ac(%ebp)

 51c:
mov    %eax,0xffff16a4(%ebp)

 522:
jge    608 <main+0x570>

 528:
mov    0xffff16b0(%ebp),%esi

 52e:
sub    $0x4,%esi

 531:
mov    %esi,0xffff16a0(%ebp)

 537:
movl   $0x2a,0xffff169c(%ebp)

 541:
mov    $0x6,%esi

 546:
cmp    0xffff16a0(%ebp),%esi

 54c:
jge    5e9 <main+0x551>

 552:
mov    0xffff169c(%ebp),%eax

 558:
lea    0xffff8fe8(%eax,%ebp,1),%edi

 55f:
lea    0x1c(%edi),%ecx

 562:
lea    0xffff2012(%ebp),%ebx

 568:
mov    %ecx,0xffff16a8(%ebp)

 56e:
push   %eax

 56f:
push   $0x6

 571:
push   %ebx

 572:
push   %edi

 573:
call   574 <main+0x4dc>

 578:
add    $0x10,%esp

 57b:
test   %eax,%eax

 57d:
jne    5dd <main+0x545>

 57f:
push   %ecx

 580:
push   $0x6

 582:
lea    0x7(%ebx),%eax

 585:
push   %eax

 586:
lea    0x7(%edi),%edx

 589:
push   %edx

 58a:
call   58b <main+0x4f3>

 58f:
add    $0x10,%esp

 592:
test   %eax,%eax

 594:
jne    5dd <main+0x545>

 596:
push   %ecx

 597:
push   $0x6

 599:
lea    0xe(%ebx),%eax

 59c:
push   %eax

 59d:
lea    0xe(%edi),%edx

 5a0:
push   %edx

 5a1:
call   5a2 <main+0x50a>

 5a6:
add    $0x10,%esp

 5a9:
test   %eax,%eax

 5ab:
jne    5dd <main+0x545>

 5ad:
push   %ecx

 5ae:
push   $0x6

 5b0:
lea    0x15(%ebx),%eax

 5b3:
push   %eax

 5b4:
lea    0x15(%edi),%edx

 5b7:
push   %edx

 5b8:
call   5b9 <main+0x521>

 5bd:
add    $0x10,%esp

 5c0:
test   %eax,%eax

 5c2:
jne    5dd <main+0x545>

 5c4:
push   %edx

 5c5:
push   $0x6

 5c7:
lea    0x1c(%ebx),%ecx

 5ca:
push   %ecx

 5cb:
pushl  0xffff16a8(%ebp)

 5d1:
call   5d2 <main+0x53a>

 5d6:
add    $0x10,%esp

 5d9:
test   %eax,%eax

 5db:
je     612 <main+0x57a>

 5dd:
inc    %esi

 5de:
add    $0x7,%ebx

 5e1:
cmp    0xffff16a0(%ebp),%esi

 5e7:
jl     56e <main+0x4d6>

 5e9:
incl   0xffff16ac(%ebp)

 5ef:
mov    0xffff16a4(%ebp),%eax

 5f5:
addl   $0x7,0xffff169c(%ebp)

 5fc:
cmp    %eax,0xffff16ac(%ebp)

 602:
jl     541 <main+0x4a9>

 608:
lea    0xfffffff4(%ebp),%esp

 60b:
pop    %ebx

 60c:
pop    %esi

 60d:
xor    %eax,%eax

 60f:
pop    %edi

 610:
leave  

 611:
ret    

 612:
push   %eax

 613:
lea    0xfffffffa(%esi),%edx

 616:
mov    0xffff16ac(%ebp),%eax

 61c:
push   %edx

 61d:
sub    $0x6,%eax

 620:
push   %eax

 621:
push   $0x9b

 626:
call   627 <main+0x58f>

 62b:
add    $0x10,%esp

 62e:
jmp    5dd <main+0x545>

 630:
sub    $0x8,%esp

 633:
push   $0x1b

 638:
push   $0xa2

 63d:
call   63e <main+0x5a6>

 642:
add    $0x10,%esp

 645:
call   646 <main+0x5ae>

 64a:
sub    $0xc,%esp

 64d:
push   $0x81

 652:
call   653 <main+0x5bb>

 657:
movl   $0x0,(%esp,1)

 65e:
call   65f <main+0x5c7>

 663:
sub    $0x8,%esp

 666:
push   $0x6

 66b:
jmp    638 <main+0x5a0>

 66d:
nop    

 66e:
mov    %esi,%esi

00000670 <_Z11returnLinesPci>:

 670:
push   %ebp

 671:
mov    %esp,%ebp

 673:
push   %edi

 674:
push   %esi

 675:
push   %ebx

 676:
sub    $0x148,%esp

 67c:
push   $0x0

 681:
call   682 <_Z11returnLinesPci+0x12>

 686:
pop    %ecx

 687:
pop    %ebx

 688:
push   $0x4

 68d:
pushl  0x8(%ebp)

 690:
call   691 <_Z11returnLinesPci+0x21>

 695:
lea    0xfffffec8(%ebp),%edi

 69b:
mov    %edi,(%esp,1)

 69e:
mov    %eax,%esi

 6a0:
call   6a1 <_Z11returnLinesPci+0x31>

 6a5:
pop    %eax

 6a6:
pop    %edx

 6a7:
push   $0x22

 6a9:
push   $0x0

 6ae:
push   $0x22

 6b0:
push   $0x22

 6b2:
push   $0x2

 6b7:
push   %edi

 6b8:
call   6b9 <_Z11returnLinesPci+0x49>

 6bd:
mov    $0x112,%ebx

 6c2:
add    $0x20,%esp

 6c5:
mov    $0x88,%ecx

 6ca:
mov    %esi,%esi

 6cc:
mov    %ebx,%edx

 6ce:
sub    %ecx,%edx

 6d0:
mov    0xfffffec8(%ecx,%ebp,1),%al

 6d7:
dec    %ecx

 6d8:
cmp    $0xffffffff,%ecx

 6db:
mov    %al,0xfffffec8(%edx,%ebp,1)

 6e2:
jne    6cc <_Z11returnLinesPci+0x5c>

 6e4:
sub    $0xc,%esp

 6e7:
push   %edi

 6e8:
call   6e9 <_Z11returnLinesPci+0x79>

 6ed:
add    $0x10,%esp

 6f0:
test   %esi,%esi

 6f2:
je     71d <_Z11returnLinesPci+0xad>

 6f4:
push   %edi

 6f5:
lea    0xfffffec4(%ebp),%edx

 6fb:
push   %edx

 6fc:
push   $0x18

 701:
push   %esi

 702:
call   703 <_Z11returnLinesPci+0x93>

 707:
mov    %esi,(%esp,1)

 70a:
call   70b <_Z11returnLinesPci+0x9b>

 70f:
mov    0xfffffec4(%ebp),%eax

 715:
lea    0xfffffff4(%ebp),%esp

 718:
pop    %ebx

 719:
pop    %esi

 71a:
pop    %edi

 71b:
leave  

 71c:
ret    

 71d:
sub    $0x8,%esp

 720:
pushl  0x8(%ebp)

 723:
push   $0xa2

 728:
call   729 <_Z11returnLinesPci+0xb9>

 72d:
add    $0x10,%esp

 730:
mov    $0x4,%eax

 735:
dec    %eax

 736:
jns    735 <_Z11returnLinesPci+0xc5>

 738:
sub    $0xc,%esp

 73b:
push   $0x81

 740:
call   741 <_Z11returnLinesPci+0xd1>

 745:
movl   $0x0,(%esp,1)

 74c:
call   74d <_Z11returnLinesPci+0xdd>

Transformed Assembly Code Instance 3

out2.o:     file format elf32-i386

Disassembly of section .text:

00000000 <_Z9Function3v>:

  0:
push   %ebp

   1:
mov    %esp,%ebp

   3:
push   %eax

   4:
flds   0x0

   a:
leave  

   b:
ret    

0000000c <_Z9Function4v>:

   c:
push   %ebp

   d:
mov    %esp,%ebp

   f:
mov    $0x4,%eax

  14:
dec    %eax

  15:
jns    14 <_Z9Function4v+0x8>

  17:
mov    $0x1,%eax

  1c:
leave  

  1d:
ret    

  1e:
mov    %esi,%esi

00000020 <_Z9Function6v>:

  20:
push   %ebp

  21:
mov    %esp,%ebp

  23:
mov    $0x1,%ecx

  28:
sub    $0x78,%esp

  2b:
movl   $0x3f5,0xffffff88(%ebp)

  32:
mov    %esi,%esi

  34:
mov    0xffffff84(%ebp,%ecx,4),%edx

  38:
lea    (%edx,%edx,8),%eax

  3b:
lea    (%edx,%eax,4),%eax

  3e:
lea    (%edx,%eax,4),%eax

  41:
lea    (%edx,%eax,2),%eax

  44:
lea    0x0(,%eax,8),%edx

  4b:
sub    %eax,%edx

  4d:
mov    %edx,%eax

  4f:
shl    $0x5,%eax

  52:
add    %eax,%edx

  54:
mov    %edx,0xffffff88(%ebp,%ecx,4)

  58:
inc    %ecx

  59:
cmp    $0x19,%ecx

  5c:
jl     34 <_Z9Function6v+0x14>

  5e:
leave  

  5f:
ret    

00000060 <_Z9Function1v>:

  60:
push   %ebp

  61:
mov    %esp,%ebp

  63:
mov    $0x4,%eax

  68:
dec    %eax

  69:
jns    68 <_Z9Function1v+0x8>

  6b:
mov    $0x1,%eax

  70:
leave  

  71:
ret    

  72:
mov    %esi,%esi

00000074 <main>:

  74:
push   %ebp

  75:
mov    %esp,%ebp

  77:
push   %edi

  78:
push   %esi

  79:
push   %ebx

  7a:
sub    $0xe8cc,%esp

  80:
and    $0xfffffff0,%esp

  83:
push   %eax

  84:
mov    0xc(%ebp),%eax

  87:
pushl  0x4(%eax)

  8a:
push   $0x0

  8f:
lea    0xffff1be8(%ebp),%ebx

  95:
push   %ebx

  96:
call   97 <main+0x23>

  9b:
add    $0xc,%esp

  9e:
mov    0xc(%ebp),%eax

  a1:
pushl  0x8(%eax)

  a4:
push   $0x40

  a9:
lea    0xffff17e8(%ebp),%edi

  af:
push   %edi

  b0:
call   b1 <main+0x3d>

  b5:
mov    %ebx,(%esp,1)

  b8:
call   b9 <main+0x45>

  bd:
mov    %edi,(%esp,1)

  c0:
call   c1 <main+0x4d>

  c5:
movl   $0x0,(%esp,1)

  cc:
call   cd <main+0x59>

  d1:
pop    %edi

  d2:
pop    %eax

  d3:
push   $0x4

  d8:
push   $0x6

  dd:
call   de <main+0x6a>

  e2:
add    $0x10,%esp

  e5:
test   %eax,%eax

  e7:
mov    %eax,%ebx

  e9:
je     575 <main+0x501>

  ef:
push   %esi

  f0:
lea    0xffff1764(%ebp),%edx

  f6:
push   %edx

  f7:
push   $0x18

  fc:
push   %eax

  fd:
call   fe <main+0x8a>

 102:
mov    %ebx,(%esp,1)

 105:
call   106 <main+0x92>

 10a:
pop    %ecx

 10b:
pop    %ebx

 10c:
pushl  0xffff1764(%ebp)

 112:
push   $0x80

 117:
call   118 <main+0xa4>

 11c:
movl   $0x0,(%esp,1)

 123:
call   124 <main+0xb0>

 128:
pop    %eax

 129:
pop    %edx

 12a:
push   $0x4

 12f:
push   $0x1b

 134:
call   135 <main+0xc1>

 139:
add    $0x10,%esp

 13c:
test   %eax,%eax

 13e:
mov    %eax,%ebx

 140:
je     557 <main+0x4e3>

 146:
push   %eax

 147:
lea    0xffff1760(%ebp),%esi

 14d:
push   %esi

 14e:
push   $0x18

 153:
push   %ebx

 154:
call   155 <main+0xe1>

 159:
mov    %ebx,(%esp,1)

 15c:
call   15d <main+0xe9>

 161:
pop    %esi

 162:
pop    %edi

 163:
pushl  0xffff1760(%ebp)

 169:
push   $0x34

 16e:
call   16f <main+0xfb>

 173:
movl   $0xc0,(%esp,1)

 17a:
call   17b <main+0x107>

 17f:
movl   $0x42,(%esp,1)

 186:
call   187 <main+0x113>

 18b:
movl   $0x120,(%esp,1)

 192:
call   193 <main+0x11f>

 197:
movl   $0x140,(%esp,1)

 19e:
call   19f <main+0x12b>

 1a3:
pop    %ecx

 1a4:
pop    %ebx

 1a5:
push   $0x4

 1aa:
mov    0xc(%ebp),%eax

 1ad:
pushl  0x4(%eax)

 1b0:
movl   $0x0,0xffff1754(%ebp)

 1ba:
movl   $0x0,0xffff1758(%ebp)

 1c4:
movl   $0x0,0xffff175c(%ebp)

 1ce:
call   1cf <main+0x15b>

 1d3:
lea    0xffffffe8(%ebp),%ebx

 1d6:
xor    %esi,%esi

 1d8:
mov    %eax,%edi

 1da:
add    $0x10,%esp

 1dd:
mov    %ebx,0xffff1738(%ebp)

 1e3:
mov    %ebx,0xffff1734(%ebp)

 1e9:
sub    $0xc,%esp

 1ec:
push   %edi

 1ed:
call   1ee <main+0x17a>

 1f2:
add    $0x10,%esp

 1f5:
cmp    $0xff,%al

 1f7:
mov    %al,%bl

 1f9:
je     2fc <main+0x288>

 1ff:
incl   0xffff1754(%ebp)

 205:
mov    $0x4,%eax

 20a:
dec    %eax

 20b:
jns    20a <main+0x196>

 20d:
mov    0xffff1754(%ebp),%eax

 213:
sub    $0xb,%eax

 216:
cmp    $0x4,%eax

 219:
jbe    2e7 <main+0x273>

 21f:
mov    0xffff1734(%ebp),%eax

 225:
mov    %bl,0xffff9000(%esi,%eax,1)

 22c:
inc    %esi

 22d:
mov    $0x4,%eax

 232:
dec    %eax

 233:
jns    232 <main+0x1be>

 235:
cmp    $0xa,%bl

 238:
jne    1e9 <main+0x175>

 23a:
sub    $0xc,%esp

 23d:
push   $0x5a

 242:
call   243 <main+0x1cf>

 247:
movl   $0x5e,(%esp,1)

 24e:
movl   $0x0,0xffff1754(%ebp)

 258:
call   259 <main+0x1e5>

 25d:
mov    0xffff1738(%ebp),%eax

 263:
movb   $0x0,0xffff9000(%esi,%eax,1)

 26b:
add    $0x7,%eax

 26e:
mov    %eax,0xffff1738(%ebp)

 274:
addl   $0x7,0xffff1734(%ebp)

 27b:
incl   0xffff175c(%ebp)

 281:
add    $0x10,%esp

 284:
movl   $0x3f5,0xffff1768(%ebp)

 28e:
mov    $0x1,%ecx

 293:
nop    

 294:
mov    0xffff1764(%ebp,%ecx,4),%edx

 29b:
lea    (%edx,%edx,8),%ebx

 29e:
lea    (%edx,%ebx,4),%esi

 2a1:
lea    (%edx,%esi,4),%ebx

 2a4:
lea    (%edx,%ebx,2),%esi

 2a7:
lea    0x0(,%esi,8),%ebx

 2ae:
sub    %esi,%ebx

 2b0:
mov    %ebx,%edx

 2b2:
shl    $0x5,%edx

 2b5:
add    %edx,%ebx

 2b7:
mov    %ebx,0xffff1768(%ebp,%ecx,4)

 2be:
inc    %ecx

 2bf:
cmp    $0x19,%ecx

 2c2:
jl     294 <main+0x220>

 2c4:
sub    $0xc,%esp

 2c7:
push   $0x6d

 2cc:
call   2cd <main+0x259>

 2d1:
xor    %esi,%esi

 2d3:
movl   $0x80,(%esp,1)

 2da:
call   2db <main+0x267>

 2df:
add    $0x10,%esp

 2e2:
jmp    1e9 <main+0x175>

 2e7:
sub    $0xc,%esp

 2ea:
push   $0x5a

 2ef:
call   2f0 <main+0x27c>

 2f4:
add    $0x10,%esp

 2f7:
jmp    21f <main+0x1ab>

 2fc:
sub    $0xc,%esp

 2ff:
push   %edi

 300:
call   301 <main+0x28d>

 305:
pop    %eax

 306:
pop    %edx

 307:
push   $0x4

 30c:
mov    0xc(%ebp),%edi

 30f:
pushl  0x8(%edi)

 312:
movl   $0x0,0xffff1754(%ebp)

 31c:
call   31d <main+0x2a9>

 321:
mov    %eax,%edi

 323:
mov    0xffff1758(%ebp),%eax

 329:
shl    $0x3,%eax

 32c:
sub    0xffff1758(%ebp),%eax

 332:
lea    0xffffffe8(%ebp),%ecx

 335:
add    %eax,%ecx

 337:
xor    %esi,%esi

 339:
add    $0x10,%esp

 33c:
mov    %ecx,0xffff1740(%ebp)

 342:
mov    %ecx,0xffff173c(%ebp)

 348:
sub    $0xc,%esp

 34b:
push   %edi

 34c:
call   34d <main+0x2d9>

 351:
add    $0x10,%esp

 354:
cmp    $0xff,%al

 356:
mov    %al,%bl

 358:
je     41e <main+0x3aa>

 35e:
incl   0xffff1754(%ebp)

 364:
mov    $0x4,%eax

 369:
dec    %eax

 36a:
jns    369 <main+0x2f5>

 36c:
mov    0xffff1754(%ebp),%eax

 372:
sub    $0xb,%eax

 375:
cmp    $0x4,%eax

 378:
ja     388 <main+0x314>

 37a:
mov    0xffff173c(%ebp),%eax

 380:
mov    %bl,0xffff2000(%esi,%eax,1)

 387:
inc    %esi

 388:
movl   $0x3f5,0xffff1768(%ebp)

 392:
mov    $0x1,%ecx

 397:
nop    

 398:
mov    0xffff1764(%ebp,%ecx,4),%edx

 39f:
lea    (%edx,%edx,8),%eax

 3a2:
lea    (%edx,%eax,4),%eax

 3a5:
lea    (%edx,%eax,4),%eax

 3a8:
lea    (%edx,%eax,2),%eax

 3ab:
lea    0x0(,%eax,8),%edx

 3b2:
sub    %eax,%edx

 3b4:
mov    %edx,%eax

 3b6:
shl    $0x5,%eax

 3b9:
add    %eax,%edx

 3bb:
mov    %edx,0xffff1768(%ebp,%ecx,4)

 3c2:
inc    %ecx

 3c3:
cmp    $0x19,%ecx

 3c6:
jl     398 <main+0x324>

 3c8:
cmp    $0xa,%bl

 3cb:
jne    348 <main+0x2d4>

 3d1:
mov    0xffff1740(%ebp),%eax

 3d7:
movl   $0x0,0xffff1754(%ebp)

 3e1:
movb   $0x0,0xffff2000(%esi,%eax,1)

 3e9:
add    $0x7,%eax

 3ec:
mov    %eax,0xffff1740(%ebp)

 3f2:
addl   $0x7,0xffff173c(%ebp)

 3f9:
incl   0xffff1758(%ebp)

 3ff:
mov    $0x4,%eax

 404:
dec    %eax

 405:
jns    404 <main+0x390>

 407:
sub    $0xc,%esp

 40a:
push   $0x94

 40f:
call   410 <main+0x39c>

 414:
xor    %esi,%esi

 416:
add    $0x10,%esp

 419:
jmp    348 <main+0x2d4>

 41e:
sub    $0xc,%esp

 421:
push   %edi

 422:
call   423 <main+0x3af>

 427:
mov    0xffff175c(%ebp),%eax

 42d:
sub    $0x4,%eax

 430:
movl   $0x6,0xffff1754(%ebp)

 43a:
add    $0x10,%esp

 43d:
cmp    %eax,0xffff1754(%ebp)

 443:
mov    %eax,0xffff174c(%ebp)

 449:
jge    52f <main+0x4bb>

 44f:
mov    0xffff1758(%ebp),%esi

 455:
sub    $0x4,%esi

 458:
mov    %esi,0xffff1748(%ebp)

 45e:
movl   $0x2a,0xffff1744(%ebp)

 468:
mov    $0x6,%esi

 46d:
cmp    0xffff1748(%ebp),%esi

 473:
jge    510 <main+0x49c>

 479:
mov    0xffff1744(%ebp),%eax

 47f:
lea    0xffff8fe8(%eax,%ebp,1),%edi

 486:
lea    0x1c(%edi),%ecx

 489:
lea    0xffff2012(%ebp),%ebx

 48f:
mov    %ecx,0xffff1750(%ebp)

 495:
push   %eax

 496:
push   $0x6

 498:
push   %ebx

 499:
push   %edi

 49a:
call   49b <main+0x427>

 49f:
add    $0x10,%esp

 4a2:
test   %eax,%eax

 4a4:
jne    504 <main+0x490>

 4a6:
push   %ecx

 4a7:
push   $0x6

 4a9:
lea    0x7(%ebx),%eax

 4ac:
push   %eax

 4ad:
lea    0x7(%edi),%edx

 4b0:
push   %edx

 4b1:
call   4b2 <main+0x43e>

 4b6:
add    $0x10,%esp

 4b9:
test   %eax,%eax

 4bb:
jne    504 <main+0x490>

 4bd:
push   %ecx

 4be:
push   $0x6

 4c0:
lea    0xe(%ebx),%eax

 4c3:
push   %eax

 4c4:
lea    0xe(%edi),%edx

 4c7:
push   %edx

 4c8:
call   4c9 <main+0x455>

 4cd:
add    $0x10,%esp

 4d0:
test   %eax,%eax

 4d2:
jne    504 <main+0x490>

 4d4:
push   %ecx

 4d5:
push   $0x6

 4d7:
lea    0x15(%ebx),%eax

 4da:
push   %eax

 4db:
lea    0x15(%edi),%edx

 4de:
push   %edx

 4df:
call   4e0 <main+0x46c>

 4e4:
add    $0x10,%esp

 4e7:
test   %eax,%eax

 4e9:
jne    504 <main+0x490>

 4eb:
push   %ecx

 4ec:
push   $0x6

 4ee:
lea    0x1c(%ebx),%edx

 4f1:
push   %edx

 4f2:
pushl  0xffff1750(%ebp)

 4f8:
call   4f9 <main+0x485>

 4fd:
add    $0x10,%esp

 500:
test   %eax,%eax

 502:
je     539 <main+0x4c5>

 504:
inc    %esi

 505:
add    $0x7,%ebx

 508:
cmp    0xffff1748(%ebp),%esi

 50e:
jl     495 <main+0x421>

 510:
incl   0xffff1754(%ebp)

 516:
mov    0xffff174c(%ebp),%eax

 51c:
addl   $0x7,0xffff1744(%ebp)

 523:
cmp    %eax,0xffff1754(%ebp)

 529:
jl     468 <main+0x3f4>

 52f:
lea    0xfffffff4(%ebp),%esp

 532:
pop    %ebx

 533:
pop    %esi

 534:
xor    %eax,%eax

 536:
pop    %edi

 537:
leave  

 538:
ret    

 539:
push   %edx

 53a:
lea    0xfffffffa(%esi),%ecx

 53d:
mov    0xffff1754(%ebp),%eax

 543:
push   %ecx

 544:
sub    $0x6,%eax

 547:
push   %eax

 548:
push   $0x9b

 54d:
call   54e <main+0x4da>

 552:
add    $0x10,%esp

 555:
jmp    504 <main+0x490>

 557:
sub    $0x8,%esp

 55a:
push   $0x1b

 55f:
push   $0xa2

 564:
call   565 <main+0x4f1>

 569:
movl   $0x0,(%esp,1)

 570:
call   571 <main+0x4fd>

 575:
sub    $0x8,%esp

 578:
push   $0x6

 57d:
jmp    55f <main+0x4eb>

 57f:
nop    

00000580 <_Z11returnLinesPci>:

 580:
push   %ebp

 581:
mov    %esp,%ebp

 583:
push   %esi

 584:
push   %ebx

 585:
sub    $0x1c,%esp

 588:
push   $0x0

 58d:
mov    0x8(%ebp),%esi

 590:
call   591 <_Z11returnLinesPci+0x11>

 595:
pop    %eax

 596:
pop    %edx

 597:
push   $0x4

 59c:
push   %esi

 59d:
call   59e <_Z11returnLinesPci+0x1e>

 5a2:
add    $0x10,%esp

 5a5:
test   %eax,%eax

 5a7:
mov    %eax,%ebx

 5a9:
je     5cd <_Z11returnLinesPci+0x4d>

 5ab:
push   %eax

 5ac:
lea    0xfffffff4(%ebp),%edx

 5af:
push   %edx

 5b0:
push   $0x18

 5b5:
push   %ebx

 5b6:
call   5b7 <_Z11returnLinesPci+0x37>

 5bb:
mov    %ebx,(%esp,1)

 5be:
call   5bf <_Z11returnLinesPci+0x3f>

 5c3:
mov    0xfffffff4(%ebp),%eax

 5c6:
lea    0xfffffff8(%ebp),%esp

 5c9:
pop    %ebx

 5ca:
pop    %esi

 5cb:
leave  

 5cc:
ret    

 5cd:
sub    $0x8,%esp

 5d0:
push   %esi

 5d1:
push   $0xa2

 5d6:
call   5d7 <_Z11returnLinesPci+0x57>

 5db:
movl   $0x0,(%esp,1)

 5e2:
call   5e3 <_Z11returnLinesPci+0x63>
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