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Abstract
This course will provide a big picture view of information security along with detailed discussion of selected security topics as time permits. Following the presenter’s textbook, the course is organized around the four major themes of cryptography, access control, protocols, and software. At least one detailed topic will be presented in each of these areas.

While it is common to treat various aspects of information security as “black boxes”, one goal of this course is to illuminate as many of those black boxes as possible in the limited time available. At the same time, the presenter hopes to bring some coherent structure to the jumble that is information security today. 

The focus of this course will be firmly on topics that matter in the real world. However, these very same topics lead directly to the cutting edge of research in the field.

objectives

This course will provide you with

· An appreciation of the major technical challenges in information security

· Specific examples of security issues that arise in each of the major areas discussed

· An appreciation for the all-important role that human nature plays in information security

· An overview of the relative strengths and weaknesses of leading security books

· Sarcastic comments on the textbook publishing business

Intended Audience

If you have any interest in information security then this course is for you, regardless of your previous experience (or lack thereof) in the field. The material covered will be accessible to faculty and students at all levels. Working IT professionals with an interest in security will also find the course beneficial. Anyone who is considering teaching(or has taught(a class in information security will find this course particularly useful.

Biography of instructor

Mark Stamp spent more than seven years at the National Security Agency working on problems in cryptanalysis, speech, algorithms, and networks. He left NSA with the goal of getting rich by developing a digital rights management system for a small Silicon Valley startup company, MediaSnap, Inc. That did not work out quite as planned. Nevertheless, while at MediaSnap, Dr. Stamp broadened his security experience and perspective. For the past three years Dr. Stamp has been Assistant Professor of Computer Science at San Jose State University, where he teaches undergraduate and graduate courses in information security. Many of his former students are currently doing security-related work for leading Silicon Valley companies. Professor Stamp recently completed a textbook, Information Security: Principles and Practice, to be published by Wiley in September 2005.
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