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ABSTRACT: In this paper we present a method for watermarking software by applying transformations to assembly code. We give a simple example to illustrate the viability of the technique and we discuss the potential benefits of our approach. We also mention other possible uses for such techniques.
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1.   INTRODUCTION

By some accounts, piracy costs the software industry in excess of $10 billion annually [1]. One possible defense against piracy is to add a watermark to software. While this will not prevent all piracy, a robust watermark would make it possible to determine the source of pirated software, and hence would likely discourage a significant amount of piracy.

To date, it has been difficult to design digital watermarking schemes that can function well in a hostile environment. Most watermarking techniques are easily removed or distorted beyond recognition. For example, “stirmark” will effectively remove a watermark from a digital image; see [2] for a discussion.

In this paper, we present a watermarking scheme based on modifications to software at the level of assembly code. These modifications result in multiple versions of a given piece of software, with each version having distinct code, but with all versions being functionally equivalent. 

Our watermarking approach was inspired by metamorphic computer viruses. Metamorphic viruses are transformed into distinct code each time they replicate. This makes detection far more difficult, since there is no constant signature for virus scanning software to detect. In the context of watermarking, metamorphism allows the watermark to be uniquely embedded in each instance of the software. While it is still possible to remove (or obscure) a watermark in a given instance of the software, the variability of the code makes it extremely difficult to automatically remove watermarks from a significant number of instances of the code. Consequently, watermark removal will remain a manual and labor-intensive process.

Metamorphic code transformations have also been discussed as a method for increasing software diversity. In an analogy to the genetic diversity of biological systems, it is argued that increased software diversity can limit the effects of malicious attacks on computing systems [2]. A side benefit of our approach to software watermarking is that it results in diverse (or metamorphic) software, and hence may increase the resistance of such software to many types of attacks.

2.
SOFTWARE WATERMARKING
To illustrate our approach to watermarking, we consider the typical “Hello world” program. We begin with a C code source file, say, hello.c from which an assembly code file, hello.s, is generated. An example of such an assembly file appears in Figure 1.

Next, we insert transformations into the assembly file hello.s. In Figure 2, we have embedded a watermark containing the customer-ID number 4436. This watermark was added via

push %eax

movl $44, %eax

movl $36, %eax


pop %eax

We have also added redundant transformations to the code simply to make an attacker’s job more challenging. We assume that an attacker will have multiple instances of transformed code, which he can compare, looking for differences. By adding numerous dummy transformations, the attacker will have a greater challenge in determining the essential watermark code.

In general, we select a few locations where the relevant information can be hidden and we also select many other locations to insert dummy transformations. Then we generate an executable from this transformed assembly code file.

	

.file
"hello.c"



.def
___main;
.scl
2;
.type
32;
.endef



.text

LC0:



.ascii "Hello, world\12\0"



.align 2

.globl 
_main



.def
_main;
.scl
2;
.type
32;
.endef

_main:



pushl
%ebp



movl
%esp, %ebp



subl
$8, %esp



andl
$-16, %esp



movl
$0, %eax



movl
%eax, -4(%ebp)



movl
-4(%ebp), %eax



call
__alloca



call
___main



movl
$LC0, (%esp)



call
_printf



movl
$0, %eax



leave



ret



.def
_printf;
.scl
2;
.type
32;
.endef



	Figure 1: Hello World


To generate N distinct watermarked instances of the software, we repeat the above steps for each instance. All of these newly created executables are functionally equivalent, but they differ in the set of transformations used, the location of the transformations, and, generally, in the customer-ID value embedded in the watermark. 

This “Hello World” example is only intended to be illustrative. In practice, it would be more robust to embed the customer-ID in an indirect manner. For example, certain transformations could represent “1” while others represent “0”. Then we could embed the binary representation of the ID, and for increased robustness, we could insert the desired watermark multiple times. 

Our method of embedding the watermark serves several purposes. If the customer-ID is directly embedded in the code it is easier for an attacker to detect the crucial information in the code. Also, by inserting multiple copies of the watermark, an attacker must nullify each of these copies in order to render the mark unreadable. With the inclusion of obfuscating transformations (i.e., additional transformations that represent neither 0 nor 1), it becomes a formidable challenge to remove, or even effectively obscure, the watermark.

Our watermarking technique will only be useful provided we can read the watermark from a given executable. To extract a watermark from an executable, we proceed as follows. First, we disassemble the executable using a disassembler such as IDA Pro [3]. Many of the transformations we previously inserted into the assembly code will be lost or distorted during the assembly/disassembly process. But we have carefully selected the information carrying transformations so that they will be preserved through this process. After disassembly, we then search for the relevant transformation in the disassembled code. 

IDA Pro, allows one to disassemble an executable to produce an “asm” file, which is an assembly of the executable. For the example in Figure 2, we would search through the resulting asm file for the pattern

	Original: hello.s
	Transformed Code: hello1.s

	_main:



pushl
%ebp



movl
%esp, %ebp



subl
$8, %esp



andl
$-16, %esp



movl
$0, %eax



movl
%eax, -4(%ebp)



movl
-4(%ebp), %eax



call
__alloca



call
___main



movl
$LC0, (%esp)



call
_printf



movl
$0, %eax



leave



ret



.def
_printf;
.scl
2;


.type
32;
.endef


	_main:



pushl
%ebp



movl
%esp, %ebp



subl
$8, %esp



andl
$-16, %esp



movl
$0, %eax

   

push 
%eax

  
 
movl 
$44, %eax

  
 
nop

   

movl 
$36, %eax

   

pop 
%eax


movl
%eax, -4(%ebp)



movl
-4(%ebp), %eax

   

xor 
$0, %ebp



call
__alloca



call
___main



movl
$LC0, (%esp)

   

push 
%ebp

   

movl 
$23, %ebp

   

pop 
%ebp


call
_printf

_sub1: movl
$0, %eax

   

nop

   

leave



ret



.def
_printf;
.scl
2;

.type
32;
.endef



	Figure 2:
	Hello World Transformed


push
eax

mov
eax, xxh

nop

mov
eax, xxh

pop
eax

On finding this pattern (i.e., our watermark) we extract the customer-ID information, 4436.

In this example, the remaining transformations simply obfuscate or camouflage the information bearing transformation and consequently we are not concerned with how these disassemble.

To summarize, given a source file, say, hello.c, we create an assembly file from it, hello.s. We then add transformations to it, including transformations carrying the watermark. We then link this new transformed file, say, hello_new.s, to produce an executable, hello_new.exe.

The transformations carrying the actual watermark must be detectable by us from the executable alone and the critical transformations must survive the assembly-disassembly process intact. In reading the watermark, we search only for the information carrying transformations.

In the next section we discuss a few possible transformation that can be added to the code to either carry the watermark or to act as obfuscation. Many such transformations are possible, but due to space limitations we only mention simply, representative examples.

3.
TRANSFORMATIONS
3.1  Inserting NOPs
NOP stands for "no operation". NOP instructs the CPU to skip this instruction. Therefore, a sequence of NOPs can be inserted in a program either as part of a watermark or to act as placeholders for transformations that will be inserted later. In this way, the overall size of the binary will not vary significantly from one instance to the next [4]. 

3.2  Redundant Labels 

This technique simply adds noise to the code and helps produce variability between different instances of the software, thus making it more difficult to reverse engineer. Redundant labels can be inserted anywhere in the program and do not affect the program flow. For example,

Original Code:


mov ax,1 
mov ax,2

Transformed code

x1: mov ax,1
x2: mov ax,2
3.3 Arithmetic and Logical Transformation

Many logical and arithmetic instructions can be used in such a way that the net effect on the register values is 0. For example, we can XOR a register value with 0, and its value remains unchanged. Similarly, we can increment the register values by one and then decrement it by one, to keep the values unchanged. We can also OR a register value with 0, or NEG (negate) the value twice or use ADD/SUB as the transformations and the registers remain unchanged. There exist a virtually unlimited number of such transformations. 

Instructions that can be used for such transformations include, but are not limited to,

ADD, SUB, OR, XOR, INC, DEC, NEG

For example,


add bx, 0; 

adds  0 to the contents of register bx.

4.
ISSUES AND CHALLENGES

To be able to read the watermark correctly from a large disassembly is the most challenging part of the process. Since many transformations are lost during assembly and disassembly, the transformations must be selected carefully. For example, the transformation in the example of Figure 2 can be read from a disassembly of the executable.

It is worth noting that, in general, it is not possible to automatically disassemble an executable and assemble the result into a functioning executable. This is true since it is impossible to distinguish code from data without manual intervention. Consequently, general attacks on our watermarking scheme are likely to remain manual and labor-intensive.

5.
OTHER POTENTIAL APPLICATIONS
Some potential applications of assembly code transformation techniques are discussed in this section.

5.1 Invisible Watermark

The watermarking application was presented above. Since there are many different types of watermarks discussed in the literature, we want to emphasize that our approach is designed to insert an invisible and robust watermark. 

5.2 Code Uniqueness

Software uniqueness is a technique by which we produce multiple copies of software that are functionally equivalent, but where each copy is unique. Code uniqueness is designed to create a system where an attacker may be able to break one particular instance of the software, say, by reverse engineering, without necessarily breaking the entire system. [5].

5.3 Virus Protection
The techniques discussed above result in software that is metamorphic(highly variable, yet functionally equivalent. Consequently, a virus might, for example, be unable to find the entry point that it requires in order to attack the software. Or the vulnerability that the virus exploits might not be exploitable in exactly the same manner. For example, a buffer overflow attack is often very delicate, requiring careful positioning of the attack code. In metamorphic software, even if a buffer overflow exists in all instances, the attack scenario will certainly be somewhat different in different instances. In this way, software diversity offers a layer of protection not generally available at present. Thus, our watermarking scheme might provide some additional protection against viruses [6].

6.
CONCLUSIONS
The technique of software watermarking discussed above appears to be a viable method for embedding a robust and invisible watermark into software. The technique has several potential benefits. First, the removal of the watermark is difficult, if not impossible, to automate. Second, the watermark can be made highly robust by inserting the mark multiple times into the code. Third, the technique has a positive security side effect, since it results in diverse software.
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