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Abstract

Digital Rights Management (DRM) is often promoted as the technical basis for solutions to enterprise security problems requiring persistent protection. Yet to date, DRM has failed to take hold within the enterprise sphere. In this paper, we examine some possible reasons for the slow adoption of enterprise DRM. We argue that contrary to the common perception current DRM technology is sufficiently robust for use in enterprise applications. We then discuss three problems that may serve as barriers to enterprise DRM adoption, namely, trustworthy authentication, access policy management and the lack of compelling enterprise applications that require DRM. Finally, we present brief examples drawn from the real world that illustrate that the first two barriers can be overcome, and we argue that regulatory compliance is the “killer app” that will drive enterprise DRM adoption. This paper is based on the authors’ extensive work on DRM in industry.

1 Introduction

The secure distribution of digital content can be achieved by careful use of standard cryptographic techniques. Often, however, the originator of the digital content wants to place restrictions on the actions of the legitimate recipient of the content. For example, consider a digital book, or e-book. If an e-book is sold online, standard cryptography can be used to authenticate the participants in the transaction, and to securely deliver the bits to the intended recipient. But without further protections, a copyright holder might be reluctant to sell her book electronically, since the purchaser can easily re-distribute perfect digital copies to virtually anyone. 

Digital rights management (DRM) is intended to enforce restrictions on the use of digital content after it has been delivered to its intended recipient. This type of protection, which stays with the content after delivery, is often referred to as persistent protection. Note that persistent protection is designed to protect the content from unauthorized actions by the legitimate recipient.

It has proved exceedingly difficult to provide meaningful persistent protection in an electronic commerce environment. One infamous case is that of Sony’s Key2Audio, an audio CD protection system that could be defeated by a felt-tip pen [1]. Another DRM system (developed by SunnComm Technologies) was defeated by holding down the shift key on a PC where the software was executing [2]. There are numerous other notable DRM failures, including Adobe’s eBooks [3] and Microsoft’s MS–DRM [4]. The fact that leading technology companies have been unable to field robust e-commerce DRM systems has led many to conclude that the technology itself is fatally flawed. Ironically, there are also many who fear that DRM is (or will become) too strong. These people often argued that DRM could allow copyright holders to effectively negate traditional “fair use” practices [5].

Below, we briefly discuss DRM security in general. Then we focus on issues specific to enterprise applications of DRM. Finally, we consider three potential impediments to enterprise DRM adoption and show how each can be overcome.

2 DRM Security 

There is no standard terminology in the area of digital rights management. We consider DRM an umbrella term that encompasses the following closely related concepts and techniques.

· Digital Content Protection (DCP) consists of the methods used to protect data—primarily cryptographic techniques—so that the data is only accessible via trusted client software. 

· DCP Security consists of additional client software methods intended to protect against attacks aimed at breaking the DCP. 

· Rights Enforcement is the function of client software that grants access to protected data only to authorized users, and only with the approved mode (or modes) of access for a particular user. Rights Management is the administrative capability by which usage policies are translated into access rules, which are, in turn, used as the basis for rights enforcement. 

· Document Security is a catchall term for DRM protection that provides portable access control. In this context, portability means that the same access controls apply to copies of a document as to the original. 

· Protected Electronic Documents can be copied, but copies are no more accessible than the original. In contrast, unprotected documents can be re-distributed in unprotected form by any legitimate recipient.  

Terms such as “strength” and “effectiveness” are often used to describe the self-defense aspects of DRM client software. In our usage, these are DCP mechanisms. These DCP mechanisms are typically executed on a PC that is used by a person with full administrative privileges. In order to preserve the fundamental DCP requirement—that access is only possible via trusted client software—the client software generally embodies data or techniques that are intended to be secret from all users and administrators. Possession of these secrets would likely allow an adversary to develop a general means to remove DCP protection on documents, or to trick the software into always granting full access. Consequently, DRM client software typically includes several defensive mechanisms intended to restrict the means of observing the client software as it executed. For example, since a debugger could be used to crack the secret data or techniques out of the software, robust DCP security must include anti-debugging techniques.

The strength of any particular DCP system is primarily a judgment of how robust its defensive measures are. Here, we shall not describe the inner workings of a typical DRM system in any detail—for such a description see [6]. But we do note in passing that the critical challenges for software-based DRM include protecting a shared secret (a master key, or the equivalent thereof) in software, authentication and authorization, disabling obvious attacks (e.g., screen capture of digital documents), and so on. 

Some of the weaknesses of present-day DRM are inherent in the process, as noted in [7]. When a motivated attacker has access to DRM-protected digital content on a PC that is completely under her control, it is only a matter of time until the protection will be broken. The Trusted Computing Group (TCG) initiative is predicated on the belief that adding tamper resistant hardware to the mix—effectively removing some degree of control from the user—will help to rectify the situation [8]. 

While the TCG approach of using tamper resistant hardware helps to solve one of the fundamental problems of software-based DRM (protecting a shared secret), it certainly does not resolve all inherent DRM weaknesses. For example, a hardware-based approach does not necessarily protect the critical path between content decryption and content rendering. Perhaps even more to the point, the most obvious attack on any DRM system is via the so-called “analog hole” [9], whereby the rendered content is captured in analog form. Sophisticated software or hardware cannot hope to plug this particular hole. Another concern with hardware-based protection is that users will lose some degree of control over their own computers—see Ross Anderson’s FAQ [10] for a lucid discussion of these issues. For this reason, it is not clear that a hardware-based DRM solution will be widely accepted, in spite of its usefulness in protecting a shared secret. 

This discussion is not meant to imply that DRM is of no potential use in the marketplace. Instead, these issues merely illustrate that DRM cannot hope to provide a level of security comparable to that of, say, secure cryptography. In the case of cryptography, the level of security is, in a sense, absolute, and independent of the particular application at hand. In contrast, the level of security provided by DRM cannot be considered in a vacuum. Instead, DRM security must be judged relative to a multitude of other factors, including the value of the protected content, the financial incentive for attack, the motivation of attackers, legal or other consequences of an attack, etc. In addition, in the e-commerce arena, the business model must complement the technical DRM protection mechanisms; see [11] for a discussion. 

It seems logical that this lack of robust DRM security is a major barrier to the adoption of enterprise DRM and, consequently, a higher degree of strength (better code obfuscation, self-decrypting software, etc.) might boost adoption. We argue below that this is not the case. We argue that for enterprise DRM, the DCP strength is secondary to more practical considerations. Based on our experience, issues such as integration (especially secure integration with existing authentication services), manageability (especially policy management) and usability (especially the requirement that end-users not have the responsibility for defining access rules to enforce policy) have been far greater barriers to enterprise DRM adoption.

3 Enterprise DRM 

Recently there has been increased interest in DRM within the enterprise. While many companies have been working on this problem for years—see [12], for a representative example—Microsoft’s move into enterprise DRM has greatly raised the general level of interest and awareness [13]. 

Within an enterprise, the absolute security of DRM protection is of far less concern than in a general e-commerce situation. For example, if DRM is deployed for regulatory compliance (as discussed below), the enterprise has likely fulfilled its legal obligations provided that active measures are required to break the content protection (as opposed to a more passive attack, such as a screen capture of a document). This level of DRM protection is feasible today, even without resorting to tamper resistant hardware. 

In our view, the slow adoption of DRM within the enterprise is not due to fundamental problems with the strength of DRM security mechanisms (attacks on software self-protection mechanisms, difficulties inherent in trusted client software executing in potentially hostile environments, etc.). In our experience, we have found that the impediments to enterprise DRM adoption have virtually nothing to do with the “strength” of the underlying DCP mechanism. Instead, practical issues such as the following tend to be much more significant barriers to adoption.

· Lack of trustworthy and scalable authentication services to support DRM software on large numbers of workstations. 

· Lack of effective techniques for converting usage policy into access rules, so that these rules can be enforced by DRM software on large numbers of workstations.

· Lack of valuable and solvable problems in enterprise-wide security that cannot be solved without DRM technology.  

The authors of [22] identify five general “problems that inhibit effective enterprise security management”. Three of these five problems relate directly to policy and configuration issues. In a sense, these correspond to our first two bullet items, above. The third bullet item simply makes the obvious point that companies are unlikely to make any significant investment DRM unless there is a critical need to do so.

We show here that the first two of these deterrents to enterprise DRM adoption are solvable problems today. We also argue that regulatory compliance is a critical problem that requires DRM. But before we consider the details, we require some additional terminology and background related to enterprise DRM.  

4 Management and Policy Issues 

We use the terms management and policy to describe the human administrative functions that define the access rules to be used with DRM software. For systems involving large numbers of people and documents, defining these rules can be a monumental task. We refer to this challenge as the rules problem. Due to difficulty of the rules problem, implementing an enterprise DRM system might reasonably be judged to have insufficient benefit for the cost in time and effort. However, this rules problem is itself a particular case of the more general problem of entitlements management [14, 15]. 

In entitlements management each user is identified as having a number of different attributes. Examples of such attributes might include

· A member of a particular work group

· A member of a particular functional group

· Having a particular role

· Having responsibilities that require particular privileges or rights 

In general, such groups, roles, and privileges are referred to as entitlements. In an entitlements management implementation, there is a database of users along with the entitlements that they have been granted. This entitlements information is intended for use by multiple applications, which could include DRM software. 

While large-scale specification of DRM rules is not feasible at the level of individual users and documents, it is feasible at the level of entitlements. For example, it is infeasible to enforce a large number of restrictions of the type “Fred has read access to this document”, while restrictions such as “All users in the role of financial auditor have read access to this document” are enforceable, and preferable. This can be viewed as an example of role-based access control (RBAC) [24].

Furthermore, entitlements management intersects with DRM in the sense that when the number of objects (documents) is large, the objects also must be categorized. For example, the desired policy statement for our example above can be stated more generally as “All users in the role of financial auditor have read access to documents that are financial statements.” This policy could be implemented in DRM software that specifies the category (or categories) of a document, the identity and entitlements of a user accessing the document, and then determines what access rights are permitted.

Generally, DRM would need to include entitlements management and categorization as well as rules definition and enforcement. This combination of problems is sufficiently imposing that it has undoubtedly been a deterrent to large-scale enterprise DRM adoption. Below, we have more to say about ways that DRM systems can deal with this problem, but first, we discuss another practical impediment to enterprise DRM adoption.

5 DRM and Authentication 

Any DRM system must be able to reliably determine the identity of a user in order to determine what types of access to grant to that user for a particular document. Therefore, it is necessary that an enterprise DRM system employ an authentication method that is both trustworthy and scalable.

An authentication system for DRM must provide the following services.

· Authentication of users to determine identity and access rights. This is necessary for proper access control.

· A network-accessible service that is used by several systems (including DRM software) to validate identity and authentication information. Generally, the DRM system will take advantage of a pre-existing authentication service.

· The ability of a client to authenticate the authentication service. This is necessary to protect a client from a spoofing attack in which a spurious service always confirms invalid authentication data, thereby causing the client to provide unintended access.

The article [22] cites the fact that “networks are not configured as securely as possible” as one of five major problems in enterprise security management. In the DRM context, this often translates into the fact that, in practice, many authentication services lack the third requirement above, namely, the ability to authenticate themselves to there own clients. We use the term trustworthy authentication to refer to an authentication service that can authenticate itself to its clients, and for which the client’s configuration (with respect to which authentication service to trust) is robust against attack. 

A protected document is relatively secure when at rest in a closed system using a legitimate authentication service. However, once the document is outside the system, it can be subject to attack if the authentication mechanism is not robust. Such an attack does not subvert any of the cryptographic mechanisms, key management schemes, or software self-defense of the DRM system. This is discussed in the next section.

It should be emphasized that this spoofing attack does not require illicit changes to an enterprise IT environment, but rather can be conducting in complete isolation after an adversary has obtained a protected document. Therefore, it is unlikely that an enterprise that employs user authentication for access control will knowingly choose to protect valuable documents with a mechanism that is subject to authentication service spoofing.

In practice, authentication services are often not trustworthy. This is due primarily to the perceived practical difficulty of mounting an attack on the authentication server. Of course, trustworthy authentication is possible, but it does not come without a cost in terms of complexity and administration. But if a DRM system relies on the authentication service, then trustworthy authentication is an absolute necessity.

In the next section we show that there are, in fact, reasonable situations where a large-scale DRM system can be useful without notably strong self-defense, and even without a trustworthy authentication mechanism.

6 DRM without Trustworthy Authentication 

In a typical DRM system the client software collects authentication data from a user (such as a user-ID and password) and validates them against a known authentication database. One approach to trustworthy—but not scalable—authentication is for the DRM software to manage its own authentication database for each document, and for this information to be part of the protected metadata that is part of a document’s security envelope. However, this would require that the document contain authentication information for all users who could access it, and this information would have to be part of the document at the time of its creation. In practice, any enterprise security solution will likely make use of an existing authentication service, using industry standards such as Radius/AAA [16]. In addition, it may be feasible for client software to utilize the results of the operating system’s network login features.

In a pure-client DRM architecture, client software can enforce DRM rules largely autonomously, that is, without a separate DRM runtime server (see the discussion of “tethered versus untethered” in [6] for more details). But such a system will depend on an external AAA service for authentication. The client software configuration data typically includes information on how to contact such a service (for example, the IP address of the server). While scalable and enterprise-friendly, this approach is vulnerable to the simple spoofing attack mentioned in the previous section. For example, an adversary can obtain a protected document, place it on a workstation that is in a network under his control and configure the client to call out to a spurious authentication service, which always returns “yes”. 

Of course, trustworthy authentication, as discussed in the previous section, prevents this attack. However, there are reasonable uses of DRM that avoid the issue of trustworthy authentication entirely. We describe one such system below.

6.1 Access control without user authentication 

A major automotive company uses a DRM-based document security solution for protection of business documents that are exchanged with suppliers and other business partners. This company was hesitant to electronically exchange sensitive documents with partner companies due to the potential lack of document access controls provided by the partner companies. Lacking detailed knowledge of their partners’ IT systems and document access control procedures, the risks of dissemination within and beyond the partner company were considered unacceptable. The primary objective for document security, therefore, was to limit access of a document to  

· Company employees authoring documents

· Partner company employees to whom documents are electronically distributed

· Other partner company employees to whom the documents are purposely re-distributed.  

A straightforward DRM-based document security product met these objectives by cryptographically securing all copies of the electronic documents from access by unauthorized individuals, and by providing authorized access based on a simple ad hoc authentication mechanism—a shared password for all partner company employees. The shared password met the objectives of limiting access, without incurring the complexity of the automotive company having to know anything about the authentication services of its many partner companies. There was a residual risk from intended recipients of documents choosing to inappropriately redistribute documents with shared-passwords. This risk was considered acceptable due to contractual obligations of partner companies to protect sensitive information and partner company sanctions on its employees violating contractual obligations.

The number of users in this deployment is intended to reach tens of thousands in the automotive company and partner companies. There is no requirement that the partner companies do any software licensing or deployment other than obtaining the free client software.

This example illustrates one of the fundamental differences between enterprise DRM and e-commerce DRM. Whereas e-commerce DRM depends heavily on the strength of its security mechanisms, enterprise DRM is designed to complement contractual obligations and facilitate workflow [21]. Consequently, this weak shared password scheme is robust enough in many e-commerce settings. Although this security scheme is easily broken, an active “attack” by at least one of those entrusted with the password is required, and this would be sufficient to show that the contractual obligation had been violated. In contrast, if no security at all were provided, it would be extremely difficult, if not impossible, to make such a claim.

7 DRM with Trustworthy Authentication 

The previous section presents an example of access control without trustworthy authentication, which illustrates a DRM system that meets modest security requirements at potentially large scale. Of course, there are many situations where trustworthy authentication is necessary. In such cases, the DRM client must have some means to authenticate an authentication service. Further, this authentication information must be robust against tampering. Many DRM products fall short on both of these authentication requirements.

DRM vendors typically attempt to implement trustworthy authentication by providing a DRM server product that centralizes many of the DRM functions, including validation of user identities. The typical approach is based on one function, and one deployment assumption. The DRM server has a self-authentication mechanism, such as a private key and a corresponding server certificate for SSL communication with clients. The deployment assumption is that unlike DRM clients, the DRM server is able to authenticate the actual authentication service for which the DRM server acts as a proxy. In this situation, the DRM server can rely on the authentication servers IP address because the DRM server is to be deployed on the same network segment as the authentication server, where anti-IP-spoofing measures can also be implemented. 

By itself, this approach nevertheless does not achieve trustworthy authentication, due to the lack of robust mechanisms to detect tampering with the DRM client configuration information that defines the public key of the DRM server. An adversary can still set up her own network, with client software configured to trust a spurious authentication server—with the twist that the spurious server is able to authenticate itself, and the client is configured to recognize that authenticated service as trustworthy. 

Fortunately, current security technology can bridge this gap. The following design sketch is derived from DRM technology under development. Although this design is similar to the DRM server architecture, it is not required that the authenticated proxy server do anything but authentication. Although this approach can be used with the DRM server architecture, there is no need to combine it with any DRM server features. These features can be placed in a DRM client that is adequately supported by authentication of existing enterprise services for authentication, authorization, and entitlements management. 

The foundation of our design sketch is that each DRM client has digitally signed configuration data that lists the trusted authentication services, for example, by public key and IP address. This portion of the configuration is created and signed by an administrative application that also pushes the data to clients. Each client checks the digital signature each time it starts, and aborts if the signature is invalid. Consequently, this part of the configuration is under the control of the IT administrator, and effectively cannot be changed on a client PC. Another critical feature of this design is that the clients’ signature verification key is not part of the client configuration data. Instead, the key is an integral part of the client software, “baked into” the code, and recomputed each time the client starts. This sort of embedded master secret (or the equivalent thereof) is already part of any DRM key management scheme, so this approach to configuration integrity relies on existing mechanisms. 

This approach has not been widely used because of the perceived difficulty of managing a public key pair where the validation key is embedded in every instance of the client software, and the signing key managed centrally. Two recent changes have made this approach more plausible. First, some DRM vendors have taken responsibility for managing a master signing-key, and filling requests on demand from customers to create new digital signatures for new configuration data governing trusted authentication services. Second, DRM technology has advanced to the point where each customer installation can have a distinct key pair, with a customer-specific version of the client software containing a customer-specific verification key, and a customer-specific management server containing a customer-specific signing key. Either of these alternatives allows for the manageable and robust approach to trustworthy authentication outlined above.  

8 Federated Authentication 

Even with trustworthy authentication services for DRM clients, there is still a difficulty in supporting business-to-business DRM where individual authentication (or authorization) is required. The fundamental difficulty resides in expressing access rules in terms of two authentication (or authorization) schemes. For example, suppose that a document originates in Company A and the document will be distributed to Company B. Suppose user Bob in Company B is to be granted access to a document, but Company A’s Bob ought not to be granted access; or Company A’s Alice might need access, but distribution to Company B raises questions about whether Company B’s Alice might obtain access. The same difficulties apply when more scalable entitlements-based approaches are used, because entitlement names may have different meanings in different enterprises. This is a particular example of the general naming problem in distributed systems as discussed, for example, in [17]. 

Difficulties such as these have been successfully managed in other contexts. For example, similar problems arise in the authentication of roaming users and the aggregation of dial-up network access services. In these schemes, users identify themselves by user-ID and corporate DNS name. Typically, the aggregator’s proxy-authentication service uses previously defined information to contact the authentication service for the given DNS name and obtains the authentication service result. This configuration information includes SSL server certificates used to authenticate the authentication services. Each enterprise customer (of the aggregation service) is motivated by the benefits of roaming to provide an authenticated authentication service to the aggregator. 

The difference with DRM systems is that initially the motivation for this sort of cross- domain federated authentication might be too low, particularly when there are several partner companies that one company desires to work with. However, the authentication requirement in the DRM scenario is much simpler than in the roaming case as discussed in the previous paragraph. In the DRM scenario, when a document originating from domain A is processed in domain B, the DRM software in domain B should not confuse A’s user Bob with B’s user Bob or vice versa. It need not support the case where domain A’s user Bob is authenticated from within domain B (presumably because A’s user Bob is visiting enterprise B and has guest access to B’s network). Given this lower requirement, the following example shows how simple federated DRM authentication is easily managed at present.

8.1 Simple federated authentication 

A major aerospace company includes two business units that resulted from recent acquisitions. These business units remain relatively autonomous in terms of IT systems. The units engage in limited information sharing which requires portable access controls that can be implemented with DRM. In addition, it is required that users granted access to a document should not have any ability to redistribute access. To avoid ambiguity of user-IDs in access rules, there must be some means for a DRM client to determine whether a given user-ID is to be interpreted as a user-ID in the authentication domain in which the DRM client resides. The two business units’ IT groups had previously coordinated their user database to avoid duplicate names. That is, there was no case in which each unit had a user with the same user-ID. Consequently, DRM rules can be specified in terms of user-IDs, including those of users in the other business unit, without concern for the ambiguity issue mentioned above.

This form of user database synchronization cannot be expected as the norm in inter-enterprise sharing. However, a relatively simple expedient—similar to the technique used by network access aggregators—can be implemented in DRM software. First, when each instance of the DRM client software is installed, its protected configuration data includes an identifier for the authentication domain in which is resides. Second, the DRM access management software has similar information, and prefixes each user identity with an identifier for the authentication domain. In this way, when client software is presented with access rules that refer to a user in another domain, those external users are distinguished from local users. Consequently, if a particular document’s protection permits access to Company A’s Alice, an attempt by Company B’s Alice can be distinguished and will fail. More generally, the same technique can be applied to entitlements as well as user-IDs, for a more manageable large-scale solution. 

9 Regulatory Compliance 
The examples given so far provide evidence that authentication issues(the first of the three barriers to DRM adoption mentioned in the introduction(can be overcome with the technology available today. The second barrier deals with policy issues. This barrier is not primarily technical in nature since manageability and policy issues pertain to the ability of security administrators to effectively use a DRM solution with an acceptably low degree of effort and minimal reliance on end users. 

As discussed above, entitlements management techniques provide a sound basis for managing the process of creating and maintaining access rules that correctly implement higher-level security policies derived from business needs. Indeed, many different security applications are scaling up to use entitlements management techniques. DRM is one such application, but there are several others, ranging from Web services security to secondary storage data access management. A multiplicity of uses for access management is required to drive adoption, because neither DRM nor any other single use (with the possible exception of remote access) seems to provide sufficient motivation by itself for investing the required effort in entitlements management. 

The third of the enterprise DRM barriers we want to discuss here is the lack of a pressing need for DRM. For enterprise DRM to get a foothold, what has been lacking is a pressing need that can be met with DRM, and has low requirements for access management. Such a need now exists as a result of recent regulations on the privacy and integrity of corporate information [25]. 

Our focus below is on United States regulatory law, since this is what we are familiar with, and also because the examples are drawn from specific applications. The methods described here would apply equally well to satisfy other regulatory regimes such as that mentioned in [23].

9.1 Compliance via DRM without access rules 

In the United States, large publicly-held corporations are subject to regulations mandated by the Sarbanes-Oxley Act (SOA) of 2002 [18]. The SOA requirements include the retention of documents pertinent to Securities and Exchange (SEC) disclosures and financial reporting. Demonstration of compliance can be difficult since it requires that each individual archive relevant documents throughout each document’s lifecycle. A significant degree of compliance automation can be achieved with DRM-based document security technology, without complex access management requirements. 

For SOA compliance, the bulk of the access management requirements consist in identifying the individual users who have responsibility for authoring (so-called SOA authors) and modifying documents, and the applications that they use to do so. Each of these users’ workstations requires an instance of DRM client software that works transparently with the applications used for the relevant documents. The main compliance function of the DRM software is to simply capture and record information about the creation or modification of documents by an authenticated user. Here, authentication can be accomplished via integration with the workstation OS, so that a separate authentication dialog need not be required. Then the captured information is conveyed to a separate document archive function that can obtain new or modified documents and store them along with timestamp and other data provided by the DRM software. 

In this context, the primary access control functions of the DRM software include

· Tag new documents created by SOA authors

· Allow any SOA author to modify tagged documents

· Allow read-only access to any user who is not an SOA author  

Since any compliance program requires the identification of SOA authors, the definition of that access class is not specifically a DRM requirement. Read-only access control is not required for compliance, so the limitation of read access can be performed by other means such as author control of distribution, policy concerning re-distribution, file-server access controls, and so on. 

The benefit of this approach to compliance automation is that end-users are not required to consciously follow rules concerning document tagging and retention—the entire DRM arrangement is largely transparent to end-users. Indeed, SOA authors cannot fail to comply, and cannot attempt willful non-compliance, without active measures such as attack on the DRM client software or detectable disabling or de-installation of such software.  

9.2 Compliance with modest access management 

Management and access control are required for other forms of SOA compliance, and also for compliance with the Gramm-Leach-Bliley Act (GLBA) [19], and the Health Insurance Portability and Accountability Act (HIPAA) [20]. In many of these cases, use of a DRM solution can be scaled up without a great deal of up-front investment in access management. The key factor is the ability to readily identify pertinent documents and audit access to all copies regardless of redistribution. In the case of HIPAA, relevant information is readily identified since the documents of interest are part of (or derived from) electronic medical records (EMR). Integration of DRM with EMR document authoring yields documents that are accessible only via a DRM client. By initially auditing but not constraining access, access rules can be constructed for use in later stages of DRM deployment.

A similar approach can be taken to GLBA compliance with rules concerning access to personal financial data. In many cases, such data resides primarily in databases, but is circulated via generated reports. Here, the pertinent documents are readily identified as output of the generation process, at which point documents can be protected. Some forward-looking IT security staff in large financial services companies report current efforts to begin document security efforts with the focus on limited automation of GLBA access control. The long-term plans are to scale up to company-wide deployment as access management capabilities grow along with the use of entitlements management solutions.  

10 Conclusion 

Enterprise DRM adoption and deployment has been slowed by factors that have been frequently misunderstood. Regulatory compliance issues appear to have created a legitimate business need for document security of the type provided by DRM systems. Simultaneously, the difficulty of full-scale access management has become less burdensome. As a result, compliance requirements can allow DRM to provide immediate benefits during a period of building up complex access rules and management policies. In addition, access management has become significant in many security issues (not just DRM) so that investment in general, application-independent entitlements management is beginning. The ultimate strength of DCP mechanisms remains an issue, but this is a much more critical problem for e-commerce applications that for enterprise DRM. Technical weakness of importance in enterprise DRM systems—such as authentication and authorization spoofing—can be addressed with relatively simple mechanisms that significantly reduce such risks. 

Enterprise DRM is currently being used, for example, in inter-enterprise exchange with modest security requirements. We believe that such applications can and will drive the need for more sophisticated enterprise DRM solutions.
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