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Abstract: In this paper we present an approach to reduce the severity of buffer overflow vulnerabilities by embedding software transformations in assembly code. In this method, we generate unique instances of software, each of which has the same functionality but different internal structure. We give an example to illustrate the feasibility of our technique. We also provide empirical evidence of the effectiveness of this approach in reducing the severity of buffer overflow attacks.
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1. INTRODUCTION

The buffer overflow has been called the “attack of the decade”, and it is widely agreed that buffer overflow attacks remain the most commonly exploited vulnerability in computing systems today [1]. A buffer overflow generally occurs due to a programming flaw that allows more data to be written to a buffer than the buffer was designed to hold. When a program attempts to store more data in a buffer than it can hold, the memory following the buffer is overwritten. This overflow can overwrite useful information, but what makes these attacks particularly damaging is that an attacker can often overflow the buffer in such a way that code of the attacker’s choosing executes on the victim’s machine. Such buffer overflow attacks are somewhat delicate, and developing such an attack is usually time-consuming, and requires a significant amount of trial and error. In this paper, we discuss a method that takes advantage of these factors in order reduce the likelihood of a widespread buffer overflow attack.
Software uniqueness, or metamorphism, is the process of transforming a piece of software into unique instances. In this research, we require that all metamorphic instances have the same functionality, but that each version has a different internal structure. The paper [3] includes a general discussion of the potential benefits of metamorphic software, as well as techniques to generate metamorphic software from source code. Here, we focus specifically on the impact of metamorphism on buffer overflow attacks.
Consider an analogy between software and a biological system. In a biological system, a large percentage of population will survive when attacked by a disease. This is due, in part, to the genetic diversity of the population. Software, on the other hand, tends toward a monoculture, and as a result, a successful attack on one instance of software will succeed on every instance. It has become fashionable to theorize that metamorphic software will provide a degree of “genetic diversity” and thereby provide software a similar degree of protection as is found in biological systems [6,7]. However, little empirical evidence has been provided to date. 

To test the effectiveness of metamorphic software, we have created a software application that contains an exploitable buffer overflow vulnerability. If we simply clone this software into multiple instances—as is standard practice today—then the same attack will be effective against all cloned copies. On the other hand, if we generate metamorphic copies of the software instead of cloned copies, then an attack designed for one specific instance of the software will only work against some percentage of the copies. In order to attack all metamorphic copies, an attacker would need to produce multiple attacks. As a result, software uniqueness may have significant security value in reducing the severity of buffer overflow attacks. 

Our goal in this paper is to estimate the effectiveness of metamorphic software in reducing the overall damage caused by a buffer overflow attack. It is important to note that each metamorphic instance of our software will almost certainly still contain a buffer overflow vulnerability, and that a large percentage of these will remain exploitable. However, an attack designed for one instance of the software will not necessarily work on other instances. We show below that this simple defense is highly effective at reducing the chance of a successful attack. As a result an attacker would have to do a great deal more work and develop multiple attacks in order to inflict widespread damage. Note that metamorphism is not designed to make it any more difficult to attack one specific instance, but instead it is designed to limit the number of instances that are vulnerable to a specific attack. In this context, the goal of metamorphism is somewhat analogous to that of a vaccination against a specific pathogen.

In this paper, we present a method based on applying metamorphism at the assembly code level. This method results in metamorphic copies of a piece of software, with each transformed copy having an identical function as the original code, but containing distinct internal code implementations. Since the original code contains an exploitable buffer overflow, this flaw persists in the metamorphic copies.

2. BUFFER OVERFLOW DETAILS

A buffer overflow results from stuffing more data into a buffer than it can hold [4]. In programming languages like C and C++, there is no built-in mechanism for buffer boundary checking. As a result, the task of bounds-checking falls to the programmers. If a C language developer allows more data to be copied to an array than it can hold, the data will fill the array and overwrite the contents following the array. The program will compile but might crash or otherwise behave badly when it is executed. 

An attacker can sometimes take advantage of a buffer overflow flaw. To illustrate the concept of a buffer overflow attack, we implemented a modified version of the classic “Hello World!” program, named hello.c, which contains an exploitable buffer overflow vulnerability. Our program hello.c authenticates the user by requiring a username and password before printing the “Hello World!” message. 
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Figure 1 Function login() in hello.c

However, the authentication, which appears in Figure 1, contains a buffer overflow flaw. The array pw stores the password given by the user. Note that there is no bounds check to verify that the entered password will fit within the 20 bytes allocated for array pw. 


Figure 2 Stack Organization of login()

Figure 2 is a simplified illustration of the stack when function login() is executed. If an attacker inputs a password string longer than the buffer size, the return address will be overwritten. After disassembling the executable, and with some trial and error, an attacker can overwrite the return address with the address where “Hello World!” is printed. This allows the attacker to effectively bypassing the authentication procedure. For a more detailed discussion, including buffer overflow examples, see [5].

3. METAMORPHIC SOFTWARE

As mentioned above, metamorphism, or software uniqueness, is the process of transforming a piece of software into unique instances where all instances are functionally the same, but each has distinct internal structure. Such transformations must be carefully chosen so that the function of the code does not change. To prevent buffer overflow attacks, we need to embed transformations that will change the address of some particular instruction, which we call the targeted instruction. We define the targeted instruction as the one that the attacker attempts to jump to by overflowing the buffer. In principle, transformations can be used in any languages, either high-level or low-level. In order to have more fine-grained control over the transformed code, we have applied our transformations to assembly code.

3.1. Code Transformation Types

There are many different potential code transformation types. But care must be taken in order to fulfill our goal of changing the targeted instruction address while leaving the program function unaltered. The following are examples of transformations that we employ in our implementation.

3.1.1. Inserting NOP Instructions

NOP means “no operation”. It is a dummy instruction that has no effect on a program’s functionality. NOP instructs the CPU to skip this instruction [2]. It is usually used as an explicit “do nothing” instruction after a then or else statement to delay the execution of instructions. 

3.1.2. Inserting JUMP Instructions

JUMP is an assembly language instruction that takes a memory address as an argument. In assembly language, this argument is specified as a label. The JUMP forces the execution path to the specified address. We use the JUMP to change the targeted instruction address but leave the program flow unchanged. The way we accomplish this is to add a JUMP statement to the very next instruction [8].
3.1.3. Logical And Arithmetic Instructions 

There are many logical instructions that leave the register value unchanged. One obvious technique is to OR (or XOR) a register value with 0. Another example is to NEG the value two consecutive times. In a similar manner, we can use arithmetic instructions for transformation. There are many such approaches available including ADD/SUB and INC/DEC pairs of instructions.  For example, 

INC eax

DEC eax

adds 1 then subtracts 1 to the value of the eax register. 

3.1.4. Using PUSH and POP Instructions 

PUSH and POP are two commonly used instructions in assembly language. The PUSH instruction puts the register value onto the stack and POP returns a value from the stack. It is feasible to insert a PUSH/POP pair as transformation to change the targeted instruction address. One of the examples we use in our implementation is 

PUSH eax

MOV eax, 2CH

POP eax

3.2. Implementation

In order to illustrate our metamorphic software method, we again use the hello.c discussed above. The first step of our implementation is to compile hello.c to obtain an assembly code file hello.asm. There are various compilers available and they generate different assembly files. In our experiments, we used Microsoft 32-bit C/C++ Optimizing Compiler Version 12.00.8168. Figure 3 contains a small segment of the assembly file obtained from hello.c.


Figure 3 Segment of Original hello.asm

Next, we embedded code transformations into hello.asm. A segment of such a transformed assembly code file appears in Figure 4. In this particular example, we only inserted one transformation into this segment of the asm file. Of course, we could have inserted multiple transformations.

We implemented an automatic tool, tranxTool, to insert transformations into assembly code files. Our


Figure 4 Segment of Transformaed hello.asm

tool selects the transformation types and locations at random within certain ranges to insert transformations. Then, we assemble the resulting asm file to obtain an executable file. 

Since tranxTool selects the transformation types and locations randomly, every time the tranxTool is executed, it almost certainly creates a distinct assembly file. Therefore, the executable files generated from these assemblies are almost certainly different. To create N unique versions of hello.exe, we repeat the above steps N times. Then all transformed executable files are functionally equivalent to hello.c, but differ in the internal code implementations. 

Recall that our primary goal in inserting transformations is to generate multiple versions of the executables that resist the original buffer overflow attack. Ideally, in order to attack all metamorphic copies, an attacker would need to produce multiple attacks. Intuitively, by adding more transformations, we can increase the robustness of the transformed software to such attacks and therefore make the attacker’s job even more challenging. Below, we provide empirical evidence of the effectiveness of our approach.          

4. EFFECTIVENESS

We define the “effectiveness” in reducing the severity of buffer overflow attack as the percentage of the transformed instances that do not succumb to the original buffer overflow attack. Table 1 and Figure 5 show experimental results with density plotted against effectiveness, where density is simply the number of transformations inserted. Note that the effectiveness depends on the density of the transformations. Of course, this is not surprisingly, since a higher density gives us a greater chance of affecting the targeted address. However, it is perhaps surprising that such low densities can provide such high rates of effectiveness.

	Executable
	Density

	
	1
	2
	3
	4
	5
	6
	7

	BoTranx
	95%
	99%
	100%
	100%
	100%
	100%
	100%

	HelloTranx
	55%
	75%
	86%
	93%
	95%
	97%
	100%


Table 1 Effectiveness Experiment Results
In our testing, we used two C language application programs, each of which contain exploitable buffer overflow vulnerabilities. These two programs are bo.c and hello.c, where hello.c was discussed above, and bo.c is an even simpler program. For both programs, we used tranxTool.exe to randomly insert the transformations and to generate 100 instances. Then, we used the original buffer overflow attacks to test the 100 metamorphic copies. 

In Figure 5, the red line and blue line represent the results for transformed hello.exe and bo.exe, respectively. Again, it is encouraging that such low densities can have such a positive impact on the effectiveness.
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Figure 5 Effectiveness Experiment Results
In Figure 5, we see that for small densities, bo.exe has a much lower effectiveness than hello.exe. This may seem surprising, particularly since bo.c is the simpler of the two programs. However, bo.c is a small program, which generates only 114 lines in bo.asm, with the targeted instruction is at line 90. In comparison, hello.asm has 660 lines, with the targeted instruction is at line 635. As a result, the percentage of available transformation insertion points in bo.asm that disrupt the targeted address is much lower than the number for hello.asm. In general, the size of the program is not the crucial factor, but instead, it is the location of the targeted address. That is, if a transformation occurs before the targeted address, then the buffer overflow is highly likely to fail, but if it occurs after the targeted address, then it will have no effect. As a result, it would be more effective to concentrate the transformations in the “earlier” locations of the asm file. However, it is not easy to automatically determine the “early” positions, since the program flow must be analyzed. Since a relatively low density appears to overcome this problem, it may be simpler and more efficient to increase the density slightly, rather than analyze the code more thoroughly.

5. CONCLUSIONS

The technique of metamorphic software for buffer overflow mitigation as discussed in this paper appears to provide a significant security benefit. Although metamorphism will not eliminate buffer overflow vulnerabilities, it can dramatically reduce the severity of any given attack by limiting the number of susceptible instances of software. 

Metamorphism has frequently been suggested as a way to provide an increased level of security. Generally, a loose analogy with biological systems and genetic diversity is given as the rationale for this belief. However, little, if any, empirical evidence has been given to support this position. In this paper we have provided empirical evidence that metamorphism is indeed valuable for mitigation of buffer overflow attacks.

References

 [1] Cowan, C., Wagle, P. Pu, C., Beattie, S., Walpole. J. “Buffer Overflow: Attacks and Defenses for the Vulnerability of the Decade”,  http://www.cse.ogi.edu/~crispin/discex00.pdf 
[2] Hyde, R. “Art of Assembly Language Programming”, http://maven.smith.edu/~thiebaut/ArtOfAssembly/artofasm.html. 

[3] Mishra, P., Stamp, M. “Software Uniqueness: How and Why”, http://home.earthlink.net/~mstamp1/papers/iccsaPuneet.doc.  
[4] One, A. “Smashing The Stack for Fun and Profit”, http://www.cs.ucsb.edu/~jzhou/security/overflow.html.

[5] Stamp, M. Information Security: Principles and Practice, Wiley, 2005. 

[6] Stamp, M. “Risk of Monoculture”, Communications of the ACM, Vol. 47, No.3, March 2004, p. 120. 

[7] “Taking Cues from Mother Nature to Foil Cyber Attacks”, http://www.newawise.com/articles/view/502136.

[8] Thaker, S., Stamp, M. “Software Watermarking Via Assembly Code Transformations.” http://www.cs.sjsu.edu/faculty/stamp/papers/iccsaSmita.doc 

Biography

Xufen Gao received her BS degree in Computer Science from San Jose State University. She is currently pursuing her MS degree in Computer Science at the same school. Her research interests include   computer security and algorithms.  

Mark Stamp has been doing security work for more than a dozen years. His experiences include seven years at the National Security Agency and two years at a Silicon Valley startup company. For the past three years Dr. Stamp has been with the Computer Science department at San Jose State University, where he teaches information security. He recently completed a textbook, Information Security: Principles and Practice, to be published by Wiley in 2005.

int login()


{


              char pw[20] = {0x0000};           // overflowed buffer


              char ui[8] = {0x0000};





              printf("Enter the user ID: ");


              scanf("%s", ui); 


	


              printf("Enter the password: ");


              scanf("%s", pw);





              return verify(ui,pw);


}








_TEXT	SEGMENT


_pw$ = -20


_ui$ = -28


_login	PROC NEAR					; COMDAT


; File hello.c


; Line 35


               sub	esp, 28    	; 0000001cH


; Line 36


               xor	ecx, ecx





_TEXT	SEGMENT


_pw$ = -20


_ui$ = -28


_login	PROC NEAR					; COMDAT


; File hello.c


; Line 35


               NOP    ; three lines of NOPs are added


               NOP


               NOP


               sub	esp, 28 		; 0000001cH


; Line 36


	xor	ecx, ecx
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