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Introduction 

With the recent fast development in Internet, and distributed computing, a demand for protecting intellectual property has raised.  Especially true is when programs are shipped in Architecture Neutral Distribution Format (ANDF).  Examples are Java class files, which have highly standardized format, use very well defined standard library, and have detailed specification available on Internet.  With those resources in hand, an attacker can easily reverse engineer a Java application, and gain unfair advantage over software vendors.  Therefore an effective method for protecting intellectual property is in demand.

Some of the common protection methods are legal protection, server-side execution, encryption, and code obfuscation.  Legal protection is effective, but is not a viable choice for small companies who don’t have a lot of money.  Server-side execution is a way of selling “software service” to client, the main program runs on the server of the software vendor, and customers install a thin client to access services on server.  It is very effective, since the main program is not physically accessible to the outside world, but it may slow down the performance, because data has to travel through the Internet.  Code encryption is the technique that encrypts executable with a key before send off to users, and the user decrypt the code before executing it.  However, this technique requires specialized and expensive hardware; otherwise determined cracker can still “sniff” the decrypted code in memory before it is executed.  That leaves us the last option, code obfuscation.

In this paper, we will go through the basic definition and terminology of code obfuscation, as well as some different techniques to obfuscate code.
What is Code Obfuscation
 Code Obfuscation can be defined as follows:
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Note that the definition given above does not suggest how the transformation T obfuscates a program to have the same observable behavior.

Criteria for evaluating Obfuscation Quality
Before we go into techniques for obfuscation, we need to know what is our goal in obfuscating, thus we need a set of criterias to evaluate our obfuscation.  The common criteria to evaluate code obfuscation are as follows:

· Potency:  Measure of how much obscurity T introduces to the program.  This metric indicates how much more difficult it is for the human hacker to understand the code.  To achieve potency, we can increase code size, increase the number and nesting levels of predicates (if ..then else clause), change loop conditions or increase number of method arguments, etc. 

· Resilience:  How difficult is T for automatic deobfuscator to undo.  The obfuscation process may introduce some obscure language constructs to confuse human reader, but it may not be all that difficult for machine to deobfuscate.  For example, we have the following transformation, which would be very trivial for a compiler to detect and remove the “if (5>1)” clause.
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· Stealth:  How apparent the transformation is to a human attacker.  While a transformation is not susceptible to machine attack, it might still appear obvious to the human attacker, and give clues for attack.  The following is an unstealthy transformation:


· Cost:  How much computation overhead is introduced into the program.  This include extra execution time/space penalty incurred on the obfuscated application.

Therefore, an ideal obfuscation transformation would have high potency, high resilience, high stealthness, and low cost.  And in the following section, we will describe techniques to achieve these goals.

Obfuscation Techniques

Christian Collberg, pioneer in research of obfuscation had classified code transformation into the following areas: Layout Transformation, Data Transformation, Control Transformation, and Preventive Transformation.

Layout Transformation

Layout transformation involves the changing of source/binary structure.  Some typical approaches include stripping out comments and debugging info, line number and encode/scramble variable/function names.

Preventive Transformation

Preventive measures are made to stop automatic de-obfuscators and decompilers from functioning correctly.  There are two types of preventive transformation, inherent and targeted.  Inherent transformation makes known automatic de-obfuscation hard to employ; while targeted transformation use known exploits of a decompiler to crash the decompiler.  An example of this would be HoseMocha, which attacks the weakness of Mocha decompiler by inserting an extra instruction after the return instruction in Java bytecodes.  This change would not affect the program in anyway but would crash Mocha decompiler.

Data Transformation

Data Transformation is change applied to local and global data structures; it can be further divided into Storage and Encoding, Aggregation, and Ordering obfuscation.

Storage and Encoding: change representations of variables and methods of usage of variables.  Some examples are:

1. Change encoding:

Since data value and its binary representation are convention rather than absolute, we can redefine their representation and usage.

Ex: we have variable y of type int, and we redefine to become int y=8y+5



2. Converting Static Data to procedures:  Static global data (especially strings) contains much of useful information for reverse engineers.  What we can do is to construct a generator function that will create static string at run time.

Ex:  




Where function G() is a NFA/DFA that maps 1 to “0x62837732”, and a=b

Aggregation: merge independent data and split dependent data, and some examples are:

1. Modifying class hierarchy:  For OO programs, the complexity of program grows with increasing number of classes and inheritances.  So one can insert extra classes or merge classes to add obscurity into the program.  Since class inheritance is a simple set of functions of class field, and method, this operation can be easily achieved with class dependency analysis.

2. Merging splitting arrays: We can split an array into two, or merge them.  Transform a single dimensional array into multi-dimensional array, or vice versa.

Ordering:  change of order of where variables are declared, which is not very potent, but highly resilient.
Control Transformation

Control transformation will disguise the control flow of a program and can also be categorized into 3 classes: 

Aggregation:  break up computation, which can be separated, or merge them otherwise, examples include:

1. Method inlining and outlining:  Since functions are important building block of programs in modern programming language.  Inline methods (substitute procedure calls with body of the procedure) or outline methods (turning sequence of statements into a procedure) are good ways to create confusion in the program, because they remove or create inappropriate abstraction into the program. 

2. Method interleaving:  A program’s API will usually define its architecture, so a well-defined  API will help an attacker to reverse engineer.  We can add obscurity into APIs by interleaving methods, which merge multiple methods into one with a union of all of their parameters.

Ex:


Ordering: Programmers tend to organize their source code with high degree of spatial locality,  which will reveal good clues to reverse engineers.  So with data flow analysis, we can randomize the order that computations are carried out and change the order of execution by inserting jump statements.

Computation: insert dead code, or change algorithm.  Some examples include:

1. Non-reducible control flow:  By introducing bogus goto statements in the code to alter the control flow of the loop (ie: goto statement that will jump into a middle of a loop), which doesn’t have a corresponding construct in high-level language.  Usually a decompiler will either give up altogether, or generate convoluted source code.

2. Table interpretation:  By converting a section of binary code into a virtual machine code.  Which is then to be interpreted by a virtual machine embedded in the obfuscated application at run time.  This approach has both great resilience and potency, but is very costly.  Therefore it is usually only used to protect sensitive data and code.

3. Insertion of dead code: This particular transformation will insert code that will never get executed, or code that doesn’t change the context of the given program.  Naïve insertion of dead code can create a lot of confusion, but can be easily removed by automatic deobfuscator.
Opaque Constructs:  Key of Obfuscation

Given the above classification of obfuscations, the most frequently used and easily implemented are dead code insertion, and code reordering.  However these techniques can easily be detected and removed with automatic methods.  Therefore, we need other means to aid such transformations, and the goal is to develop a technique, which will make inserted redundant code hard to detect and remove.  That’s where the opaque construct comes in place.  The formal definition of opaque construct is as follows:


Opaque construct is useful in constructing a predicate (a variable or expression that’s evaluated to be true or false), we denote PT as a predicate always evaluated to be true, PF as predicate always evaluated to be false, and P? as an undetermined value.  With these opaque predicates, we can strengthen dead code insertion with the following strategy.  The following are some examples that facilitate opaque constructs:


 Ex1:                                          Ex2:                                             Ex3:

· In both Ex1and Ex2, only S is executed, and leave Sbug untouched, so program’s intended behavior is preserved.

· In Ex3, we modified the loop condition, since PT is always evaluated to be true, the number of loops executed won’t be affected.

However, opaque predicates such as (1<5)T can be easily broken by performing local analysis of the program, so we need to come up with a means of producing some more resilient opaque constructs.

Library of Math Facts

One way to construct opaque construct is by the use of known math theorems that’s hard to prove.  

Ex:  

These predicates have decent resilience, but it also depends on the strength of theorem prover, but the potency is not very high, because the human reader can identify well-known math facts.

Alias Based Opaque Constructs

Another way of implementing opaque construct is by pointer alias.  Pointer alias is whenever two or more expressions denote to the same memory address, and it is difficult to identify whether two pointers are referencing the same memory address, especially with indirect referencing.  Since pointer alias problem is NP hard to solve, it can be very useful against automatic deobfuscator.  For example, we have the following pointer diagram, constructed at run time.
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Then we have the following predicate (f != h)T  and (g != h)T, but are very difficult for deobfuscator to deduce.

In most of the cases, the quality of obfuscation depends on the quality of opaque construct,  and in many ways opaque construct is analogous to cryptographic key in crypto system.

Implementation

Code obfuscation can be applied to both source code and binary/machine code.  But usually it’s chosen to be done on the latter, because it’s easier to analyze since no lexical and semantic analysis are required.  In addition, binary code obfuscation can remove properties inherited from high-level language (ie: non-reducible control flow), therefore making decompilation impossible and analysis harder.

A typical binary obfuscator will parse the object file to construct control flow graph, data flow graph, and call graph of a target program.  Then the obfuscator will apply changes (insert code, reorder blocks, change loop conditions…etc) to the program from one to multiple passes until some condition (can be measure of resilience, complexity) is satisfied.
Applications

Code Obfuscation has various applications besides protecting intellectual property.  It can also be used as a way to do software water marking.  A software vendor can distribute different copies of obfuscated software to the client, so when a pirated copy of the software leaks out, the vendor can trace the origin of the pirate.  Also, obfuscated software can be tamper proof, such that it will be harder for attackers to change the integrity of the program.

However, code transformation does have several side effects as well.  For instance, transformed code will be difficult to debug, because variable names will be scrambled, and the structure of the program is vastly different from original code.  In addition, code obfuscation may even help software pirates!!  A software pirate can buy a legal copy of the program from vendor, and then obfuscate it himself, and resell it as a legally reengineered copy.

Conclusion

With the advent of dynamically linked, intermediate-compiled language like Java and C#, the research for code obfuscation is starting to intensify.  Software giant Microsoft already envisioned this problem and will include a third party obfuscator tool with their Visual Studio .NET.  Code obfuscation will to play a major role in software development in the future.
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M1(int a)


M2(String b)





String key = G(1);


int i = b+1-a/cos(a+� EMBED Equation.3  ���-b);





String key = “0x62837732”;


Int i = 1;





  T





  T





int y=45


y+8


A[(y-5)/8]





int y=5


y++


A[y]





Opaque construct in point p of a program is the variable V or a fragment of program P, which has a value that is well known during the time of obfuscation, but is very hard to determine after obfuscation.





Main() {


S1;


S2;


}





Main() {


S1;


If (5>1) S2;


}





If (isPrime(5286274….83273)) S1;





Let  � EMBED Equation.3  ��� be a transformation of a source program P into a target program P’ such that � EMBED Equation.3  ��� is an obfuscating transformation if P and P’ have the same observable behavior.





M3(int a, String b, int mode)





  T





  T





((x+x2) mod 2 = 0)T      ((28x2-13x-5) mod 9 = 0)T


((x3-x) mod 3 = 0)T      (� EMBED Equation.3  ���x2)T where x is a positive integer





If (PT) {


S;


} else {


Sbug;


}





If (PF) {


Sbug;


}


S;





While  (E and PT) {


S;


} 
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