Title: SAP Security
Full Name: Indra Tanudjaja

Date: November 2002

San Jose State University - CS 265

Introduction

SAP stands for Systeme, Anwendungen, Produkte in der Datenverarbeitung, which freely translates into Systems, Applications, and Products in Data Processing. SAP is a collection of software for nearly all business applications in middle and large sized companies. SAP modules include: AM (Asset Management), CO (Controlling), FI (Financial Accounting), HR (Human Resources), PM (Plant Maintenance), PP (Production Planning), PS (Project System), MM (Material Management), etc.

SAP is the worlds largest and most successful ERP (Enterprise Resource Planning). A wide array of businesses have installed SAP and integrated it into the core of their business and are continuing to expand the capabilities of SAP and those applications that link to SAP. Since SAP contains sensitive and valuable company information it is vital that it be well secured. SAP security is robust and detailed and provides a mechanism to decrease the risk of someone causing havoc in your SAP system. 

SAP security is typically set up and designed by outside consultants and is then left to maintain to an understaffed and under trained security group. 

This document covers the SAP Authorization Concept. This document is designed to only be an overview, as there are many books and courses that talk at length and in detail on the in and outs of SAP Security.

SAP Authorization Concept Architecture

When adhered to consistently, a coherent hierarchy for security construction helps to ensure security objects (profiles, authorizations, etc.) are properly developed and standardized. Organized and well-documented security set-ups reduce potential overhead in administering SAP security. The following hierarchy takes advantage of SAP’s different level of security object composition.
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User Profiles or User ID’s enable access to the SAP applications. Each user must have a profile specifically assigned. One or more composite profiles may be assigned to a user profile, depending on the role(s) the individual user plays in the business processes.

Composite Profiles correspond to the various job roles found across the company (e.g., Accounts Payable Clerk or Purchasing Agent). As multiple access capabilities may be necessary to perform all the business functions within a role, a composite profile may contain two or more simple profiles, which together result in all the access capabilities necessary for the role. In some instances, when one job role encompasses all the responsibilities of another, composite profiles may contain other composite profiles. In general, a model composite profile should be established for each role, which may be used to clone variants in individual cases. For long-term maintenance purposes, these variants should be kept to a minimum and created only when specifically necessary.

Simple profiles correspond to business functions and can generally be mapped to one or more SAP transactions. Each simple profile will be made up of one or more authorizations that are necessary for the execution of the business function the profile is designed to facilitate. Simple profiles can not contain other simple profiles.

Authorizations. Set of values for an authorization object (e.g. user group “Finance” or company code CA01 for company during invoice payment entry). They are implemented to either allow access to data elements (e.g., transaction authorization) or restrict access to data elements (e.g., company code, purchasing organization, etc.). A hierarchical structure should be adopted: authorization to CREATE should include authorization to CHANGE and DISPLAY, and authorization to CHANGE should include authorization to DISPLAY, and so on. Additional privileges such as DELETE, BLOCK and RELEASE will often be included in a CREATE authorization but may vary depending on the type of information being accessed.

The authorization is based on complex system objects with multi-conditional testing of system access privileges. The authorization system tests multiple conditions before granting users the permission to perform a task in the system. A multi-conditional access test is defined in an authorization object. A multi-conditional testing is, for example: to allow users to create, display, or delete information from one cost center, but only display information in another cost center.

Authorization object is the basic building block of SAP security. It identifies a certain object in the SAP system (e.g. user group or company code during invoice payment entry). Generally copied and customized during configuration. Most will be SAP-delivered and will follow a standard naming convention but custom objects can also be used.
SAP Security Authorizations in the real world

In SAP, access to all system functionality is controlled through a complex array of authorization objects. Each authorization object controls access to from one to as many as ten different fields (data elements).  For example, the task of paying a vendor invoice requires 10 different authorization objects.

Security in the system is usually set up to allow either display access or update access.  Occasionally users may find that they lack the necessary authorizations to perform a certain function in the system, in which case the message: "You are not authorized..." will be displayed at the bottom of the screen.
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Encountering this message, user should inform the SAP Security Administrator so the issue may be researched, but the first step user needs to take is to display the authorization object that is being checked.  User can do this in one of two ways.

Method one: click System > Utilities > Display auth check.
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Method two: in the entry box at the upper left, enter /nSU53 and press Enter.

[image: image4.png]



A screen similar to the following will be displayed.
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This message is what the Security Administrator needs to determine the access that is required (or whether this access should be granted).  
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