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ABSTRACT
PGP stands for Pretty Good Privacy, a computer program used for decryption and encryption in an electronic mail system.  In addition, PGP also provides encryption and integrity protection on files.  In this paper, I will briefly introduce its colorful history, the battle between Philip Zimmermann the author of the initial PGP and government authorities.  Then, I will provide detailed analysis on PGP, including key distribution, key and certificate revocation, key ring, signature types, and message formats. 

INTRODUCATION

According to Philip, “PGP was developed under difficult conditions, with no funding, in a race against time in 1991 to get it out before it became illegal to publish software of this type.”(1995) In 1991, he published first version PGP as freeware to avoid Senate Bill 266, the anti-crime bill that allowed the government to have a back door to read anyone’s encrypted messages.  Consequently, the government put him under criminal investigation for violation of export restrictions.  Because of this case, the government inadvertently made PGP more popular.

Everyone can use PGP Classic for any non-commercial purposes in the U.S..  But it is required to buy a license for commercial usages because of the patent issue with RSA and IDEA.  However, there is another version of PGP uses patent-free algorithms, such as CAST and Diffie-Hellman.  Unfortunately, these two versions of PGP cannot interoperate.

PGP is a strong cryptography.  It provides many security features.  First, it compresses data before encryption.  This compression contributes some value to security.  Because hackers usually search for cipher patterns to crack a cryptography system, the compression can reduce these patterns.  In addition, PGP implements the symmetric key encryption algorithm IDEA and public key cryptography RSA. It also uses a strong hash function on the plaintext the user is signing for efficiency.

HOW PGP WORKS

The compression is done at first.  Then PGP creates a session from a random number generated from your mouse or keystroke you type.  Then earlier version of PGP uses a symmetrical encryption algorithm IDEA to encrypt plaintext with this session key in 64-bit ciphertext feedback mode (CFB).  Next, PGP uses a public key to encrypt this session key.  Then it transmits the ciphertext along with encrypted session key to a mail system.  Then the mail is sent using SMTP.  Similarly, if a mail is received from a PGP enabled system, PGP first decrypts the encrypted session key. Then it uses this decrypted session key to decrypt the ciphertext.  Then the PGP server passes the plaintext to the email client. Here, I provide graphic views of PGP Encryption and Decryption.
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Figure 1: PGP Encryption

source: An Introduction to Cryptography
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Figure 2: PGP Decryption

source: An Introduction to Cryptography

PGP KEYS

A key is a secret that used in a cryptographic algorithm to compute a ciphertext.  In many PGP programs, you have an opportunity to decide the size of the key.  In general, the bigger the size, the more secure the encryption.  For example, in ViaCrypt PGP, you can choose any value between 384 and 2048.  PGP stores your public key and private key in your public keyring and private keyring in encrypted form, respectively.  The public keyring and private keyring are just two files with a specific data structure about key information, user ID, and certificates.  Here is the key ring looks like, the trust information indicates how much the value before it can be trusted:

	Public key
	Trust
	User ID
	Trust
	Signature
	Trust
	…
	Signature
	True


When PGP stores your key, it prompts you to enter a passphrase.  This passphrase is used to encrypt your private key with a strong hash function.  You should create a passphrase that is easy to remember, but difficult to guess.  PGP is a strong encryption tool. It keeps the governments out to read your mails or files.  But it also keeps you out if you forget your passphrase.  So it is important to have a secure passphrase and do not forget it.

MESSAGE DIGEST

A message digest is the “fingerprint” of your message or file.  It is calculated with a strong one-way hash function and represents your message.  If the message is altered in any way, its message digest will be different.

The old version of PGP uses MD5, a 128-bit hash algorithm, as its message digest algorithm.  Unfortunately, MD5 was discovered to have some serious weakness. In 1996, Hans Dobbertin, a German cryptographer, partially broke MD5.

The new version of PGP (version 5.0 or later) uses SHA-1, a 160-bit hash algorithm developed by NSA.  This is an extremely well designed algorithm. But for compatibility reasons, MD5 is still used for RSA signatures in the new versions of PGP.

DIGITAL CERTIFICATES

Before you store any public key in your public keyring, can you be sure that public key is for the right person you want to communicate?  Of course, you can trust someone’s public key if someone distributed his/her public key in person.  But in a large public key exchange server, how do you decide which key to trust?  PGP provide digital certificates to solve the problem in this situation.  PGP certificates consist of a public key and certificate information, such as name, user ID, email address, ICQ, and so on.  And also it contains one or more signatures, certificate’s validity period, and the certificate owner preferred encryption algorithm (CAST, AES, IDEA, Triple-DES, and Twofish).  It is important to know that the certificate only vouches the signed identity information is bound to the public key.  It does not attest the authenticity of the certificate as a whole.

CERTIFICATE REVOCATION

Certificates have a life time, called validity period.  When a certificate expires, it became invalid.  An invalid certificate means we can no longer trust the public key and its identification.  

Sometime, we may want to invalidate a certificate prior to its expiration date.  For example, the certificate’s corresponding private key is compromised.  This invalidation is called certificate revocation.  A revoked certificate does not mean anything bad about the individual. It only means that the users who rely on that certificate cannot use that certificate to authenticate you.  It is important to publish your revoked certificate. So the potential users of the certificate know that it is no long valid. In PGP, the most common way to communicate with users is to post the revoked certificates on a certificate server.  In this way, the users can be aware of your public key associated with that revoked certificate.

PROTECTING PUBLIC KEYS FROM TAMPERING

Suppose you want to encrypt your message and send it to Alice. You first download Alice’s public key from a key server. Then you encrypt and send it by a mailer.  How can you be sure the public key you downloaded belongs to Alice, not tampered by Trudy?  It is possible for Trudy to substitutes her public key instead of Alice’s public key.  If Trudy tampered the public key, she would be able to read your message. Furthermore, she can even encrypt the message again by using Alice’s public key and send it to Alice. So no one suspects anything wrong.

Of course, you can use a public key that handled to you in person by Alice.  In this way, you can be sure only Alice can read your message.

Or you can have your trusted friend David to sign Alice’s public key certificate. If David or Alice uploaded this signed certificate to the key server, you can verify David’s signature via his public key.  If it is verified, then you can be assured that this is Alice’s public key.

When the trusted introducers get widely known, we can form a “Certificate Authority”. Usually, Certificate Authority can be government institutions or a large corporate.  So any public key certificate signed by Certificate Authority can be trusted as belonging to the person appears on that certificate.

To protect your own public key, you need to make sure no one can tamper your public keyring.  Usually, it is good idea to store your public keyring on your personal computer instead of a remote time-sharing system.  In addition, keep a copy of your private key and public keyring on a write-protected media.

VALIDATING KEYS

When PGP determines the validity of a public key, it checks the trust level of the associated signatures and computes a weighted result.  For example, two marginally trusted signatures are as credible as one fully trusted signature. 

PGP are different from standard public key management schemes, such as Internet Privacy Enhance Mail (PEM), which requires mandatory trust.  You have to relay on Certificate Authority to tell you whom you must trust.  Unlikely, PGP lets you decide who you can trust, providing you a control on your own privacy.

VULNERABILITIES

The simplest attack is to try to find your passphrase.  So to protect your passphrase, you use an easy to remember, but difficult to guess or crack.  Using one dictionary word or a famous quote is not a good idea. You should choose a passphrase from your old memory and avoid the need to write it down.

Be aware of public key tampering.  You should make sure the public key you use is directly from that person or signed by a trusted party.  And also, you should control physical access of your public and private keyring and make a backup copy for both keyring.

Many operating systems mark the file to be deleted, so other program can reuse this previous allocated space.  This operation creates a potential problem for the plaintext stored on the system.  You need to overwrite that marked location on the disk and use PGP’s Secure Wipe and Freespace features to clear any fragments left by your word processor.

Virus or Trojan horse is another way to attack your PGP program or OS.  It can try to find your passphrase, private key, and deciphered text and send it back to its owner over the network.  PGP cannot defend such virus.  We can only help to hear the warning about this virus as soon as possible.  Beside viruses, it is not difficult for the attacker to create an imitation of PGP.  This imitation probably does not verify the signatures.   If you downloaded this imitation version of PGP, your PGP may not function as well as what you think it should.  So be sure you have a version of PGP directly from PGP Corporation.

Some operating system such as Microsoft Windows and Macintosh OS use swap files and virtual memory to copy with the program size is larger that the size of the physical RAM chips.  It uses Least Recently Used (LRU) memory replacement algorithm to write data in swap file to the disk.  This disk write creates a problem.  OS may write something that you may only want to keep it in memory, such as passphrase, private key, or deciphered text.  Even PGP does not keep sensitive data long in memory, but there is still a low risk. If you are looking for solution to this problem, you can buy special software that overwrites your swap file, or just simply turn off your virtual memory feature.

Burglary, trash-picking, bribery, or blackmail, these physical security breach can also physically acquire your private message or plaintext.  So you have to be aware that cryptographic security tool can only protect data when it is encrypted.

Tempest attacks detect the electromagnetic signals emitted from your computer.  The new version of PGP (6.0 or later) implements “Secure Viewer” feature that can protect this tempest attack by using a special font that may reduce the levels of radio frequency emissions from the computer screen.  However, LCD screens have no such problem because they have no video emissions.

The dishonest owners can always create bogus timestamps with their own public keys and signatures.  To solve this problem, you need a trusted third party to sign the signed certificate.  This creates a signature certificate of a signature certificate with a trustworthy timestamp.

You must recognize the risks on a multi-user system because PGP is originally designed for a single PC.  PGP cannot protect your plaintext on a comprised system.  If an intruder remotely accessed your system because your system is a timesharing multi-user system, he may do some sophisticated measures to find your private key.

Even if an intruder cannot read the encrypted text, he/she can gain some useful information about the messages by observing the size of the message, source and destination, the time it is sent.  This kind of attack is called traffic analysis.  Unfortunately, PGP alone does not offer a solution to this problem.

PGP uses encryption algorithms designed by the world’s best cryptographers.  It also has been proved that no successfully attacks on public key cryptography from civilian academia since 1978.  If you follow reasonable precautions, PGP offers you best privacy.
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