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ABSTRACT
In this paper, I describe a prototype for a UNIX shell based host intrusion detection system (HIDS).  This system is anomaly based IDS. 
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1. INTRODUCTION

Intrusion detection systems are an integral part of any security infrastructure.  Of crucial importance is to capture the events in a system in real-time and attempt to diagnose whether an intrusion is currently taking place.  

IDSs fall into two broad categories.  There are signature based and anomaly based IDSs.  Signature based IDSs have a pre-defined list of attacks that are defended against.  Anomaly based IDSs attempt to determine whether the behavior of the system deviates from the norm.

This shell based IDS (which will be referred to as IDS in the rest of this paper) does not use signature based intrusion detection.  The reason for this is that from a command perspective it is possible to enforce such constraints via permissions.  If we do not want a user to execute a particular program, we simply structure the user and group permissions to disallow such access. 

The focus of this paper is how a user shell can be tied into an anomaly based IDS.  In this case the user shell directly, as opposed to system log files, will be used as the view into the system.

2. MISUSE CASE SCENARIO

Figure 1.Misue case diagram

Using Sindre, et all’s [3] nomenclature for misuse, figure 1 depicts a misuse case diagram which is what our IDS is attempting to prevent.  The use case where Trudy scans for vulnerabilities is where the IDS should detect that an anomaly has occurred.  This is due to the fact that the commands that Trudy would execute would most probably not be in line with the 

commands that Bob normally executes.  In fact, most probably there would be new commands that are executed by Trudy that Bob has never executed before.  

If we are successfully able to detect that Trudy is scanning for vulnerabilities, we can lock out the Bob’s account and stop Trudy before she is able to elevate privileges.  Of course Bob will not be happy that his account has been locked, but he can be scolded for most probably having a weak password.

Clearly, a detection at this stage is crucial as if the intruder is able to elevate privileges, a rootkit (as described in [1]) can be installed to make it much more difficult to determine what is actually going on in the system.  For all practical purposes, if the machine were compromised in this way, it would need to be rebuilt.

3. ARCHITECTURE

The architecture for the system involves the following components (depicted in Figure 2):

a) idsh (the shell interface)

b) IDS engine (the brains)

c) Notifier (the alerting engine)
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Figure 2. High level architecture

4. idsh – the shell interface
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In a UNIX environment, a shell is still a dominant user interface.  The idsh component involves implementing a small hook into a normal shell that simply sends the information about the commands being executed to the ids server.  

The prototype includes a small shell-like utility that only does what is required for the IDS to function.  It is not a full functional shell.  However, the above requirements could easily be added to a standard shell (bourne, korn, tcsh, etc) without much work.

5. IDS engine – the “brains”

The IDS engine is the policy engine that makes the decision as to whether an anomaly has occurred.  The class diagram for the IDS engine is depicted in figure 4. Source code for the classes can be found in the appendix.
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Figure 4 – Class Diagram for the IDS engine.

There are two phases that the IDS engine is concerned with:

a) the training (or learning) phase

b) the production phase

5.1 The training phase

The training phase is responsible for cataloging the users normal behavior.  This phase takes place when we are sure that the user is logged in and is executing commands themselves.  Of utmost importance is to have the user execute enough commands to get a good statistical distribution of commands.  An example distribution is in Figure 3.
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Figure 3. Command Distribution during the Training Phase
5.2 The production phase

After the users have completed the training phase, they continue to use the systems, as they normally would do.  


In the production phase we are now concerned with whether the users in the training phase are executing commands in line with their normal usage patterns.  An example distribution for a user in the production phase in depicted in figure 4.
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Figure 4. Command Distribution during the Production Phase
The statistical method used to determine whether an anomaly is occurring takes the probability distribution of all the commands executed during the training phase and compares them to the current command usage pattern.  Of course, there needs to be some amount of tolerance based on the normal variability of command usage for any user.  Currently, the tolerance percentage is inversely proportional to the amount of commands executed.  So, as we increase our commands executed in our session, the tolerance for a statistical abnormality reduces.  The tolerance plateaus at 5% as this is the amount of variability that is deemed appropriate for each command once enough command have been executed.  The tolerance variability is described in figure 5.  
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Figure 5 Tolerance percentage vs. number of commands executed 

Clearly, it is important to get the tolerance information set so that we do not have a case where we report many anomalies that are not attacks (false positives).  On the opposite end there is a risk that we will not detect a real intrusion if the tolerance is too high. 
An example of an anomalous distribution where the number of commands executed = 100 is depicted in figure 6.  In this case, the command netstat is executed many times and was never executed by the user in the training phase.  Other commands that are normally used are not present or well below our training probabilities.  Based on this data, the administrator can determine whether it is likely that an attack is currently underway.
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 Figure 6. Command Distribution during an Attack
6. Notifier

The notifier sends out alerts based on anomalies detected via the IDS engine.  The Big Brother [2] (freeware) system is used as the notification engine.  Whenever an anomaly is detected, a message is sent from the IDS engine to Big Brother informing it of the type and nature of the anomaly.  The administrator can configure how they would like to be informed of such information.  They can receive an email, SMS message, or view a Web page to get details on the anomaly.  The details would look as follows:

ANOMALY DETECTED - Fri Apr  2 12:23:48 PST 2004
User 500 (bob)

Command dump:

ls 2%
=> netstat <= 25%

… 

7. ATTACKS AGAINST the IDS

Attack: The most obvious attack against the IDS system is simply subverting the system altogether.  A sequence of commands that would most probably easily subvert the system is to copy another command with the same name as a command that a user is likely to use.  For example:

Idsh> cp malicious_program ls

Idsh> ls
Defense: The IDS uses a checksum of the command instead of the command name itself which defends against this attack.  The only way that the intruder could get this attack to succeed is if the malicious command had the same checksum.  This is rather unlikely.
Attack: simply launching another shell program that does not have the idsh capabilities built-in.  

Defense: To defend against this attack, the administrator would need to ensure that all the standard shells on the system had the idsh capabilities built in as well as ensure that normal users would not be installing and executing their own shells.

8. LIMITATIONS

8.1 Command Sequences not detected

It is still possible for an intruder to alter command sequences in a malicious way. There would be no way for IDS to detect this since it does not take into consideration 

8.2 Tolerance Limit not adaptive

The tolerance limit is somewhat arbitrary.  Ideally it would adapt to the environment that it is in.  Currently there is a high risk of false positives and undetected attacks.

8.3 Does not detect application level anomalies

Once an application is launched, there is no more tracking of whether it is being used in an abnormal way. 

8.4 No support for GUI interfaces

Interfaces to the system other than shell based interfaces are not covered.  

8.5 Training period risk

While the training period is on, the anomaly detection is off.  There is an attack risk during this time.

8.6 Loss of connection to IDS server

If the connection to the IDS server is lost, the commands that are  executing will not get communicated to the IDS engine. Until the connection gets restored, there is an attack risk.
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