Smart Card Security

1. Introduction

Smart card looks like a credit card but embeds an integrated circuit chip. Besides providing memory capacity, smart card also provides computational capabilities. Unlike ordinary credit cards, smart card does not rely on external resources for data encryption and decryption. Because of its self-containment, smart card is “resistant to attack as it dose not need to depend upon potentially vulnerable external resources” [1]. Therefore, it is widely used in the applications that require high security protection and authentication.

Today, smart card is used as credit/debit card, medical card, identification card, entertainment card, voting card, or mass transit card [3]. All these applications contain sensitive data, such as card owner’s biometrics information, personal medical record, and cryptographic keys used for authentication. They need to be strongly protected. As a result, security becomes a big issue in smart card.

This paper discusses the security related to the smart card and existing attacks and their resistances.

2. Security Technologies

In order to give a detailed description, we analyze the security of smart card in three different points of views: physical structure and life cycle, communication with the outside world, and operating system.

2.1. Physical Structure and Life Cycle

This section shows the physical structure and basic components of the smart card. In addition, the life cycle of the smart card is also presented here. Through these descriptions, we should have a brief view of how the stored information in smart card is securely protected during the processes of transferring from card manufacturer to the application issuer then to the user. 

2.1.1. Physical Structure

According to International Standards Organization (ISO), smart card contains three physical elements: a plastic card, a printed circuit, and an integrated circuit chip. Figure1 shows the main physical components of smart card.
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Figure 1. Physical Structure of Smart Card [4]

The plastic card has a dimension of 85.60mm x 53.98mm x 0.80mm. It must be able to bend in a certain degree without any damages. The printed circuit is a gold plate that provides the communication between the external power or data and the internal chip. Moreover, it prevents the circuit chip from mechanical stress and static electricity. The most important component in the smart card is the integrated circuit chip. [image: image2.png]Power ——
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Figure 2. Smart Card Microchip Components [4]

As shown in Figure 2, it consists of a microprocessor, read only memory (ROM), non-static random access memory (RAM), and electrically erasable programmable read only memory (EEPROM). The integrated circuit chip must be a few millimeters in size because it is made of silicon, which is easy to break [1].

2.2.2. Life Cycle of the Smart Card

Each smart card runs an operating system that contains the manufacturer identification number (ID), type of component, serial number, profile information, and most important the keys.  Obviously, information should be hided and not to be revealed by intruders. Thus, the process from the manufacturer to the application provider then to the card user is divided into five phases. In every phase, there are limitations on the transferring and accessing data to protect the information in different areas [1].

2.1.2.1. Fabrication Phase 

In Fabrication phase, the integrated circuit chip is made and tested by the chip manufacturers. To prevent chip from modifying, a unique fabrication key (FK) is added. The FK stays in the chip until it is assembled into the supporting plastic card. Fabrication key is created based on a master manufacturer key.

2.1.2.2. Pre-personalization Phase

Pre-personalization phase is controlled by the card suppliers. In this phase, the circuit chip is placed on the plastic card. To support the secure delivery of the card to the card issuer, a new key, called personalization key (PK), is used to replace the fabrication key. Later, a personalization lock VPER is set to prevent further modification. From this time, the card only can be accessed by the logical memory addressing instead of physical memory access instructions. By doing this, it makes sure that the system and fabrication areas cannot be modified.

2.1.2.3. Personalization Phase

In personalization phase, card issuer writes the data files and application data to the card. Meanwhile, information related to the identity of the card owner is also stored. Finally, a utilization lock VUTIL is set to indicate that this card is ready for the utilization phase.

2.1.2.4 Utilization Phase 

When smart card is in utilization phase, it is able to be used by the card holder. There are application security policies to rule the access of the information. The detailed discussion will be presented in the following section.

2.1.2.5. End-of-Life Phase

End-of-life phase also called invalidation phase. There are two approaches to put the card into this stage. One is to set an invalidation lock to an individual or master file. Thus, operating system will disable almost all the operations, including writing and updating. However, read operation still keeps alive for the purpose of further analysis. Another way is to block all PINs to disable all operations, including read.

2.2 Communication with the Outside World

Smart card’s physical features, such as thickness, size and bend requirement, give card a good protection from the physical damages. But, this also adds the restriction of the memory and processing resources in the card. To solve this problem, smart card usually needs the external peripherals to cooperate. For example, it must be connected to the card acceptor device (CAD) to obtain power and input/output information. These untrusted external peripherals may reduce the security of smart card.

In order to remedy this flaw, smart card standard specifies that data exchange between the circuit chip and the CAD is limited to 9600 bits per second. The data exchange is controlled by the central processing unit in the circuit chip. Card commands and input data are transferred to the chip as well as the integrated circuit chip sends the responds and output data. Meanwhile, half duplex mode, which means data transmitted in one direction at a time, is utilized to send information. Under these circumstances, massive data attack is efficiently prevented [1].

Since smart card must cooperate with CAD to accomplish the task, authentication between these two becomes significant. Smart card uses a mutual active authentication protocol to identify with CAD [5]. In Figure 3, the card creates a random number rs and then sends it to the CAD. When CAD receives this number, it encrypts it with a symmetric key Ksc and returns the encrypted rs to the card. The card also encrypts rs and compares it with the encrypted result obtained from CAD. Next, card and the CAD perform the authentication process in reverse.

After the successful authentication between the smart card and the CAD, each message transmitted between the pair is verified by a message authentication code (MAC) to protect the integrity. If data has been modified, message must be resent. However, if the chip’s memory and processing power are sufficient enough, a digital signature can be applied instead of MAC [5].
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Figure 3. Authentication between Smart Card and Card Acceptor Device (CAD)

During the authentication and other processes, the most commonly used encryption approaches are DES, 3DES, and RSA. Unfortunately, these methods are breakable. This could be considered as one of the flaws of smart card. But, again, security is a trade-off issue. For now, these protocols are secure enough for the smart card.

2.3. Operating System

After a smart card is in the hand of a card user, it is operating system’s responsibility to ensure the security. At this time, accessing data is through the logical file structure of the card. The previous physical addressing mode no longer exists.

This section gives a view of how operating system accomplishes security protection by checking the file structure and its corresponding access controls of the smart card. 

2.3.1. Logical File Structure

Similar to MS-DOS and Unix, files in smart card are organized in a hierarchal tree form by directories. Figure 4 shows a file structure in smart card. In this diagram, there is a root directory, called master file (MF). Under the MF, there are various subdirectories called dedicated files (DFs) and elementary files (EFs), which are the internal nodes and leaves respectively. But, unlike the other file system, dedicated files are also able to contain data.

No matter what kind of file it is, file is divided into two parts: header and body. The header consists security attributes (for example, identification number, description, accessing conditions, and so on) indicating user’s rights companied with the file. In the body, for dedicated files, there are the headers of all the files that are immediate children of them. Same as to open a file, the file must be selected before performing any operations. Any application can traverse the file tree, but it cannot access the file if it doesn’t have the appropriate rights [1].
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Figure 4. Logical File Structure of Smart Card [1]

2.3.2. Access Controls

Access control system is the key feature of the file access in smart card. The fundamental principle of the access control depends on the correct presentation of PIN numbers and their management.

2.3.2.1. Levels of Access Rights


The access conditions of the file are defined into five levels [1]:

· Always (ALW): Access of the file can be performed without any restriction.

· Card holder verification 1 (CHV1): Access can only be possible when valid CHV1 Value is presented.

· Card holder verification 2 (CHV2): Access can only be possible when valid CHV2 Value is presented.

· Administrative (ADM): Allocation of these levels and the respective requirements for their fulfillment are the responsibility of the appropriate administrative authority.

· Never (NEV): Access of the file is forbidden.

However, one level doesn’t have higher priority over the others. Therefore, even though users present the correct CHV1, they are still not allowed to access file that associated with CHV2.

2.3.2.2. PIN Presentation and Management

The PINs are stored in different elementary files, for instance, EFCHV1 and EFCHV2. At the beginning, all the files are blocked. When accessing to a file is needed, correct pin is required. Every pin has a fixed number to represent counter. It is set to the maximum number. If the cardholder enters a wrong pin number, counter will decrement by one. After a consecutive wrong pins are entered (e.g., the counter reaches zero), this smart card will be blocked. In order to unblock the card, an unblocking PIN must be presented. The unblocking PIN has the same behavior as other PINs. Once the unblocking key is blocked, the card can no longer be unblocked and may have to be invalidated to protect its secrecy [1]. 

3. Attacks on Smart Card

From the discussion above, we are able to see that smart card looks secure enough to be chosen to store the data that need high protection. However, just because of this reason, smart card also becomes the high attack target. Next, we will present the different attack methods on smart card and the corresponding resistances.

3.1. Logical Attacks

In smart card, all the key materials are put in the electrically erasable programmable read only memory (EEPROM). Since EEPROM’s writing operation is affected strongly by the unusual voltages and temperatures, the information can be erased or released by controlling these attributes to some certain points [1]. But, the good thing is it is considerably difficult to find the right voltages or temperature. Thus, logical attack methods are not commonly used.

3.2. Physical Attacks

Physical attacks are typical in smart card attacks. One of the attack methods is to remove the integrated circuit chip from the plastic card and examine the circuit chip. Another way to attack the smart card physically is using UV light on the EPROM or laser cutter microscopes to examine the chip. Fortunately, these attacking methods are only available in the well-equipped laboratories since the associated cost is pretty high [1].

3.3. Functional Attacks

Since smart card avoids the centralization on the functionalities and distributes them to different parties, security issues arise. Smart card usually involves five to six parties. Typically, they are cardholder, terminal, data owner, card issuer, card manufacturer, and software manufacturer [2]. Table 1 shows the definition of each party as well as their characteristics. Between any two parties, there are potential attacks. Schneier and Shostack [2] list some of the attacks among different parties, for example, the terminal against the cardholder or data owner, the cardholder against the terminal, the terminal owner against the issuer, the manufacturer against the data owner, and so on.

Generally, there are following ways to reduce the attack opportunities: (1) use strong cryptographic protocols to increase tamper resistance. (2) Combine some parties together to reduce the party numbers. (3) Make the system more transparent. It is a well known that the best approach to ensure a secret system is to make the public examination available. By doing this way, the system can be efficiently analyzed and discovered the attacks in time. (4) Think about the security issue at the beginning of the system design stage. It is much easier and cheaper to add the security feature at the beginning than to modify it later [2].        

	Parties
	Definitions 
	Characteristics
	Examples

	
	The party who has the day to day possession of the smart card
	· Can Control the data on the card

· Cannot control the protocols, software, or hardware choices made in the generation of the card system
	· The employees in companies who use smart card as their ID card

	Terminal
	The party who offer smart card interactions with the world
	· Control all I/O to and from the smart card
	· Keyboard, screen

· ATM service provider

· Pay phone owner

	Data Owner
	The party who has the control of the data within the card
	· Can control the data
	· Card issuer of the electronic-cash card

	Card Issuer
	The party who issues card
	· Controls OS on the card

· Control the data initially stored in card
	· The phone company of the telephone payment card

· Employer of the employee ID card

	Card Manufacturer
	The party who produces the card
	· Can be attacked in many places
	· IBM 

· Motorola

	Software Manufacturer
	The party who produces the software in the smart card
	· Can be attacked in many places
	· 3GI

· Microsoft

· Motorola


Table 1. Different Parties of the Smart Card

4. Conclusion

Smart card uses integrated circuit chip rather than magnetic strip to store data. Besides, it can be programmed to compute the cryptographic keys. Since smart card has these stronger functionalities, it is widely believed to provide better security and confidentiality than the other information or transaction storages. However, smart card has the potential weakness to be attacked because of its physical structure, logical structure, and communication approach with the outside world. Fortunately, most of these attacks are only possible in the well-funded laboratories. The cost to break is much more expensive than the smart card system itself. Therefore, for now, smart card can be considered as a secure device to store the important information such as private keys, account numbers, and biometrics information. It is also a good place to do encryption and decryption. Smart card will be used more and more to solve the security problems in the future.
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