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Bertillonage

Bertillonage is considered one of the first biometric systems [5]. The system was developed in the 19th century, and involved taking measurements of various parts of the body to distinguish between people. Since the measurements were done manually, it took anywhere from a half hour to an hour to collect them. The lengthy collection time limited its use primarily to prisons. Bertillonage use in prisons, and therefore in general, stopped when it was discovered that its accuracy was less than originally calculated, due to human errors in taking measurements.

Biometrics 

Overview

The term “biometrics” can be broken down into two components: bio and metrics. The translation for “bio” is living organism, and for “metrics” is measurement. So biometrics is “the measurement of living organisms”. 

When used in the context of computer security, we can more specifically define biometrics to be “the measurement of people by computers to provide verification and/or identification”. Verification deals with verifying a person is who she claims to be. Identification involves searching though some database to determine the identity of a person. 

Biometric systems rely on being able to distinguish between people based on the measurements of a certain characteristic. Another way of saying this is: a biometric system will fail if two or more people have the same measurement for a certain characteristic. Note that a biometric system doesn't necessarily need to be so discriminating as to be able to uniquely characterize every single person in the system. It can be still characterized as a good biometric system if the ratio of failures to the number of people in the system is very small. For example, a biometric system could measure a person's height. If everyone in the system had different heights, the biometric system would be good.

Process

There are two phases in biometric systems: the enrollment phase and the recognition phase. During the enrollment phase the biometric system measures a characteristic of an individual. First the biometric system creates a digital representation of the characteristic that it wants to capture. This can be accomplished either by scanning or by taking photographs. The digital representation is then processed to create a template. A template is a compact version of the original representation where certain features have been measured. The template is then usually stored in the system, although it can also be stored on an external device such as a Smart card.

The recognition phase follows many of the same steps; a digital representation is made and processed into a template. The template can then be compared with all the templates stored in the system to correctly identify the individual. Or the template can be compared to one stated individual's template to correctly verify the individual.

Performance

There are three factors involved in determining the performance of the system. The first is accuracy. The accuracy of a system is determined by the rate of false matches and the rate of false nonmatches [1]. A false match is where an individual is identified as someone else, and a nonfalse match is where a valid individual cannot be correctly identified. Minimizing these two rates increases the accuracy of a biometric system.

The second determining factor in performance is speed. Speed refers to how quickly a characteristic can be captured, processed into a template, and verified/identified. The time required to complete these steps should occur in a reasonable amount of time. The 30 to 60 minutes required in he bertillonage biometric system is not considered reasonable. Most current biometric systems can perform these steps in under a minute.

The last factor that determines the performance of the system is the size of the templates. Template size is the amount of bytes required to store a template. This can affect the maximum amount of individual's that can be entered into a system, or, if the templates are stored in a central database, the amount of time required to transfer the template across a network.

Acceptance

Acceptance deals with the users' perceived notion of a  particular biometric system. To be acceptable, a biometric system must be thought of as easy to use, safe, and private. Ease of use is self-explanatory. Safety and privacy are a bit more difficult to explain. 

Usually something is considered safe if it does not produce any undesirable long-term or short-term physical or mental effects. Since we are dealing with the publics perceived notions, provably safe is not enough. A biometric system should not have any stigmas attached to it that cause people to believe it is unsafe. For example, many people think that a retinal scan can damage the retina, making the retinal scan biometric system unpopular.

Privacy is whether people feel that using the biometric system will compromise some additional information about them. Finger printing often raises privacy concerns primarily because this is a form of identification that the government uses. People might feel that some information sharing is taking place between their employer and the government [1]. 

Case Study: Hand Geometry

Hand geometry is the most common type of biometric system in use today [4]. Hand geometry involves using a hand reader to take various measurements of a user's hand. These measurements include the shape of the hand and the length, width, and height of the fingers. Although the human hand is not unique enough to be used for identification, it can be used for verification. Its most common uses are to control access to certain areas and to track employee whereabouts (usually for payroll purposes).

When enrolling a user is given an ID number to enter into the system before placing her hand onto the hand reader. A CCD color camera captures a 3D digital representation of the user's hand. The image is then processed to measure the shape of the hand and the dimensions of the fingers. A template of anywhere from 9 to 25 bytes [2] is created based on the measurements and is recorded in the system. This process takes place several times to ensure an accurate master template has been produced.

During recognition the user enters her ID number into the hand reader, then places her hand on it. The system uses a pattern matching technique to determine whether the hand on the reader matches the template for the ID number entered. If the pattern matches, the user is verified. 

The accuracy of the system is reduced when performing verification in young people and old people, because the geometry of their hands are dynamic. Accuracy is also reduced when jewelry is added or removed on the hand. The recognition phase takes about five seconds to complete, while the enrollment phase usually takes about a minute. Hand geometry systems tend to have high acceptance because they are easy to use, deemed safe, and are not associated with government records.

Bibliography

1. Jain, Anil, Lin Hong, and Sharath Pankanti. “Biometric Identification.” Communications of the ACM 43.2 (2000): 91-98.

2. Sanchez-Reillo, Raul, Carmen Sanchez-Avila, and Ana Gonzalez-Marcos. “Biometric Identification through Hand Geometry Measurements.” IEEE Transactions on Pattern Analysis and Machine Intelligence 22.10 (2000): 1168-1171.

3. “Hand Based Biometrics.” Biometric Technology Today (July/August 2003): 9-11.

4. Spence, Bill. “Biometrics' Role in Physical Access Control”. Loss Prevention and Security Journal (April 2003).

5. Biometrics and The Courts. National Center for State Courts. 24 Mar. 2004 <http://ctl.ncsc.dni.us/biomet%20web/BMIndex.html>

