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VPN Introduction
VPN is a private network constructed within a public network infrastructure, such as the global Internet. It allows private intranet to securely tunnel through the Internet by making secure connections with their business partners [Held 2004]. Its security is achieved by end-to-end encryption and authentication. There are two categories of VPNs – remote access and site-to-site.
A remote access VPN enables remotely located employees to communicate with a central location. This is created when a remotely located client initiates a connection with a central location VPN server. In this case the VPN server provides the client VPN either with local sources or an upstream network access. This is a point-to-point connection and packets transmitted through the tunnel originate either from the client VPN or VPN server.  Site-to-site VPN interconnects two private networks via a public network such as the Internet. The networks can be anywhere such as in different countries or in buildings next to each other. A site-to-site VPN is commonly used to interconnect multiple clients at a branch office to corporate computers at headquarters. 
VPN Protocols
There are many types of VPN protocols. These are some of VPN protocols widely used in real world: PPTP, L2TP, IPSec, and GRE. These protocols rely on tunneling and usually employ encryption. 
Point-to-Point-Tunneling Protocol (PPTP) is a simple VPN technology that is based on point-to-point protocol and supports multiple encapsulated protocols, authentication, and encryption. It is developed by Microsoft and uses client/server architecture. It enables users to access remote networks securely and easily and works by forming tunnels between the client and the server.
Layer 2 Tunneling Protocol (L2TP) is one of the key building blocks for VPNs in the dial access space and is supported by Cisco and other internetworking industry leaders. It combines Cisco’s Layer 2 Forwarding (L2F) with Microsoft’s PPTP.  It is commonly used in the Telco/ISP space for large implementation of PPP call terminations [Nordin 2003]. There are two different types of L2TP: the L2TP Access Concentrator (LAC) that terminates the client’s physical connection and the upstream L2TP Network Server (LNS) that terminates the session.
Internet Protocol Security (IPSec) is a framework for protecting the confidentiality and integrity of the data in transit. The framework is very flexible and permits the use of several encryption algorithms and non-repudiation functions. It does not suffer from the same problems as WEP with regard to flawed encryption implementation and weak authentication. It has a built-in feature such as integrity checking, mutual authentication and anti-replay. A common use of IPSec is the construction of a VPN, where multiple segments of a private network are linked over a public network using encrypted tunnels. This allows applications on the private network to communicate securely without any local cryptographic support, since the VPN routers perform the encryption and decryption. We will talk about more about IPSec in later sections of this paper.
The attempt of Generic Routing Encapsulation (GRE) protocol is to provide a simple, general-purpose mechanism, which reduces the problem of encapsulation [RFC 2784]. GRE can encapsulate both IP and non-IP traffic into IP as long as these protocols’ types are listed in RFC 1700 under “ETHERTYPES”. Thus GRE is the good choice if the user is in a multi-protocol network environment and wants to transmit the data via IP network or the Internet. GRE could be used together with IPSEC. Figure1 shows how GRE encapsulate a package: 
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Figure 1: Normal packet and a GRE tunnel packet. [Site-to-Site and Extranet VPN Business Scenarios]

Why IPSec?
Internet is a public network. It provides great opportunities for people to utilize the network for their benefit, but it also involves a good deal of risks such as confidential data get spoofed, integrity of the data is damaged as they get modified, and people’s identity is stolen as their data are sniffed. 

In order to solve these problems, an advanced IP security mechanism is needed. IPSec is a set of protocol aiming to provide security mechanism for packet exchange at the IP layer. It is a framework of open standard developed by the Internet Engineering Task Force (IETF). The main focus of IPSec is to ensure data confidentiality, authenticity, and integrity over public network [IPSec white paper]. 

IPSec uses two security-related protocols to provide data confidentiality, authenticity, and integrity – Authentication Header (AH) and Encapsulating Security Protocol (ESP). They’re new headers located after IP header but before IP packet payload. 

ESP can be used to provide confidentiality, integrity and authenticity of the data. ESP header and trailer are inserted before and after protected IP datagram, respectively. It has multiple algorithms defined in its security association – one for confidentiality, and the other for authentication. [Doraswamy 2003]  Common standard for encryption are DES and 3DES. Authentication implementations need to support MD5 and SHA. AH provides data integrity and authentication but not encryption or data confidentiality. It only inserts headers preceding IP datagram, but has no trailers. Its main authentication algorithms are MD5 or SHA. IPSec can be configured to use either AH, ESP or both, but usually using one of them is enough.

IPSec can be used in two modes of operation, tunnel or transport mode. In tunnel mode, gateways, which are usually routers, are used at both ends acting as IPSec proxy. Headers are added preceding the IP datagram, which then becomes the payload in new IP packet.  The source gateway encrypts data, sends them to destination as packets. When destination gateway receives the packets, it decrypts them and transmits to the true destination. Only tunnel endpoints are exposed in public network, not the true source and destination addresses. The slight disadvantage of tunnel mode is that more bits are added to the packets. In most cases, IPSec is deployed in tunnel mode.  In transport mode, the header is appended after IP header, so only IP payload is encrypted, and IP header remains the same; only a few bits are added to the packet. However, actual source and destination are exposed in the public network, intrude can analyze the network traffic between two endpoints. Figure 2 shows these two different modes:
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Figure 2: Transport mode and Tunnel mode of IPSec [Site-to-Site and Extranet VPN Business Scenarios]

In order for both ends to communicate securely, many encryption and authentication mechanisms are needed to be determined and shared by both parties. IPSec uses security association (SA) to manage each session. SA describes how and what security mechanisms are to use. It is unidirectional, meaning that for each pair of communicating systems there are at least two security connections—one from A to B and one from B to A [IPSec white paper]. A SA is based upon defining three fields, Destination IP address, Security Parameter Index (SPI) and security protocol. 

IPSec itself cannot create SAs. After IPSec entities establish connection, IPSec SAs have to be configured. Although they can be manually configured, most network administrators rely on Internet Key Exchange (IKE) protocol to manage them. IKE is a protocol that combines portions of ISAKMP and Oakley to provide key management capability. Its whole purpose is to establish shared security parameters and authenticated keys-in other words, security associations- between IPSec peers [Doraswamy 2003]. IKE uses the concept of a security association but the physical construct of an IKE SA is different than an IPSec SA. The IKE SA defines the way in which the two peers communicate. The IKE SA is then used to produce any number of IPSec SAs between the peers [Doraswamy 2003]. IKE establishes a secure tunnel between two endpoints and negotiates IPSec SAs. Both end points try to authenticate each other by using a common authentication protocol such as pre-shared key, public cryptography and digital signature. Diffie-Hellman key exchange protocol is used to share a session key for IKE tunnel encryption. 

In general, IKE negotiation can be divided in two phases. Phase 1 allows two security gateways to authenticate each other and specify parameters for phase 2 communication. At the end of phase 1, gateways reject or accept each other based on the pre-shared keys and predefined parameters. After both gateways authenticate each other, IKE SA is established. In phase 2, two security gateways agree on IPSec communications parameters on behalf of their respective hosts. At the end of Phase 2, IPSec SAs are established [IPSec Virtual Private Networks], and both networks can start sending data securely.

VPN Solutions and Scenarios
A well-designed VPN is essential for transferring data in an efficient and secure way. The following are some benefits: 
· Secure data transmission on public network and extended geographical communication 
· Less costly and eliminates long distance charges 
· Reduce transportation expenses for remote users, such as employees 
· Increase productivity 
Depending on the different requirements from different users, there are three kinds of VPN solutions: Access VPN, Intranet VPN and Extranet VPN. They are related respectively to the traditional remote access, Intranet and Extranet of an enterprise. 

Access VPN offers remote access to a company’s Intranet or Extranet by building a network connection. Access VPN includes analog, ISDN, xDSL, dialup, cable and mobile IP technologies. Access VPN is the best choice for the employees who are on the business trip. They can access the company’s resource from anywhere at anytime by using the local ISP. It is much more economical and convenient than using direct long distance dialup to the company. There are two subtypes of Access VPN, one is client-initiated, and the other is local ISP’s NAS initiated. Both of them need the user to have Internet access. For the client-initiated connection, the client side is responsible for the tunneling setup. For the local ISP’s NAS initiated connection, the local ISP is responsible for the tunneling setup and the VPN management. 

Globalization and localization is the trend in today’s business world. More and more companies have branch offices in different cities, states or countries. Communication and information sharing among branch offices is critical to a business’s success. The traditional way of constructing the Intranet among the headquarters and different branch offices was to use dedicated cables, which is very costly. Intranet VPN offers the equivalent Intranet connection by taking advantage of the existing Internet. Thus, Intranet VPN is more economical than traditional Intranet, while the tunneling and encryption technology of VPN guaranteed same level of integrity and security on data transmission among offices. The topological design of Intranet is more flexible with Intranet VPN. It is also easier and faster for a company to add a new branch office into the Intranet by using Intranet VPN. Another big advantage of Intranet VPN is that the company can have several ISPs to maintain more reliable connections. Even one ISP’s connection is slow or disconnected, the redundant ISP service can still keep the Intranet function well.

As Intranet is to share information within the business organization, Extranet is to share information between the organization and its suppliers, business partners or its customers.  For example, a software company might want to share its bug tracking system with its customers. So the customers can report a bug promptly and keep track of its status. The same software company might also need to share information of certain projects with its hardware partners. Internet makes this information sharing possible and easy. But it is Extranet VPN, which makes it secure and efficient. In the same example above, the company may not want customers to see the entire bug-tracking database, which contains internal bugs and bugs reported by other customers. By the same token, the software company may not want one hardware partner to see the project status of another hardware partner’s. By using Extranet VPN, a company can manage, authenticate and authorize the users of the Extranet as it does to its Intranet. Hence, Extranet VPN provides Extranet service while keeps the Intranet secure. Just like Intranet VPN, Extranet VPN has the flexibility on topological design and affordability and reliability on connection comparing with the traditional Extranet technologies. The following example shows a company with both Intranet and Extranet VPN using Cisco solutions. 
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Figure 3: VPN scenario. [Site-to-Site and Extranet VPN Business Scenarios]

As shown in Figure 3, the company headquarters is connected with branch office by GRE tunnel. Employees in the branch office can access the corporate Intranet in this Intranet VPN scenario. In the Extranet VPN scenario, the business partner is using IPSec tunnel connected to the company’s headquarters. Figure 4 shows the physical elements of the Intranet VPN. 
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Figure 4: Physical elements in the Intranet VPN scenario. [Site-to-Site and Extranet VPN Business Scenarios]

In figure 4, each office of the company uses a Cisco IOS VPN gateway (router). The GRE tunnel is setup between the serial interfaces 1/0 of these routers. Headquarters router’s Fast Ethernet interface 0/0 is connected to a private corporate server; Fast Ethernet interface 0/1 is connected to a public web server. A PC is connected to Fast Ethernet interface 0/0 of the branch office’s router. 
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Figure 5: Physical elements in the Extranet VPN scenario. [Site-to-Site and Extranet VPN Business Scenarios]

The business partner uses Cisco IOS VPN gateway as well in Figure 5. The IPSec tunnel is setup between the serial interfaces 2/0 of the headquarters’ router and the serial interfaces 1/0 of the business partner’s router. Same as they were in Figure 4, the headquarters router’s Fast Ethernet interface 0/0 is connected to a private corporate server; Fast Ethernet interface 0/1 is connected to a public web server. A PC is connected to Fast Ethernet interface 0/0 of the business partner’s router. We have learned how to configure these routers in Figure 4 & 5 from CS158A’s Cisco lab assignments. In order to setup the VPN’s, we also need configure the tunnels. A GRE tunnel configuration includes configuring tunnel interface, source, and destination on both gateway routers. As mentioned in IPSec section, IPSec can be configured in two modes: tunnel mode and transport mode. After the tunnels being configured, we need to configure the Network Address Translation (NAT). There is no need to explain why we need to do that because we all have learned NAT scenario from CS158A. The next step is to configure encryption and IPSec, which includes IKE policy configuration and verification, IPSec and IPSec tunnel model configuration, and crypto maps configuration. IKE policy configuration consists of IKE policies creation, additional configuration is required for IKE policies, pre-shared keys configuration, and gateway for digital certificate interoperability configuration. IKE policy verification also includes configuring a different shared key. IPSec and IPSec tunnel model configuration consist of crypto access lists creation and verification, transform sets definition and verification, and IPSec tunnel mode configuration and verification. Crypto maps configuration includes crypto map entries creation and verification, crypto maps to interfaces application, and crypto map interface associations’ verification [Site-to-Site and Extranet VPN Business Scenarios]. 

There are two more configurations: Quality of Service and Cisco IOS Firewall Features configuration, needed to be done before the company is able to use the Intranet and Extranet VPN’s. We will not list the details of them here because they are beyond the scope of this paper.
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