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Firewalls

· Introduction

The Internet is a very dangerous place.  There are hackers and viruses lurking around every corner.  Firewalls are there to prevent these kinds of things from getting into your network.  Firewalls are also important to the network administrator because they can give detailed information about what kind of traffic has passed in and out of the network and also if there were any attacks on the network.

The first question that should be asked is: “What exactly is a firewall?”  Basically a firewall is a system or a program that controls the access to a network.  The main purpose and job of the firewall is to prevent certain traffic from getting in or out of your network, and at the same time allowing traffic that you do want to pass freely in and out of your network.  One important thing to keep in mind is that in order for a firewall to be effective you must have a good access control policy.  That is you must know what kind of traffic you want to block and which traffic you want to permit.  If these things are not well defined then a firewall can be useless.  
· How do firewalls work?

Now that we know what a firewall is, how exactly does it work?  The answer to this question depends on which layer the firewall operates at.  The OSI model separates networking into seven layers: Application, presentation, session, transport, network, data link, and the physical layer. Most firewalls today operate at the application layers and the network layer.  In general, the firewalls operating at the higher level layers will offer more security than lower layer firewalls.  
· Network Layer Firewalls

The most common network layer firewall today is the router, but operating systems that allow for packet filtering and routing can also serve as a network layer firewall.  This type of firewall filters out traffic using source and destination IP addresses and also source and destination ports.  With a network layer firewall a network administrator can define which IP addresses and which ports can pass through the firewall.  The good thing about network layer firewalls is that they are fast and they usually operate transparently to the user.

Network layer firewalls come in two varieties: stateful and non-stateful.  A stateful firewall can store and use data about the current state of the connection for defining its connection rules.  For example, only the host on the inside of a firewall can establish a connection.  Non-stateful, or stateless, firewalls do not have this ability but they can be faster than stateful firewalls.  The only problem with network layer firewalls is that they cannot see application data.  In order to do this we need an application layer firewall.
· Application Layer Firewalls

Application layer firewalls are usually hosts that are running proxy servers.  A proxy server allows for indirect connections between a network and the Internet.  Some proxies can even allow for logging and user authentication.  Since this type of firewall operates at the application layer, it can actually view the contents of the traffic passing through it.  This will allow the network administrator to block content which has been defined to be inappropriate.  While this type of firewall is slower than network layer firewalls, it offers much better protection and can block things such as viruses.
· Windows Firewall

The Windows operating system comes with its own firewall service known as Windows Firewall.  If you are running Windows XP with service pack 2 installed then this service will be turned on by default.  Windows Firewall is there to prevent other users from accessing your computer without your permission.  It does this by blocking any unsolicited requests to connect to your computer.  Although this is a good thing, sometimes you may want to allow others to access your computer.  Programs such as instant messengers and online video games require that other computers be able to connect your computer.  A nice feature of Windows Firewall is that when an unsolicited request happens, a window will popup and asks you whether or not you would like to block that connection or allow it.  If you click on “allow” then Windows will make a special exception to its blocking rules and allow the program that caused the unsolicited request to receive information from the Internet.  
· How to configure your firewall in Windows XP SP2

Thanks to Windows Firewall, the task of setting up and manage a personal firewall has been made very easy.  Everything can be configured through the Windows Firewall Settings window.  This is where you can allow certain programs to pass through your firewall; these programs are also called “exceptions”.  To get to the Windows Firewall Settings window just follow these simple steps:
1. Click on the “Start” menu button in the lower left corner of your desktop.

2. Click on “Control Panel”.

3. Double-click on “Windows Firewall”.

The “Settings” window should popup and allow you to configure your firewall settings.  The first tab you will see is the “General” tab.  From this tab you can switch your firewall on and off.  There is also an option to turn off exceptions.  The next tab is the “Exceptions” tab.   This will display a list of your current exceptions.  If you want to add a new program to the exceptions list then just click on the “Add Program…” button and select the program you wish to add.  If you know which port number a program uses you can also open up that port using the “Add Port…” button.  Although you have the option of opening ports, it is recommended that you use the “Add Program…” option instead.  This is because if you add a program, that port will only be open while that program is running; whereas if you open the port, then that port will always be open making your network more vulnerable to attacks.  The final tab is the “Advance” tab.  This tab allows you to fine tune your settings by opening ports for individual connects as well as configuring the scope of those ports. 

There are always security risks involved with allowing exceptions.  But there are a few general rules of thumb to help minimize those risks.  First, you should only allow exceptions if you need it.  Second, you should not allow an exception for a program that you do not recognize.  And finally, when you’re done with an exception you should remove it.  Following these rules will minimize the window that attackers have to get into your network.

So in conclusion, firewalls are a very important tool for keeping your network safe from attackers.  There are a lot of bad things floating around on the Internet, so the firewall is there to filter those things out.  And although a firewall can block most of the things you don’t want coming into your network, it can’t block everything, especially if it is not configured properly.  This is why it is important to have a well defined access policy, so you know exactly what should be allowed and what should not.  
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