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Consider the TCP packets given below. For example, given the line

14:18:37.26 alice.513 > bob.514: P 1382727010 (2) ack 2024384001

then, from left to right, we have

e Time (14:18:37.26)

e Source address (alice)

e Source port (513)

e Destination address (bob)

e Destination port (514)

e Flag (S for SYN, P for PSH, F for FIN, R for RST, . for no flag)
e Sequence number of first byte in packet (1382727010)
e Number of bytes transmitted (2)

e Possibly an acknowledgment (ack)

e Sequence number of next expected byte (2024384001)

Answer the following questions.

1. What is going on here? Hint: This is an attack and there are several
phases to the attack. Explain each phase and clearly describe what the
attacker accomplishes in each phase. Also indicate why each phase is
necessary.

2. What could be done to prevent this attack (or at least make it much
more difficult to conduct)?
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14:18:32.16 kevin.988 > bob.514: 3 1382727002
14:18:32.33  bob.514 > kevin.988: 5 2023360000 ack 1382727003
14:18:32.41 kevin. 988 > bob.514: R 1382727003
14:18:32.67  kevin.987 > bob.514: 5 1382727003
14:18:32.84  bob.514 > kevin.987: S 2023488000 ack 1382727004
14:18:32.92  kevin.987 > bob.514: R 1382727004
14:18:33.18  kevin.986 > bob.6514: s 1382727004
14:18:33.35 bob.514 > kevin.986: s 2023616000 ack 1382727005
14:18:33.43  kevin.986 > bob.514: R 1382727005
14:18:33.69 kevin.985 > bob.514: S 1382727005
14:18:33.98 bob.514 > kevin.985: S 2023744000 ack 1382727006
14:18:34.08  kevin.985 > bob.614: R 1382727006
14:18:34.20  kevin.984 > bob.6514: 8 1382727006
14:18:34.37 bob.514 > kevin.984: S 2023872000 ack 1382727007
14:18:34.45  kevin.984 > bob.b14: R 1382727007
14:18:34.71  kevin.983 > bob.514: S 1382727007
14:18:34.88  bob.514 > kevin.983: s 2024000000 ack 1382727008
14:18:34.96  kevin.983 > bob.514: R 1382727008
14:18:35.22  kevin.982 > bob.514: S 1382727008
14:18:35.39 bob.514 > kevin.982: S 2024128000 ack 1382727009
14:18:35.47  kevin.982 > bob.514: R 1382727009
14:18:35.73  kevin.981 > bob.514: 5 1382727009
14:18:35.90  bob.514 > kevin.981: 3 2024256000 ack 1382727010
14:18:35.98  kevin.981 > bob.514: R 1382727010
14:18:36.24 alice.513 > bob.b14: 5 1382727010
14:18:36.75 alice.513 > bob.514: 3 ack 2024384001
14:18:37.26 alice.513 > bob.514: P 1382727010 (2) ack 2024384001
14:18:37.77 alice.513 > bob.514: P 1382727012 (&) ack 2024384001
14:18:38.28 alice.513 > bob.514: P 1382727017 (26) ack 2024384001
14:18:41.34 alice.513 > bob.514: ack 2024384002
14:18:42.25  alice.513 > bob.514: ; ack 2024384003
14:18:43.16 alice.513 > bob.514: F 1382727042 ack 2024384003
14:18:52.17  alice.513 > bob.514: R 1382727043
14:18:52.23 alice.513 > bob.514: R 1382727044
14:18:52.29 mallory.600 > alice.513: R 1382726960
14:18:52.36 mallory.601 > alice.513: R 1382726961
14:18:52.41 mallory.8602 > alice.513: R 1382726562
14:18:52.47 mallory.603 > alice.513: R 1382726963
14:18:52.53 mallory.604 > alice.513: R 1382726964
14:18:52.60 mallory.60b > alice.513: R 1382726965
14:18:52.686 mallory.806 > alice.513: R 1382726966
14:18:52.71  mallory.607 > alice.513: R 1382726967
14:18:52.77 mallory.608 > alice.513: R 1382726968
14:18:52.83 mallory.609 > alice.b13: R 1382726969
14:18:52.93 mallory.610 > alice.513: R 1382726970
14:18:52.99 mallory.611 > alice.513: R 1382726971
14:18:53.06 mallory.812 > alice.513: R 1382726972
14:18:63.11 mallory.613 > alice.513: R 1382726973
14:18:53.17 mallory.614 > alice.513: R 1382726974
14:18:563.23 mallory.615 > alice.b513: R 1382726975
14:18:53.29 mallory.616 > alice.513: R 1382726976
14:18:53.36 mallory.617 > alice.513: R 1382726977




