
CS 286

Names

Consider the TCP packets given below. For example, given the line

14:18:37.26 alice.513 > bob.514: P 1382727010 (2) ack 2024384001

then, from left to right, we have

• Time (14:18:37.26)

• Source address (alice)

• Source port (513)

• Destination address (bob)

• Destination port (514)

• Flag (S for SYN, P for PSH, F for FIN, R for RST, . for no flag)

• Sequence number of first byte in packet (1382727010)

• Number of bytes transmitted (2)

• Possibly an acknowledgment (ack)

• Sequence number of next expected byte (2024384001)

Answer the following questions.

1. What is going on here? Hint: This is an attack and there are several
phases to the attack. Explain each phase and clearly describe what the
attacker accomplishes in each phase. Also indicate why each phase is
necessary.

2. What could be done to prevent this attack (or at least make it much
more difficult to conduct)?






